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The US government has put in some detailed maritime security legislation, covering cargo declaring, screening and tracking. But reorganizations in the US government might affect it, as Barry Parker explores 

BODY

It is now show time for writers and pundits who have spent a whole year penning articles and speeches about the U.S. legislative landscape, and the profound impacts that the new laws will have on worldwide shipping practice. 

Within a three week stretch of late October through mid November 2002, several important initiatives, with significant maritime implications, were put in play. 

In early December, momentous changes will be written into the SOLAS (Safety Of Life At Sea) convention, as the IMO holds its diplomatic convention on security. In the brave new world, seafarers will need ID’s with biometric identification, vessels and facilities will need to file security plans, and Government computer systems will talk to each other. Regulators in the U.S. (in a model surely to be emulated elsewhere) will soon have a better picture of vessel information tied to cargo and crew information. 

Evidence that business practices will indeed change, more abruptly than an industry in permanent slow steam mode would prefer, can be found in The Federal Register, where all new U.S. laws are posted and where agencies must respond to objections that have been raised during a comment process. 
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The 24 hour rule

Consider a U.S. Customs announcement regarding carriers’ presentation of cargo manifests on inbound containers 24 hours before the cargo is hoisted aboard at the loadport. 

Several times in the Federal Register posting (which appeared October 30), it is stated that “Customs recognizes that compliance with regulations may require certain changes in business practices [and that] these changes are necessary to protect the United States and global shipping.” 

The new regulations, effective December 2, 2002, do provide for a 90 day phase-in period and for a committee to monitor the impacts on business practices, but also call for tough penalties where non- compliance exists. 

Reading the Customs announcement was like having a front row seat as the luddites battled against those who had made some technologies adaptations. 

As I have written many times, security is a catalyst that will force companies to adapt information technology, and this can foster more efficient business practices. Nevertheless, businesses that have not seen the automation impetus to date are now forced to wrestle with IT issues. 

Some of the loudest voices from the non automated side of the aisle have come from NVOCC’s (Non Vessel Operating Common Carriers), mainly small outfits who charter big blocks of space from bigger carriers and then resell the space to shippers. 

Traditionally NVOCC’s, classed as “shippers,” have not submitted manifests to U.S. Customs, which is now allowing NVOCC’s to optionally submit manifests directly to U.S. Customs Automatic Manifest Systems (AMS). 

NVOCC’s that do not automate (with automation enabling direct submissions) run the risk of liability and penalties if they submit a paper manifest to a big carrier, that does not, in turn, make a timely submission to U.S. Customs. 
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Interdepartmental communication

To put efforts at U.S. Customs in perspective, the role of Customs IT efforts may take on greater importance with the backdrop of the massive re-organization of the U.S. Government, set in motion in mid November after months of wrangling. 

As part of the Government’s sweeping organizational changes, the biggest since the late 1940’s (at the onset of another conflict- the Cold War), Customs will move into the soon to be created Department of Homeland Security (DHS). 

Joining Customs in this department are the US Coast Guard (USCG), the new Transportation Security Administration (TSA), the Immigration and Naturalization Service (INS), and other agencies dealing with U.S. borders. 

Already, top IT executives in the new agency are getting set to tackle some of the thorny information management questions that have bedeviled the landscape of agencies who previously did not share information. 

With Customs reporting to the same Secretary as the Coast Guard, advanced manifest information described above may possibly be fused and data-mined along with information in the USCG’s databanks, for example on “vessels of interest”, enabling extensive and deep security profiles to be generated. 
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Cargo tracking and screening

Some Washington DC based analysts have suggested that Customs’ Automated Commercial Environment (ACE), an electronic enablement project under development over the past few years, could be elevated to form the lynchpin of a cargo tracking and screening system soon to be required under another piece of legislation, the Maritime Transportation Security Act of 2002. 

This bill (also known as S1214, or the “Hollings Bill”), which has gone to the President for signature, is the culmination of two years of legislation starting prior to 9-11-2001. 

For all shipowners and carriers intertwined in supply chains that touch the US, the cargo tracking and shipment identification provisions are significant. The bill also sets a requirement for enhanced seafarer identification, a matter also under discussion at the IMO.

Shipping companies interact heavily with Port State Control (PSC), the responsibility of the USCG in the USA. The USCG itself has been looking at its own information systems, which are not yet fully interoperable- and don’t presently talk to those at other agencies. 

Along with Customs, USCG systems will be central to U.S. security efforts. In late November it announced plans to award a massive contract, of potentially 15 years duration, for a vendor to provide a turnkey technology solutions. 

Anticipating the coming move into the new Department of Homeland Security, the pre-Solicitation notice states, “[the contract will have] the potential for use by organizations performing Homeland Security functions within the same department as the Coast Guard.”

The information strategy is following the agency’s new mission, now transcending its traditional activities (including PSC). 

The new watchword at the USCG has been “Maritime Domain Awareness”, which can be defined as "everything out there that's coming to the U.S.," and "…who is on the ship, what's in it, and where it is at all times," in the words of Rear Admiral R. Utley, as quoted in Federal Computer News. 

According to Rear Adm. Utley, the USCG is now putting together papers describing how to gather, integrate and fuse data. Significantly, he looks at “industry” as a source of data to feed the new IT capability.  

Indeed, deep within 181 pages of S1214, there is a vague reference to “existing industry organizations” as a data source. 

In my opinion, such data sourcing will represent a very admirable new paradigm, but I am not convinced that such cooperation  will occur proactively unless very specific data feeds are mandated by law. Hopefully, amidst incessant talk from industry associations about “transparency”, I will be wrong. 
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Vulnerabilities 

Zooming down from high level systems architectural to the practicalities of looking at individual shipments, Operation Safe Commerce (OSC), a project to detect vulnerabilities in supply chains and to “provide a testbed for new security techniques”, is also now moving into the implementation stage. 

The TSA has allocated $28 Million to fund projects to examine supply chains for containerized cargo moving through Seattle/ Tacoma, Los Angeles, and New York/ New Jersey. 

Going well beyond major loadports and hubs, OSC will delve into the chain going back to feeder ports and even inland at countries where containers are stuffed, with the cooperation of shippers and carriers. No doubt, those new advanced manifest filings will play an important role in this project.    

The impact of the Hollings legislation, S1214, will soon be felt on the worldwide movement of cargo, particularly in intermodal containers. 

The bill empowers the USCG to conduct vulnerability assessments at ports in the U.S. and in major hubs that funnel cargo into the USA. 

When the legislation comes into effect, the USCG can deny entry to vessels inbound from ports where security is deemed to be insufficient. The bill mandates various U.S. Government grants for physical aspects of port security, such as lighting and fences, but also will specifically offer grants for “improved tags and seals including smart sensors that are able to track a container throughout its entire supply chain… and transmit such information to appropriate authorities at a remote location.” 

As new set of stakeholders begins to monitor the flow of cargo, our business will start to look very different, in the year ahead.

