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Administering seafarer ID cards 
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No more hiding for seafarers: they’ll all need identity cards in future 
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DECK HEAD

We all know that a seafarer ID card scheme is on its way, but there are many different ways it could be operated. Divay Goel explores the options 
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The seafarers' identity document has come to the attention of security and law enforcement agencies as a result of terrorist attacks in the United States in September 2001. 

Since then, the US has particularly been involved in a diplomatic initiative to garner international support and co-ordination from the 175 member nations of the International Labour Organisation (ILO) to draft a new instrument for the conclusion of negotiations on a new global labour accord to create a secure international identity document for the world’s merchant seafarers which would also include biometric templates. 

This instrument is planned to be presented for approval to the agency’s ruling conference in June 2003 and would overrule the ILO’s 1958 Seafarer’s Identity Documents Convention, which has been ratified by 61 states. 

Retinal scans as well as electronic fingerprint scanning have been mooted as possible means of personal identification that are not easily replicable, in addition to a digital photograph and important personal data of the seafarer that would be available in the seafarer electronic Identification (ID) card.
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Seafarer identification

Identification documents for seafarers is not a new concept. Seafarers world over have to carry a document known as the Continuous Discharge Certificate (CDC), which is issued by the national mercantile marine department. 

However, a number of problems have been identified with these kind of seafarers' identity documents.  For example, the security features on most seafarers' identity documents are virtually non- existent. 

The photographs are often glued or stapled (even a lamination over photo is not fully tamperproof) into a document and open to tampering. The bearers' details contained within the document can be in handwriting which again allows the document to be easily forged. 

Also, there is no requirement for an expiry date to be put into a seafarers' identity document. This means that photographs within the document can be dated and make recognition of the crew member difficult. The document itself suffers and the pages, photographs and bindings deteriorate with age. 
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Methodology

Kamar Zaman of Drewry Technical Services (www.drewry.co.uk) offers the following methodology for the development and use of the Seafarer ID cards, which looks very practicable.  

The ID card for seaman will need to be issued by the Marine department of the country of origin. Information contained in it should be similar in content as in a passport; additional information should be capable of being input into it onboard i.e. ships name, Flag and IMO number and rank. 

A ship specific unique encryptor (seal) may be issued to ship along with registration papers to authenticate the information being written by ship's Master. 

Additional unique alphanumeric combination, similar to allocation of radio frequency, may have to be allocated to flag state. 

The flag can then uniquely combine these letters and numeric to form a ship unique identification. Similar but not same as the call sign, since call signs are used commonly for communication and thus subject to unauthorised duplication, as can be the IMO number.

The info is to be contained in a microchip, imbedded in ship's official computer handled only by the Captain, and information will be capable of writing into the ID card. This card will act as a continuous service record of the seaman. 

The card may contain fingerprints for verification, as do CDC. This card could have multiple uses i.e. used for gaining entry to and from terminals using scanning facility at the gates. 

Gaining entry to ships accommodation etc its use can be extended also for various ship's operations i.e. only authorised person can access certain equipment and or allowed to change settings. In reality the card is to be a "smart card" type capable of large storage of data. Annually the card will be verified by the marine department and info contained therein downloaded to the departments database.
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Fraudulent certification

IMO and the world maritime fraternity had had to face time and again embarrassments from reports about seafarers sailing with fake certificates. 

The Maritime Safety Committee (MSC) at its 74th session in June 2001 received the results of an IMO research study to establish the nature and extent of unlawful practices associated with certificates of competency.

The study was carried out by the Seafarers International Research Centre (SIRC), Cardiff, United Kingdom and was funded by a number of Member Governments and the EU. 

A total of 97 maritime administrations were contacted for information on various aspects of the issue of unlawful practices associated with certificates of competency and equivalent endorsements, of which 54 had responded to questionnaires giving a response rate of 56%. 

Of those, 39% had reported a total of 12,635 detected cases of forgery in certificates of competency and equivalent endorsements. The Committee noted, however, that, of the total number of reported cases, 12,000 had been reported by one single administration in South East Asia, and that all these cases were currently being analysed to assess the level and nature of forgery involved. 

A total of 1,384 seafarers and 22 employers had participated in the survey. 50% of respondents were manning agents, 32% shipowners and 18% ship managers employing an average of 615 ratings and 1091 officers in their companies. 

In all, 82% percent of the respondents had detected forged certificates of competency in the last five years. Of these, 41% reported having detected forged basic safety training certificates, 27% had reported forged sea service record books and 18% had detected forged OOW (deck) certificates. 14% had also reported false GMDSS (GOC) certificates.
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Indian database of seafarers

As an example of leveraging technology to keep a maintain databases on seafarers, the Indian Directorate General of Shipping (DGS) is setting up a centralised computer database on domestic seafarers. 

The system will not only provide information about the genuineness of certificates issued to the seamen, but also come handy in detecting cases of any misuse of the CDCs. 

The system, being set up at a cost of Indian Rupees two million (USD40,000), will give details on the competency certificates issued to seafarers. The certificate is awarded by the DGS office for every rank of seafarer. The revalidation or renewal of these certificates, however, can also be done by the Mercantile Marine Departments (MMD).

According to officials, the additional feature of the database will be career profiles of the seafarer. 

Profiles of seamen will be gathered from the shipping companies, and instances of misconduct by the seafarers will be recorded. 

The computer system will be operated and monitored by the Lal Bahadur Shastri (LBS) College, the main training institute for seafarers in India. 

The main server, to be installed at the college, will be connected to four nodes at DGS, Mumbai, MMD, Mumbai, MMD, Calcutta and MMD, Chennai. 

The annual maintenance of the system will be around Indian Rupees half a million (USD 10,000). 

The data will pass through three stages of verification before being incorporated into the final system. The identification number awarded to each seaman will also be linked to his CDC so that any misuse or forgery by the seafarer is detected.

