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Kamar Zaman of Drewry Shipping Consultants gives his round-up of how technology can help maritime security 

BOX TEXT

Kamar Zaman was previously managing director of Wallem Shipmanagement in the UK. He is currently establishing a technical services division at Drewry Shipping Consultants and can be contacted on zaman@drewry.co.uk
BODY 

Great concern has been shown by the US Coast Guard (USCG) about seafarer's identification. 

The present practice is to issue a seafarer book or CDC (Continuous Discharge Certificate); this is mainly issued by the commonwealth countries. Normally CDCs are issued on the strength of employment and sponsored by the company employing the seafarer.

Certificates of Competency, issued by many countries, are issued in the name of the candidate passing whatever grade of examination taken by him. Flag of convenience countries do not require the candidate to take examinations but issue equivalent certificates to those issued by country of origin. 

There has been many cases of misuse or fraud and duplication of these certificates, as a consequence a person using a false certificate of competency can apply for a job and may get sponsored by the company for issuance of CDC. The CDC then becomes a valid travel document.

Here is obviously a huge loophole, which will need to be addressed. CDC's must be made tamper proof and loss of such a document should be treated with the same seriousness as a passport.   

Terminals in US require a photo-identity, for seafarers on shore leave when they return back to ships. These are not normally carried by seafarer. Therefore the need to issue the ID, which should contain further information and must contain encrypted ID that be read by an automatic reader. 

Terminals and stevedores need to clean up their act and issue ID's to those that come to work the ships and ships officers/crew should have the right to challenge the stevedore labours. 

The US now requires owner to pay for armed guard who will be authorised to take extreme action if required. I can well see ships crew being killed by a trigger-happy cowboy.

SUBHEAD

Stowaways 

Economic migrants have been a source of problem for the developed countries, although in many instances this has proved to be valuable source of cheap labour, but another dimension has been added as these migrants could become an additional threat acting on the instructions of their masters, thus renewed effort to curb same.

Generally the regions from which such migration initiate are those that have the least security and even the guards and watchman employed to prevent unauthorised boarding may be the very person involved in the trafficking.

Generally ship staff have no control over those that come onboard for cargo operations and it is the responsibility of the stevedores. 

ID cards alone cannot stop a determined stowaway. Ships often work through the night and ID cards can be transferred. Generally stevedore facilities are provided ashore as such movement of stevedores, to and from ship can be frequent.    

SUBHEAD

Cargo Security

Break bulk and containerised cargo posses the greatest security threat as its content often is not known the present means of securing is quite inadequate. 

Scanned verifiable information can be embedded in the seals which may be verified at each occasion of transfer.

In the break bulk cargo which quite often contain boxed cargo with weather-proofing within the crate. The content is only known to the packer and relied upon the good standing of the party. Some of these could be machinery parts or knocked down vehicles.

It’s worth remembering that the original long-range cannon ordered by Iraq was being shipped quite innocently as drilling material till intelligence proved otherwise.

These break bulk items are lot more difficult to secure electronically. Bulk cargoes themselves can be used for terrorist activities by implanting a device that can setoff when called upon by remote means.

SUBHEAD

Piracy 

Pirates are threat particularly in the Malacca Straits. It has been going on for a long time but as the US interest in shipping is limited it had not bothered with its consequences and even now pays scant attention although it is actively engaged in the Philippines to root out "terrorists".

The potential of hijacking and blowing up a VLCC in this very vital part of world trade route not only will have impact on the environment in a major way but economic disruption will be substantial.

Ships can be fitted with electronic alarm similar to those fitted to cars which setoff alarms and horns if any attempt is made to force enter. Ships already have collision avoidance system incorporated and a relatively simple integration with any attempt at boarding should setoff the alarm.  

The sensors require to be fitted around the focsle and stern area.

