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How safe is shipping IT? 

DECK HEAD

As maritime computer networks proliferate, how scared should shipping companies be of viruses and hackers? Listen to Steve Harding 

BODY

Security is a big issue. How big? Use an internet search engine and the phrase generates 38,900,000 hits. 

By contrast, use the same engine for ‘Britney Spears’ and only 1,120,000 hits are returned. In other words, contrary to popular belief, the issue of security is now at least 34 times bigger than Britney! 

Co-incidentally this search also revealed the little known fact that Ms Spears is an expert in semiconductor physics. Not content with just singing, her website (http://britneyspears.ac/lasers.htm) guides you in the fundamentals of the vital laser components that have made it possible to hear her super music in a digital format, and the operation of the ‘Digital Ship’ of course. 

Hang on a minute. Notwithstanding it is clearly identified as being her, can we really believe Britney is responsible for this information? Or is it just some sad, albeit clever individual with a fetish for pop princesses passing himself off as Britney? Things are not always what they seem. Another time, perhaps.

Back to security. According to the Oxford pocket dictionary security is, amongst other things, a state or feeling of being secure; something that gives this. That is, the perception, never the reality, of being free from risk or harm and having the wherewithal to ensure that perception is maintained. 

The difficulty for any decision maker, when faced with issues of security, is to develop strategies that manage or otherwise control risk while not undermining the fundamental of what is to be protected. 

This is as true for national security as for the computer on your desk or, in this context, the increasingly integrated systems being installed on the modern ship. When in that position, before acting in haste and repenting at leisure, it is always worthwhile to stand back and rationalise the situation in light of personal experience. 

SUBHEAD

My home in North West England 

There is a sign close to my house proudly proclaiming: ‘You are entering Derby, Deane and Daubhill Challenge Area!’ Otherwise known as the 3Ds, the sign is now quite faded after many years of exposure to the elements, not all climatic. 

Some years back, when it became obvious my future lay in the North West of England, or at least I was told this would be the case, a new home had to found. 

Although a regular visitor to the region I had little idea about its social geography certainly insufficient to enable a decision to be made on something as critical as where to live. 

Seeing the signs for the 3Ds, in my naivety I asked a passer-by what it meant.

“Because only an idiot looking for a real challenge would ever be stupid enough to go there!” the passer by said, going on to recount, in gory detail, examples of the high level of crime and other socially undesirable activity taking place in the 3Ds. 

SUBHEAD
Uncorroborated information

Anyone who bases decision-making on uncorroborated information received from others is, frankly, a fool. Thus, intrigued, I sought to test the reality of the 3Ds against data I could control. I needed to see the area for myself.

The initial signs were not good. The site of armoured police vans was quite alien to a resident of southern England. As were the flak jackets (and arms) worn by the officers who seemed to spend an inordinate amount of time stopping people going about their normal business and demanding they present identification and/or justification for being there. 

A policy known as ‘the sus’, it was a procedure fully endorsed by regulatory bodies in the name of ‘enhanced security’ at the time.  

The general environment was equally depressing. Each shop, at least those that had not been burnt down or otherwise subjected to depredation was fitted with heavy steel shutters. Beirut could not have looked much different. 

Not that these security measures always proved to be effective; some poor unfortunate shop owner had recently been knifed, albeit this appeared to have rather more to do with rising tensions in the Kashmir; the individual Ds are highly characterised by their ethnicity and tensions between the districts are never far below the surface.

SUBHEAD

Regeneration

However there were clearly positives in the 3Ds. As it transpired, the signs indicated the area was recognised as one of the most deprived inner-city regions in Western Europe. It therefore qualified for grants and other government aid to assist in regeneration. 

Amongst other things, this ensured public transport was excellent, far superior to that provided in the south of England, and with the motorway less than 5 minutes away the rapidly expanding Manchester Airport could be reached in less than an hour using either. And with a brand-new telephone exchange, ISDN was always an option for use at home. 

Moreover, new houses of a quality equalling if not exceeding those being sold elsewhere in England for £200,000 plus could be purchased for little more than £100,000. Finally, the views of the Pennines were, and are quite spectacular.  

Which was not what the estate agents were saying, of course. Like the initial passer-by they were always more keen to stress the negative. The price of property, they would say, accurately reflected the poor security in the area.

“I think you should look at this other property Mr Harding,” the estate agent said. “The area is far more suitable for someone like yourself”.

And I did look at other properties. Many others. And the freedom from risk or harm they offered had its appeal. That is, establishing myself amongst my peers in an economic ghetto with all those beyond treated with suspicion and, where possible, excluded. 

But if I was to move forward it was clear the fundamental of the business had to be fulfilled. This required access to communications, electronic and transport. 

And with money likely to be tight, to continue with the pretence of having sufficient resource to maintain isolationism would expose my partner and I to a far greater risk: losing the lot.  A degree of risk had to accepted. 

A recognition that there is no such thing as a totally secure environment and, eventually, it becomes necessary to expose yourself to those who may seek to do you harm. 

Thus, just over two years ago, my partner and I moved to the 3Ds, albeit fitting the house with the best burglar alarm money can buy and, thereafter, ensuring we keep well away from certain areas at certain times.

SUBHEAD

Getting back to shipping

What is the point of all this? Shipping is becoming acutely aware of the issue of security, or at least is being forced to take it on board by the regulatory authorities. 

As related to elsewhere, including this publication, The International Maritime Organization is holding a maritime security conference in December 2002 with the broad purpose of reviewing the existing international legal and technical measures to prevent and suppress terrorist acts against ships at sea and in port thus improve security aboard. 

From the perspective of the Digital Ship, the recent introduction of Inmarsat Fleet and wider developments in terrestrial communications networks, including third generation mobile, can deliver cost-effective access to the internet to all ships at all times. 

What should the decision maker do? They have the option of continuing with their existing, non-integrated communications  – that work perfectly well. Or they could more forward and embrace the vipers’ nest that is the internet as popular perception would have you believe.

In its way the internet has much in common with the 3Ds. The advantages are manifest as are the dangers. Viruses, Trojans, worms, you name it, its operating on the internet and it’s out to get you! But once you stand back and think rationally, are the risks posed truly that great? 

There is no doubt computer viruses can create disruption, but like a cold, it is generally a short-term affair and readily overcome. And while I may be speaking from a personal perspective, I have never had a great hang up over privacy. 

Given the resource, there is nothing on this earth that will stop anyone finding out anything about you. By contrast, a far bigger threat could come through deception, such as believing that Britney is an expert on vertical cavity surface emitting lasers. You have to be careful who you’re talking to.

Thus the establishment, corroboration and maintenance of information integrity could prove to be a more pressing issue for system security over and above anything else. Look upon it as a challenge!

SUBHEAD

Perceptions of security

As for life in the 3Ds, well the Police still wear flak jackets but ‘the sus’ is long gone. As a policy the Police, or at least their regulators eventually appreciated it to be an expensive drain on resource that does nothing for security and only acts to further antagonise those who are there to serve wider society. 

Is there a message here for shipping somewhere?  True it was annoying when my car was broken into, but I see that as my own fault. If I had remembered to put it away in the lock-up, as I routinely do for all critical files needed to operate my computer system, the issue would not have arisen. 

As for the Estate Agents, I do wish they would desist from continuously sticking leaflets through the door advising that ‘Mr and Mrs X’ are desperate to purchase property on the highly desirable 3Ds development. How fickle their perceptions of security are. 

