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Protecting ships from piracy

DECK HEAD

As pirates become an increasing threat to shipping, several companies are developing technologies to help reduce the threat. Jayde Card discussed these technologies with P. Mukundan, director ICC International Maritime Bureau. 

BODY

Once viewed as a somewhat romanticised hazard of history, piracy is now a very real danger to ships, cargo and crew. Following an established pattern, whereby piracy levels rise and fall in correspondence to government action, attacks increased at an alarming rate during the 1970s and 80s and prompted the creation of the IMB Piracy Reporting Centre in Kuala Lumpur in Oct 1992. Since then, the rate of piracy has continued to rise, with 2002 already showing an increase over the figures of previous years.

The International Maritime Bureau (IMB) defines piracy and armed robbery as; "An act of boarding or attempting to board any ship with the apparent intent to commit theft or any other crime and with the apparent intent or capability to use force in the furtherance of that act". IMB points out that “This definition thus covers actual or attempted attacks whether the ship is berthed, at anchor or at sea. Petty thefts are excluded, unless the thieves are armed.” 
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Piracy Reporting Centre

IMB Piracy Reporting Centre stated that in the first six months of 2002, 171 incidents of piracy had been reported, compared with 165 for the same period in 2001. 

This increase continues to sound alarm bells and is particularly disturbing when considering that the actual number of attacks is considered to be much higher than statistics indicate, due to the problem of under-reporting. 

Still, the growing recognition of IMB has meant that more reports are being made to the centre, and a more accurate picture of the problem is developing. 

Indonesia continues to wear the tag as piracy hotspot, with 44 incidents of piracy reported last year. 

More recently, ICC has warned of rising piracy in the national waters of Somalia. The ICC advises ships to maintain a distance of 100 nautical miles from Somalia’s shore, guaranteeing that should they pass too close, they “will, repeat, will be seized by one of the warring factions from shore”. 
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Two types of piracy

IMB director P. Mukundan suggested there are two types of piracy, the first being opportunist attacks, usually carried out by criminal fishermen who are looking for an easy and prosperous target. During these attacks, the usually armed pirates will tie up the crew and lock them in a sealed area of the ship, then steal whatever they can. 

The attacks usually last about 30-40 minutes. Although crew are often injured during these attacks, the real danger lies in the fact that during the attack the ship is on autopilot, with no one at the command. 

This situation is especially dangerous when the ship is travelling through restricted waters, where there can be less than a mile between vessels. Mr Mukundan commented that an oil ship in restricted water is a nightmare scenario, for there is always the fear of environmental catastrophes. 

For these cases of low-level piracy, ICC suggests ships follow the recommendations set out by the International Maritime Organisation (IMO). These include guidelines regarding how to be on alert and what to do during an attack. The ICC also suggests that ships listen to the daily broadcasts on piracy, sent out at 00:00 hours UTC to all of the hot spots around the world. 
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Organised crime attacks

The second type of piracy is the organised crime attacks. These are highly organised, highly resourced pirates who target ships because of the value of the ship and its cargo, most often hijacking the vessel. ICC believes that these pirates are often military trained sailors who know how to drive the ship. 

Significantly, incidences involving the taking of a whole ship doubled in 2001 from figures in 2000 – from eight to 16 - despite a fall in the overall number of attacks, down 27% to 335. The number of hijackings in 2002 already exceeds that of 2001.

ICC suggests that the increase of hijackings at sea is most likely due to greater involvement in piracy by organized crime networks, given that hijacking requires resources that individual pirates typically do not have. 

ICC has focused on intensifying government efforts and developing an international code for investigation of piracy and armed robbery – Maritime Safety Committee (MSC) approved code of practice for international investigation of piracy and armed robbery against ships in Nov 2001. 
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Combating piracy

Various methods of combating piracy are available, with new proposals to be accepted. One such method is compulsory ship tagging, hoped to aid in lessening the number of hijacked ships. 

IMO will require that unique numbers are visibly embossed on a ship’s hull, allowing easy identification of the vessel’s origin. Tags should make the creation of phantom ships more difficult, with altered tags arousing suspicion.

Some have suggested that combating piracy requires greater protection from navies and costal patrols. In 2000 it was reported that a UK firm was offering “anti-piracy mercenaries,” that is the services of 300 former British Army Gurkhas trained in martial arts, which shipping companies could hire as protection. 

In addition to these methods, several companies are developing technologies to help reduce the threat of piracy, many of which have proved successful in their aims. Mr Mukundan commented, “Technology has a very important role to play [in combating piracy]”. 
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Alarms

Ships of various lines have been fitted with alarms designed to alert either crew aboard a ship or onshore personnel, when attacked. All 450 ships of "K" Line have been equipped with the "Seajack" alarm, which sends an alarm signal via cellular telephone in case of possible emergency. 

Other companies have fitted their vessels with Tigers Gate, which immediately sounds an alarm when a wire strung around the ship is cut or tightened, alerting crew to the possibility of pirates boarding.
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Tracking Systems

Mr Mukundan suggests that a tracking device dealing with piracy needs to consider that one of the first things pirates will do is destroy all communications on the ship. In addition, he adds that a ship needs a tracking device that is hidden away and is completely independent of other systems on the ship. 

There are several companies who provide tracking systems. Of these ICC recommends Shiploc, a satellite tracking system that “allows shipping companies armed with only a personal computer and internet access to monitor the precise location of their vessels.” 

The Shiploc unit is a small device, about the size of a shoe-box, that is able to operate on its own battery and thus continue to send data should the ship’s power supply be disrupted. Mr Mukundan claims that, at the time they were searching, Shiploc was the only product that fulfilled their brief for an affordable and effective tracking device. According to Mr Mukundan, the device costs less than $US300/month to install and run. 

It is of the up most importance that no one knows what the Shiploc unit looks like or how it works, says Mr Mukundan, for this means that pirates can neither find nor disable the device. 

ICC recommends that the crew is not told about the Shiploc unit so that pressuring them for information is futile. This is easily enough done because nobody on board needs to alert anyone of the attack. 

Only the owners have access to the information disseminated by Shiploc, accessed via internet and password controlled. The owners can choose to release the information to ICC if the data shows the vessel has gone of course, possibly as a result of hijacking. 

Mr Mukundan comments that other systems don’t have the added benefit of IMB support, particularly co-ordination with law enforcement agencies. He adds that almost every ship tracked after hijacking has been recovered.

Besides its uses in hijack situations, Mr Mukundan comments that Shiploc is also a very useful management tool, providing owners with important information pertaining to their ship such as speed and location of the vessel. This data enables owners to track their ship and determine if it has gone off course and if it will arrive at its destination when expected. 
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Purplefinder

Pole Star’s Purplefinder is another tracking system currently available. The system involves a small transceiver that is placed on the asset to be tracked, be it a vessel or container. 

Users then log-in to a password-protected website to access the transmitted data, which includes positions, information during an alarm state, two-way short messaging and monitoring. Data can also be delivered directly into customers’ and hosts’ systems, linked to intra/internet sites. 

Purplefinder can operate on a variety of communication services, including Inmarsat –C, Inmarsat- D+, Mobitex and GSM. Sat-C terminals. Purplefinder claims the system costs £1/ day to run, (based on D+ with two Automatic Polled Reports (APR)/day package), although users can choose how many APRs are required per day. There is also a one off registration fee and monthly service and users can elect to have their data sent to a dedicated website for £100/year.
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Secure-Ship

In regard to the Secure-Ship electric fence for ships, discussed in last month’s issue, 

Mr Mukundan said, “We think it is a very good system.” He added that the fence would help with low level attacks and cause some difficulty in hijack situations, and may even prompt pirates to choose a softer target. He suggested the system may also provide the crew, who know that during an attack they are ultimately at the mercy of the pirates, with a sense of security.
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AIS

It has been suggested that some technological innovations may actually aid pirates in their trade, rather than combating the threat of piracy. 

In our previous issue, Divay Goel raised the point that using AIS in a notoriously dangerous part of the world could infact lead pirates to the ship. He suggests that when travelling through such dangerous waters the responsibility should lie with the shipmaster as to whether dissemination of data should continue or whether the AIS should be temporarily switched off as a safety precaution. 

In response to these fears, Mr Mukundan commented that the AIS is an improvement on the systems used previously, however he believed that AIS data could be intercepted by undesirable people, adding that “we should be aware of where all systems are vulnerable.” Still, he noted that the purpose of AIS is not to prevent piracy but to identify other vessels, and it serves that purpose.
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Night Vision

The use of night vision has been offered as another aid in combating piracy, due to the fact that attacks often occur at night. In response, Mr Mukundan suggested that he didn’t think that ship owners would pay for extra crew to keep watch at night and noted that night vision goggles would allow you to see pirates, but by the time they were seen, they’d be on the ship and it would be too late. 
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Awareness

According to Mr Mukundan, the key to combating piracy is awareness. “Awareness is very important - awareness of what is happening - the kind of attack and how to respond to it.” The IMB aim to increase awareness through their services, for example the daily piracy reports, which are free of charge. The IMB also offers a service whereby shipmasters who feel threatened or become suspicious of a ship can contact IMB and receive advice via telephone. 

In conclusion Mr Mukundan posited, “No matter what you do, somebody will find a way around it. I don’t think there’s any way around that, but you can make things difficult.” 

