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Tim Power is sceptical about the US “Smart and Secure Trade Lanes” initiative. What good is it going to do?
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When the Delphic Oracle told Themistocles that Athens should seek safety within its wooden walls, a great debate ensued. 

Did the Oracle mean the walls of the city or did it mean the fleet? 

Themistocles chose the fleet, and was right. Athens was saved at the battle of Salamis when the Persian navy was destroyed. 

A question to the oracle from the President of the United States on the war against terrorism would no doubt provoke a similarly ambiguous answer. Perhaps “Seek safety in your intelligence.” 

Does intelligence mean America’s undoubted skill with new technology, or does it mean the hard graft of finding out what is going on in the enemy’s organisation?
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Smart and Secure Trade Lanes

The announcement of the Smart and Secure Trade Lanes (SST) initiative on 11th July suggests that America is, once again, putting its faith in technology. 

This orientation has served it well in conventional conflicts like the Gulf War; whether it will in the war against terror is open to doubt. 

This time the technology will be deployed to prevent terrorists smuggling weapons into the US in marine containers.  The threat envisaged is depicted in the recently released film, “The Sum of All Fears”: a nuclear bomb is smuggled inside a 20 ft container bound for the Port of Baltimore, an hour from Washington, D.C. 
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Would terrorists use containers? 

This is indeed the stuff of nightmares, but is a marine container really the way a terrorist organisation would be likely to get a weapon of mass destruction into the US? 

It is worth noting that container traffic has not to date been used by any major terrorist organisation as a means of delivering a weapon to the desired target. The car bomb and, more recently the suicide bomber appear to be much more common. 

So the first question the sceptic must ask therefore is “will tighter control of container traffic, in itself, significantly increase US security?” 
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The right technology?

If we assume that it does, the next question for the sceptic is: what are these new technologies and what will they actually do? 

According to the press release, SST will deploy a real-time information network pioneered by the U.S. Department of Defense, called Total Asset Visibility (TAV). This includes Savi Technology's Universal Data Appliance Protocol (UDAP), which allows "plug and play" integration of automatic data collection devices, such as RFID and GPS, along with sensors, scanning, and biometric systems. 

Broadly speaking, the idea is to use this technology to monitor all inbound container traffic with the aim of identifying any incoming threat.

Will this work? RFID tags will certainly allow a container’s location to be tracked, provided the appropriate data collection infrastructure is in place. As the box moves past a reader, a record of that move is captured and the box’s location is updated. This is fine as far as it goes, but there are obvious limitations. 

The SST announcement says “containers will be tracked and automatically authenticated from the point of manufacturing, through the port of loading and port of discharge”. 
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Tracked right down to the customer

This raises some questions. Containers moving between ports are highly visible already. It is when the box leaves the port of discharge that visibility begins to deteriorate and the so-called “last mile” of a container’s journey is currently almost invisible. 

This is where things start to look more promising for a terrorist. Creating a reader infrastructure to cover all routing eventualities would be a mammoth task, requiring tag readers at all road junctions. 

The only alternative method of providing this level of visibility at present is satellite tracking. This is already in use for some high value assets and cargoes and is being used for crime detection. The big problem with this technology is cost and no large container carrier has yet made any significant moves to invest in it.

The second question is: why reinvent the wheel? The details of every container moving on a vessel to the US are recorded in the carrier’s manifest. This seems the obvious first place to go for the information.
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What’s in the box?

Even assuming that we can track the location of box, we still don’t really know what’s in it. 

Anyone familiar with a container shipping line’s Bill of Lading is aware that the phrase “Shipper’s Load Stow and Count” means that the line is simply taking the shipper’s word that he is describing the contents accurately. 

Shipping line’s vetting of shippers and consignees rarely extends beyond a credit control check and vetting every exporter moving cargo to America would be a task of Herculean proportions. 

It might even be self-defeating; what would be better for a terrorist than to infiltrate an approved shipper and place a device in an outbound shipment in the knowledge that the chances of it being inspected were minimal. 
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Involving shipping lines 

The Strategic Council on Security Technology, which made the announcement about SST on 10th July, comprises executives from the world's largest port operators, major logistics technology providers, four-star generals from all branches of the U.S. armed forces, former public officials and prominent transportation consultancies. 

There was a strong port representation at the SST announcement, which accounted for 70 percent of the world's port operations: Hutchison-Whampoa Ltd., the world's largest port operating company, accounting for 45-50% of the total import container traffic to US ports; PSA Corporation Ltd, which handles 25 percent of the world's container transshipment volumes and operates 13 container terminals in 8 countries; and P&O Ports, one of the world's leading port operators with 21 container terminals in 19 countries. 

What is very surprising that there is no ocean carrier participation in the Strategic Council nor was there any formal carrier representation in the SST announcement. Surely it would have been possible to involve the top 5 carriers in the US container trades? And if not, why not?

This looks like a crucial oversight. The carriers are absolutely central to this; they have the links to the shippers, they own and operate all the equipment that may have to be fitted with the new technology and, most important of all, they hold all the consignment visibility information that is currently available, summarized in the manifest.

This doesn’t look right. 
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Alternative approach

I would like to suggest an alternative approach. First, to make the most of the data and visibility you have already, require all carriers to submit an electronic manifest to the authorities 2 days after the vessel sails from origin; second, spend the money, not on tracking technology, but on spies.

