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Maritime Security on the public agenda and the books
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Maritime security is still in the spotlight, a year after the tragic events of September 11. New security systems are all the rage and money flies as the public keeps a watchful eye
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One year after September 11, maritime security not only has the attention of information managers within the industry, but also that of outside observors. 

The often arcane shipping industry is once again in the limelight. Anybody who reads the newspapers is now aware of the 17,000 

containers moving into the U.S. each day. Television specials such as CBS news mag “Sixty Minutes” and respectable dailies such as the “New York Times” are now covering maritime security, albeit through alarmist segments and stories about destructive devices that could be smuggled in containers.

Popeye not PR

It would appear that this hype is not a response to PR flacks, as has been 

the case in the past, but to public concerns about dirty bombs, anthrax and 

the like. Unlike the dotcom era, where flacks were a fixture in the 

marketing departments, retired Captains and Colonels are doing much of the 

heavy lifting. Good old fashioned networking has propelled big defense 

vendors with proven technologies, and retired military on staff, into the 

front lines at hearings of Senate and House Committees that control the 

purse strings of Federal agencies, and, ergo, expenditures on security.

In the U.S., maritime security is moving forward on several different paths, 

with apparent conflicts so far at a minimum. The ascendancy of Admiral James 

Loy, the recently retired Commandant of the U.S. Coast Guard (USCG), to the 

top rung of the Transportation Security Administration (TSA), will have 

positive implications for the USCG, a vital bulwark in U.S. homeland 

defense.

Budgets up with security top priority

Another ex-Coastie, Rear Admiral Richard Bennis, most recently Captain of 

the Port in New York, moved over to the TSA in March, and is now the Deputy 

Undersecretary for Maritime and Land Security. The TSA, perhaps best known 

for its airport screeners, has now gained additional budget appropriations; 

there is talk about an additional tranche of Port Security grants (in the 

region of $120 Million) to be awarded in conjunction with supplemental 

monies budgeted to the TSA in late July. The TSA is also devoting serious 

resources for its own information technology, having awarded Unisys (a 

veteran of building supply systems for the U.S. Armed Forces) with a 

contract to deploy and maintain a “best in class” IT managed and secure 

infrastructure on behalf of the TSA.

At the beginning of Summer, the USCG, a beneficiary of an increased budget, 

announced its largest ever acquisition plan, the Integrated Deepwater System 

(IDS), potentially worth US $17 Billion, over 30 years. The recipients, a 

joint venture between Northrup Grumman and Lockheed Martin, will be 

delivering new cutters, small boats, helicopters and planes, all linked 

together with sensors and intelligent technology, much like a logistics 

system. IDS promises to bring a “state of the art” command  & control system 

to the USCG.

Admiral Loy’s successor as USCG Commandant, Admiral Thomas Collins, is known 

throughout Coast Guard Headquarters as a strong proponent of technologies, 

having earlier led a team that developed the specifications for the IDS. The 

programme is described in terms of “network centric capability”, “improved 

situation awareness and decision support” with a goal of “pushing the 

borders outward”, and interdicting threats far from the U.S. shores. As this 

system is further architected, it will need to tie in with such efforts at 

Customs and elsewhere.

Increased security with pace

Even though port security and supply chain efficiencies are becoming rapidly 

inter-mingled, businesses do not want the price for security to include a 

slower flow of goods. At Senate Commerce Committee hearings, executives from 

Savi Technology (container seals) and e-Modal (port community systems) made 

this case. Savi’s Vick Verma suggested that “we must put in place a security 

system that is as flexible and ubiquitous as the supply chain itself” while 

e-Modal’s John Cushing noted that “we have developed applications that 

address security with a practical understanding and functional respect for 

needed productivity.”

At the same hearings, Mr. John Browning, Deputy Commissioner with U.S. 

Customs amplified, offering that “the more technology and information that 

we have, and the earlier in the supply chain we have them, the better”, an 

endorsement of the layered approach. The actions of U.S. Customs are set to 

profoundly impact cargo operations worldwide.  Customs has progressed 

rapidly on its Container Security Initiative (CSI), where inbound containers 

can be pre-screened at Asian, North European and Canadian ports. The World 

Customs Organization has indicated an intent to use CSI as a model to be 

implemented in 161 member countries. Meantime, in August, as President Bush 

signed a foreign trade bill that mandated Customs to create procedures for 

screening cargo, Customs proposed a regulation, as part of CSI, that would 

require carriers to provide Customs with cargo manifests at least 24 hours 

prior to the loading of cargo, abroad, for shipment. This should be a 

cakewalk for IT guys at all those portals and extranets, who have worked for 

years on trading partner collaboration and shipment visibility.

More Money, More Bills

Meantime, Maritime Security bills continue to work their way through the 

system. The House passed its bill, HR 3983, The Maritime Transportation 

Anti-Terrorism Act of 2002”, while the Senate was still working through 

changes with its analogue, S 1214- The Port Security Bill, that was passed 

in late 2001.

In the House bill, mandates are given for the TSA to develop a cargo 

identification and screening system, and AIS is mandated aboard vessels 

calling at U.S. ports by mid 2004. In the bill, the 96 hour advance notice 

requirement for inbound vessels (presently a temporary rule) would be added 

to the Ports and Waterway Safety Act, the major group of Federal laws 

concerning the movement of vessels in U.S. waters. After returning from an 

August break, lawmakers will get to work on reconciling the Senate and House 

bills. The folks in Washington will also need to reconcile U.S. legislation 

with amendments to international maritime conventions coming out of the IMO.

In early August, Senator Feinstein of California introduced a new bill, “The 

Comprehensive Seaport and Container Security Act of 2002”, which includes 

language that would create laws embodying the CSI principles, and details 

the information requirements for cargo manifest that must be submitted to 

Customs at least 24 hours prior to vessels’ sailing for U.S. ports. As part 

of the layered approach to Homeland Security, the bill also mandates that 

Customs develop a profiling system for shipments, and sets out the data 

fields for a standard international Bill of Lading, seemingly designed to be 

databased and fused with other law enforcement and security information 

sources. The objective, as stated in the bill, is to create “a profile of 

every container and every shipment within the container that will enter the 

United States.” The dozens of fields in the Manifests and Bills of Lading, 

including universal transaction numbers for each shipment, will support the 

types of data mining and referential analysis necessary to identify 

shipments for further scrutiny by Customs Inspectors stationed at foreign 

ports.

Shifting focus for new security operations

Operation Safe Commerce, now under the auspices of the TSA, continues to 

move forward, with early progress including the mapping of supply chains for 

electrical products moved from Eastern Europe into the Northeastern USA and 

tracking of shipments. Additional container supply chains in  New York- New 

Jersey, Los Angeles-Long Beach, and Seattle-Tacoma, as well as Boston (LNG 

and other bulk cargo) will be followed, with the objective of mapping 

complicated processes and identifying potential vulnerabilities to 

terrorism.

The Department of Homeland Security, which will house the Coast Guard, 

Customs, the TSA, and other agencies, is still being shaped. It is expected 

to be created later this year. In the Feinstein bill, some responsibilities 

for monitoring transport intermediaries (forwarders and consolidators) are 

shifted from the Federal Maritime Commission over to Customs, indicative of 

the profound influence that Security is already having on U.S. maritime 

matters.
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