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Container security


DECK HEAD

Pinkerton is an international agency which provides security services to the container shipping industry. Paul Barrett, our Hong Kong correspondent, found out what they do
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The old (and erroneous) perception of Pinkerton is of a traditional American company of private investigators and security guards rather than a technology-savvy logistics security specialist. 

However, Pinkerton is fully immersed in the Customs and Trade Partnership Against Terrorism (C-TPAT), a joint initiative between government and business designed to protect the security of cargo entering the US while enhancing the flow of trade.
Pinkerton is working with a number of clients that fulfill specific functions in the global supply chain – including ocean carriers, importers, truckers, non-vessel operating common carriers (NVOCCs) and third-party logistics providers (3PLs). 

The company now provides a CD-ROM security checklist to clients, which reflects the requirements of phase 2 of C-TPAT, which outlines security recommendations for importers, brokers, manufacturers, warehouses, as well, air, land and sea carriers.
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Types of security 

The types of security are broken down into procedural, physical (buildings), access controls, personnel security, education and training awareness, manifest procedures and conveyance security.

While it is a US initiated program, C-TPAT has far reaching implications for Asia because so much produce bound for the US and Europe is sourced and/or manufactured in the region. Indeed, C-TPAT-related work is keeping Pinkerton’s Hong Kong operation very busy, according to consultant Aaron Leung. 

He says that the primary focus is on the security of land and sea cargo transportation as he claims that “air cargo is now quite secure”.
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Make recommendations

Pinkerton does not produce technology – rather its role is to assess risk and make recommendations on the types of that best suit its clients’ needs. 

This might include: asset control and authentication, asset tracking, closed-circuit television (CCTV), intrusion detection, non-intrusive inspection, seals and information technology.

“While we recommend technology we are product independent and only recommend the best technology for our clients. We look for a risk management approach to security that is based on the level of threat that balances technology and good manual controls, procedures and practices,” explains Pinkerton’s US-based logistics security guru, Barry Wilkins.
It has been widely reported that ships and cargo containers have the potential to be used to transport weapons of mass destruction (or used as weapons themselves) and this is where C-TPAT and Pinkerton’s expertise come into play. 

“Nuclear devices are difficult to acquire,” explains Mr Leung. But “dirty bombs” made from nuclear waste from, for example, a hospital, strapped to explosives and put on a ship or in a container, are a very real risk and, depending on weather conditions, could cause widespread contamination and, subsequently, death.”
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Asset visibility

Mr Wilkins, who chaired the US Customs Taskforce Sub-committee on Technology, explains that Pinkerton aspires towards the ideal state of "total asset visibility and authentication", which would, according to the technology subcommittee briefing, ‘integrate the necessary technologies and provide: loading of shipments in a secure facility, by authenticated personnel; verification of the contents of the shipment; securing the container in transit; transmitting the content information and manifest information to customs and other stakeholders upon loading; being able to identify container tampering, and allow customs to verify the integrity of the container and its contents in a non-intrusive manner at point of entry.”

He says that while Pinkerton is working hard to resolve the impediments to implementation of total asset visibility, technology for its own sake is not the answer.

If an importer fulfills all the requirements on the C-TPAT list they will be deemed a “low-risk importer”, which means they will get less delays at US customs.
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The whole supply chain

Pinkerton is striving to ensure that effective security measures are implemented right the way along the supply chain “from the raw materials” onwards, explains Mr Leung.

The importance of security checks and balances at every point of the supply chain is illustrated when one considers that a major Pinkerton client such as K-Mart ships around 9 million containers around the globe every year, with products sourced all over the world – and a great deal from Asia. 

Mr Leung explains that Pinkerton sends consultants to the point of origin to audit the security measures of a particular factory, which has to be of “an acceptable level”. Pinkerton examines a factory in Vietnam, for example, has strict inventory controls, adequate storage of goods and also how access to its goods is controlled.

The company then investigates third-party logistics (3PL) providers and does exhaustive background checks on truck drivers, transportation companies, how the goods are transported, with the express objective of finding out if there is any way a container can be tampered with at any stage of the supply chain.

The company then recommends the use of such technologies as electronic seals and GPS-based tracking devices to ensure containers remain untouched until their final destination.

Technology can certainly help in the fight against global terrorism, but it has to be part of an overall security strategy.

“An effective program requires a comprehensive and layered approach,” says Mr Wilkins. “There is no one technology or practice that will be the cure all. A balanced approach between technology and human intervention is required. 

“Effective programs include technology, education and awareness, documented policy, procedures an protocols, effective incident response, continuous assessments and improvements. 

“Security is not static. The threat continually changes and the security programs must be alive and responsive to change. Technology by itself without the corresponding education awareness and documented response procedures is incomplete,” he concludes.
