MAIN HEAD

Monitoring, Control and Surveillance of Shipping
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Is AIS the best way to surveillance shipping? Steven Harding gives his view
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Threats of terrorism to a nation state are not new. Nor is the monitoring, control and surveillance (MCS) of shipping to address this threat. The nature of maritime operations, which take place over vast areas, makes it particularly difficult for authorities to locate and deal with those who wish harm. 

However, positively identifying those ships that do not constitute a risk (friends) renders the identification of those that may constitute a risk (foes) that much easier. This can be achieved through mandatory reporting. Better still, the installation of electronic tagging or transponder equipment on each ship.

There is nothing particularly novel about ships carrying technology for the purpose of identification. During the Second World War, for example, merchant ships routinely carried ‘identification: friend or foe (IFF)’ radar transponders. With little modification, IFF transponders remain in use to this day notably in aviation.

However, being limited to the range of radar, IFF transponders are of restricted value to the MCS of shipping where, as a minimum, the interests of the coastal state extend to the limits of its Economic Exclusion Zone (EEZ), i.e., up to 200 miles off the coast. 

Satellite technology proved to be the catalyst for the wider establishment of formalised MCS at sea. By interfacing a GPS receiver with a suitable transmitter, it is a (technical) triviality for the identity and location of any ship to be transmitted to any coastal authority, and for that authority to transmit information back to the ship. 

Alternatively the ship’s equipment can be interrogated directly to gather information – a transponder. INMARSAT-C equipment, for example, has the specific facility to be polled for this purpose although it matters nought what communications are used to exchange information between ship and shore in a MCS operation providing information can be exchanged.  
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Practical MCS

In recent years the principal exponents of MCS has been the fishing industry. Primarily the operation supports the enforcement of fishery conservation policy. 

To provide for policy enforcement, many coastal states require a suitable tracking system (transponder) be installed on fishing vessels operating in their waters. This includes the European Union (EU). 

While INMARSAT-C may be used to fulfil this requirement, alternatives may be applied. A computer network facilitates the exchange information gathered from the fishing vessel transponders between member states. 
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Turning transponders off

In implementing MCS the EU accepts, on its own, the installation of transponders does little or nothing to enhance security. If nothing else, the transponder can be switched off at any time rendering the vessel effectively invisible were, for example MCS operations wholly dependent on this technology for its information. 

To maintain security therefore, non-dependent or passive surveillance must always be applied. This equates to aircraft patrols and/or satellites to ‘find’ the rogues, and warships to intercept them.  

This is expensive. Very expensive. The installation of transponder technology can, however, greatly improve overall MCS efficiency.

The more ‘friendly’ vessels positively identified and tracked using dependent surveillance – which is cheap – the less you have to spend on the passive surveillance – which is not. Nevertheless, even with transponders fitted to fishing vessels, the EU still spends an estimated €300 Million per annum on its MCS operations most of the expenditure going on passive surveillance systems – aircraft and patrol craft. 
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Automatic Identification Systems (AIS)

The IMO has now formally adopted the AIS applying ‘self-organised time division multiplexing (STDMA)’ techniques in its regulations. With a phase in from July 2002, Chapter V of the International Convention for the Safety of Life at Sea (SOLAS) requires all ships over 300 gross tons be fitted and use AIS. 

In principle the AIS is simple: each ship continuously transmits information – approximately once every six seconds – relating to its identity, precise position and cargo carried amongst other things. 

This information may thereafter be used by a vessel traffic service (VTS) to assist in its decision-making; VTS is simply part of a MCS system. However, and of primary significance, the IMO has determined all information transmitted by a ship’s AIS must be unencrypted thus available to anyone and everyone at all times. Other ships, in particular, will use this information to assist in their collision avoidance decision-making. 
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IMO’s AIS policy

With recent events to the fore, pressure is being placed upon IMO to bring forward the schedule to implement the carriage and use of AIS on ships. However, closer examination of AIS leads to some doubt as to whether this will actually generate benefits for security. Indeed, it could actually make matters worse. 

As noted, a fundamental prerequisite of the IMO’s AIS policy is that anyone (with an AIS) can read all information broadcast by all other ships relating to their identity and position. This policy decision was taken prior to September 11th 2001. 

While the benefits of unfettered, real-time access to ship movement information may have been manifest prior to this date, particularly in collision avoidance, the case is now less clear. 

Forcing more ships to be fitted with AIS, or at least earlier than planned appears to simply mean any potential ‘terrorist’ has a wider range of targets to choose from – to select your quarry, just buy an AIS, switch it on and within a few seconds the precise identify and location of every ship in your area will be known. 

And if some ships believe they are secure by leaving their AIS off, write a software programme such that your AIS emulates a VTS and you may, probably will be able to switch them all on again remotely! 

Ultimately, however, for the reasons give earlier, the extension of AIS provides no benefit whatsoever to security unless the policy is supported by a fully integrated (and expensive) MCS operation. 

So, if IMO agrees to the imposition of increased mandatory reporting and/or bringing forward the installation of transponders on ships ‘in the name of security’, but there is no evidence of increased investment in passive surveillance as a quid pro quo – more aircraft and patrol craft, it is a waste of effort. A placebo. 

Perhaps the only benefactors from the policy would be those wishing to identify and locate, say, a fully laden LNG tanker for their own nefarious reasons. 
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Terrorist-proof ship tracking

Having questioned the IMO’s policy, it would be disingenuous to offer no potential solution particularly to address the short-term expediency of improving real-time knowledge on ship movements.  

And, really, the solution is obvious; use what is already there. If the EU, Iceland, New Zealand, South Africa and many other coastal states, all of them members of the IMO, have already made a (very) substantial investment in MCS operations for fisheries, there are no significant technical reasons why these systems could not be adapted and applied to monitor the movements of any ship, if only on a voluntary basis, as all specifically use Inmarsat -C to gather information or are compatible with Inmarsat –C.  
It is of no importance if not all ships can be tracked. This is not the purpose of using transponders in a MCS operation designed to address security – the technology only reduces the level of ‘unknowns’, but is never expected to be able to resolve all of them. 

Put another way, if the identity and location of every fishing vessel larger than 24 metres in length operating in the Baltic, the North Sea, the N.E. Atlantic and the greater part of the Mediterranean can be displayed in ‘real time’ on virtually any computer with access to the internet, what is the IMO’s problem here? 

More to the point, what would be the purpose of IMO forcing every ship to install, at great cost, a ‘unique’ AIS technology in the name of ‘enhanced security’ when, actually, it means anything but that?   
Reference

J Verborgh Monitoring, Control and Surveillance in Fisheries Working Paper prepared for the Seminar on ‘Sea Surveillance by Fixed Wing Aircraft’ (In celebration of the Swedish Coast Guard Flight Division’s 25th anniversary) Culturum Hall, Nyköping, Sweden 24 August 2001 

