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MAIN HEAD

Technology and terrorists

DECK HEAD

Can any of the advances in information technology help make the maritime industry more secure against terrorists? Barry Parker gives his view

BODY

The recently completed February Intersessional meeting of the International Maritime Organization (IMO) on Maritime Security resulted in full plates and perhaps stomach upset for Port States and other agencies. 

If vessel operators, cargo shippers, and intermediaries are not suffering from dyspepsia yet, they soon will be. Next month, in May, the IMO’s Maritime Safety Committee will meet to consider the recommendations emanating from the February conclave. 

The present timetable calls for the IMO to blend the ingredients into recommendations for a diplomatic vote, in December of 2002, where the SOLAS convention would be amended. 

The potential actions of the IMO are wide and far-reaching, impacting maritime community segments both at sea and ashore. And every new rule or recommendation offers the possibility of a new revenue stream for vendors targeting the business. 

Information technology professionals, whether in the depths of shipping businesses, or on their periphery, will face multiple challenges integrating multiple databases, interfacing software with information repositories, and interfacing hardware with information systems. 

Even consultants will see a bonanza, consider that U.S. legislation (strongly mirrored by the IMO recommendations) calls for numerous vulnerability and risk assessments for “critical” or  “strategic” ports and cargo handling facilities.

SUBHEAD

Port and terminal security

Consider port and terminal security, where the larger ports, certainly, will come under the IMO purview. 

Already, in the USA, applications are being accepted for some $93 million representing the first tranche of Port Security grants, which will be partly allocated towards, “…enhanced Facility and Operational Security, including but not limited to facility access control, physical security, cargo security and passenger security”. 

Need a gamma ray scanner? You can apply at http://www.portsecuritygrants.dottsa.net , but the grants require a study demonstrating the benefits.

SUBHEAD 

ID’s for People

Pass Key systems have been used for years, especially in the leisure industry; they can be applied to merchant vessels and terminals. 

Anthony Zagami, the CEO of Security Information Systems Company (http://www.sisco.cc/), a leading provider to the cruise sector, has been described as “the man who wired up the LoveBoat”. 

At recent US Senate hearings, Senator John Breaux, from Louisiana, a major maritime region of the US, was reportedly full of superlatives after Mr. Zagami demonstrated SISCO’s system, which links digital images of passengers and crew to a database, permitting selected to access to the vessel and various secure areas. 

Smart-cards and photo-IDs (capable of flagging persons for further investigation through an interface with law enforcement databases) will be mandatory. Highly sensitive facilities may require seafarers from visiting vessels to submit to retina identifications (also matched against the database). Or, maybe they will not venture ashore at all- creating opportunities for entertainment and content suppliers.

At sea, the scope of the potential new rules goes way beyond hardware, likely mandating company security plans (much like spill response plans) and providing for onboard security officers. 

Most importantly, the IMO has also requested that the International Labor Organization (ILO), create seafarer identification documents befitting the 21st century, rather than the late 1950’s, when the present IDs were devised. 

Crewing companies and ship managers would at minimum need to tie their Human Resources records to those of agencies tasked with locating suspicious individuals. Seafarers, especially on strategic assets, should increasingly expect to be managed like airport workers. The World Shipping Council, a US based group representing an “A” List of liner carriers has recommended the use of smart card technology on shore and aboard vessels.

SUBHEAD

Surveillance and port management

Port and terminal security also deals with the knotty issues of surveillance and monitoring and the IMO has reserved the right to look at equipment to prevent unauthorized boarding of vessels at sea, and also in port. 

Many offerings could find potential customers in this segment, where traffic management radar, or video systems for drug interdiction are repurposed and adapted for surveillance applications. 

A leader will surely be Canadian based Denbridge Digital (http://www.denbridgedigital.com) already a player in providing advanced radar technologies to ports, and also marketing remote alarm hardware for industrial facilities.  

Another contender in this space is Radar Digital Systems http://www.radar-digital.com, based in California, an expert on video monitoring systems, including some that have found their way to ports as diverse as Marseilles and Keelung.

While the lines between surveillance and management will become increasingly blurred, opportunity abounds now because the port management systems take varied forms.  Consider that Lockheed Martin (LMCO),  grounded in the defense industries and well known for surveillance systems, also has placed port management systems into the French market. 

Rival Northrup Grumman, a defense contractor with expertise in both transportation and information technologies, has placed its  PortMaster system (not to be confused a with a tanker scheduling program of the same name) into Hampton Roads, identified as a “critical” port by the U.S. Department of Transportation.  

SUBHEAD

Transponders and Alarms

AIS systems figure prominently in future IMO activity, with recommendations to accelerate the introduction of these transponders. The same U.S. Senator Breaux, was shocked (rather than full of praise) when he learned that AIS installation could drag out to 2008, under the Convention now in force, is a big proponent of an advanced phase-in, ideally to 2004. With ITU specifications in hand, vendors such as LMCO (http://www.lockheedmartin.com/syracuse/maritime/port_modernization/portmod_main.htm)   and Saab Transpondertech (http://www.transpondertech.se) have created onboard AIS hardware with the ability to interface with shore based traffic systems. 

For truly effective reporting, the AIS equipment will need to communicate over distances beyond line of site VHF and solutions are being actively worked. Additionally, the IMO Committee on Search and Rescue is tasked with looking at panic buttons and silent alarms. No doubt, makers of GMDSS equipment may find ways to tag on such functionality.

SUBHEAD

The box blues

Container supply chains encompasses numerous maritime links.  Until now, inspections at discharge ports were driven by Customs and Excise authorities needing to ensure compliance with applicable duties, and, also by drug interdiction efforts. 

However, the regulatory morass and duplicative paperwork jungle that follows containers around is matched by the logistical bog that would ensue if each box were physically inspected inbound.  

The prevailing view in the industry has gravitated towards inspections at the point (not necessarily a port) of lading, installation of an electronic seal, with subsequent inspections and monitoring at various nodes along the way, if some anomaly is detected. The World Shipping Council has endorsed this point of view. 

But the devil is in the details, providing numerous opportunities for electronic seals that support the Regulators’ views of the supply chain, not the longshoremans. 

Portals and private trading exchanges serving the liner business will play a key role in any solutions to the container conundrum because their twin selling points to the supply chain- collaboration and visibility can easily be repackaged to address security issues. Consider that U.S. Senate bill S1214 suggests that certain relevant documentation be transmitted (and presumably run through a gauntlet of data screens) before boxes can be loaded aboard a vessel. 

Visibility, the ability to follow the container from node to node along a chain, if not actually track units directly (a less likely solution except for hazardous or high value cargo) supports the capability to inspect seals along the way. In extreme cases, boxes can be pulled aside prior to loading aboard an ocean-going vessel- already an intermediate step in a cargo movement. 

At the port of discharge (and probably at hubs along the way), physical inspections of the boxes may be required and a world of opportunities are opened up for manufacturers and marketers of imaging and scanning equipment. The Vancouver Port Authority, in Canada, recently purchased $2.5 Million of portable non-intrusive gamma scanning units from the “Mobile-VACIS” unit of Science Applications International Corp ( http://www.saic.com/products/security ), which has made a big push marketing to ports. Viewed in the context of a transport chain requiring speedy flows, such equipment, which cuts inspection time by as much as 10x (compared to x-ray equipment) will play a pivotal role. 

SUBHEAD

Will it work?

Cynics may ask whether all these gadgets- passcards, surveillance cameras, transponders and now gamma blasters, are not the components of a “deux et machina” forming an elaborate technological non-solution to unsolvable problems? This is part of a bigger question- how does the maritime industry react to forces from the outside?  

Dispruptive change from the outside (whether Oil Pollution and Double Hull legislation in the early 1990’s, the Internet in the mid 1990’s, or “Security” now), with all the heartburn it brings, will surely have its detractors. However, it brings the desirable and inevitable effects of moving the maritime world into step with the rest of the business world.

