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Vessel traffic systems
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Vessel traffic systems can’t do much for security if they only pick up ships by radar. A more long range ship tracking system is required

BODY

While vessel traffic management information systems (VTMIS) are a vital aid to safety and efficiency in modern ports, it is now clear that the threat of a bomb being delivered inside a container cannot be ignored, and ways must be found to safeguard the security of sea transport.

Only this week, the UK government has issued a warning to Ro-Ro ferry operators that there is a heightened risk of a bomb travelling via a lorry onto the mainland in the lead-up to Christmas. Ports have been put on “a heightened state of awareness”, although the security officer at Dover was keen to downplay the announcement, saying the risk was, “only slightly greater than normal.”

At the same time, the US government has passed its long anticipated Maritime Transportation Security Act 2002. The bill will require ports to undertake a number of measures that must be approved by the coastguard, including a risk assessment, the drawing up of security response plans, and the use of “advanced intelligence”. Vessels that wish to use US ports must also comply or face delays and the possibility of being refused entry. 

Current VTMIS systems contribute to security by monitoring traffic inside the port, highlighting vessels whose identity may be in question, and watching out for unauthorised small craft. Staff are alerted to any ship which supplies inadequate or questionable  information, and any unusual vessel movements can be flagged up.

But is there any reason why the boundary of these systems should remain within a 100 miles of port?

Recently there has been much interest in the possibilities offered by VTMIS to track and identify potential security risks long before a vessel arrives near its destination port. 

“The drive [for VTS] has been efficiency related - this information was needed, but only for the port area”, comments Steve Guest, Managing Director of Norcontrol UK, part of the Kongsberg group and a leading manufacturer of VTS systems. 

“But with the current security concerns, the boundary of interest is pushed back, even to the port of origin.”

SUBHEAD

Looking over the horizon

The provision for long-range tracking is being carefully looked at as part of the ongoing security initiatives. 

While conventional VTMIS systems using AIS, radar and CCTV may let some high risk vessels slip through the net, it is likely that adding long-range information about the vessel and its cargo will substantially improve the odds of spotting the danger target.

Always here integration of information sources is the vital key to managing a successful security initiative. A VTMIS would then be able to access information about a vessel’s route and see exactly where it had travelled to; this would give a vital clue in identifying those ships which may pose a security risk.

The US is looking at ways to safeguard the entire supply chain, monitoring a cargo from its point of origin, through the loading of a container onboard a vessel, the voyage including any intermediary stops, and onto its arrival and discharge at port. 

This “grand scheme” then would seem to involve a global tracking network that would be capable of following a shipment across the world, and highlighting any unauthorised tampering with the container or movement of the vessel.

Many ports will use a “fast-track” system whereby those vessels that are able to supply detailed information such as crew lists, cargo manifests, tracking data etc. would be processed more quickly and given immediate access to the port. Those vessels which are unable to show that they present no security risk would be kept waiting outside until the cargo was passed as safe or in order for an inspection to be made.

Thus the incentives for shipping companies to make this information available would be commercial rather than legislative. Efficiency for the port and the responsible owner would be improved, leading to further pressure on sub-standard operators and a rise in business for the more sophisticated and progressive ports.

SUBHEAD

Tracking the solutions

This raises the problem of how to track vessels across the other side of the world, and in the middle of the ocean. While agreements are in place for VTMIS data interchange between some ports, making it possible for example to spot a false vessel ID by looking to see if that ship could have travelled from its previous known location in the time available, it is not possible in this way to prevent tampering with the cargo. 

The system developed by Savi technology uses a range of monitoring devices from inexpensive radio frequency ID tags that can be attached to virtually any cargo, onto satellite monitoring and tracking for more expensive assets such as a lorry, vessel or  container. 

The technology was originally developed for the US military after its disastrous logistical mix-up during the gulf war that resulted in the contents of 30,000 containers having to be catalogued by hand. 

Another technical solution involves hooking up an AIS, which will be mandatory for most vessels by 2006, to an Inmarsat-C terminal or other global communications link. This would effectively allow the AIS to act as a long range tracking device, confirming the ship’s position and identity outside of the 30 mile range of conventional AIS transmitters.

There is also the provision to transmit additional information using the AIS short burst data link, such as container tracking data for example. Problems with AIS arise however due to the relative ease with which they can be reprogrammed; nevertheless they are a useful tool in detecting vessel positions, speed and heading.

SUBHEAD

Integrating with Purplefinder

One of the first and most successful commercial solutions is the Purplefinder global vessel tracking network developed by Pole Star Space Applications. The system uses an Inmarsat-D, C or mini-C terminal and gives users the ability to access positional information on their vessels via a secure website. 

Several thousand vessels have been fitted with the system mainly as a result of pressure from charterers that wanted to be able to track their shipments and give a value added service to customers.

Working with the Port Administration of New York and New Jersey (PANYNJ), and supported by funds from the US transportation security administration port security grant initiative, Pole Star has developed its eNOA (notification of arrival) vessel tracking project.

This web-based information system aims at integrating information that is supplied by the carrier with vessel tracking data from Purplefinder into the port’s VTMIS. When a vessel approaches port, the carrier accesses a form over the internet, and is able to insert all the necessary information including uploading crew lists and cargo manifests; the vessel’s GPS position is entered automatically. 

Before the form is sent via email to PANYNJ, the carrier must decide whether to give authorisation for the vessel to be tracked by the port. It is likely that those carriers and owners that choose not to give permission will incur delays to the processing of their shipments, while those that co-operate with the system will enjoy a fast-track service.

The port could then view historical positional forensics that can help to indicate if this vessel poses a low security threat. Other tools include an automatic ETA update, and route deviation alarms that would point out any unusual activities.
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Electronic seals

Pole Star is also working on an electronic seal system which would enable cargo monitoring and tracking to be integrated into its positioning service. It is no longer enough just to know where a vessel is - it is equally important to ensure that the cargo has not been tampered with. 

Cargo monitoring devices can be used to trigger alerts if the container door is opened outside of normal procedure; this helps to safeguard against theft, but is also an important clue to the possibility of a terrorist planting a bomb inside the container.

SUBHEAD

Making the information count

But as Steve Guest points out, “there is no point in having the technology in place unless the resources are available to respond in the event of a potential security risk.” 

In the US there are apparently plenty of resources to go round, with authorities in some ports escorting every vessel coming in and out. But as all governments are keen to point out, there is a balance to be reached; heightened security must not slow down productivity to the extent that the terrorists have achieved one of their objectives - international disruption to trade.

There will never be a way to safeguard against every possible attack, and similarly to safeguarding your house, the drive is to make a port the “hard target” so that potential attackers will look elsewhere.

Relevant websites

www.savi.com
www.purplefinder.com
www.norcontrolit.com
