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Container security 
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Hong Kong is doing its bit to improve security of container shipments. But which technology works the best? Paul Barrett reports from Hong Kong 
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Hong Kong is just one of several Asian ports designated by America as primary pilot locations for its container security initiative (CSI), which aims to improve security at ports sending containers into the US,.

Shanghai, Singapore and Kaoshiung are included on the United States’ list of 20 megaports that account for two-thirds of US-bound box traffic. 

If the American’s CSI is to succeed, technology will have an integral role to play, especially if you consider that under the CSI boxes which are deemed have a high risk of being exploited for terrorists’ purposes would have to be pre-screened before departing the port of loading. 

Physically inspecting each container that goes through Hong Kong every day – around 6,000 boxes – would represent an almost impossible task. Even if you did get the massive manpower required to check each and every box, trade at the world’s busiest container port could grind to a halt. 

This is not acceptable either to Hong Kong’s terminal operators, who provide a highly efficient service and the SAR’s shippers, who pay high handling charges for that efficiency. 

The latter are deeply concerned that detailed manual inspections would adversely affect the port’s efficiency and boost the exodus from Kwai Chung to South China’s Shenzhen ports.

That is why the use of cargo x-rays, covert alarms, electronic cargo seals, crane-mounted radiation and carbon dioxide detectors and supply chain software is being utilised in Hong Kong and the rest of Asia.

However, Hong Kong is leading the way with the adoption of advanced security and detection technologies. As well as the traditional the SAR Customs and Excise department has x-ray checkers, mobile x-ray vans, carbon dioxide detectors and an ion scanner, which can detect traces of explosives.
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The technology

A Hong Kong customs official explains that his department purchased two mobile x-ray vehicle scanning systems last year at a cost of HK$21 million each. 

One is based at the Kwai Chung container terminal and is used to scan container that are bound for international destinations, including the United States. The other unit is based at the customs control point on the border with mainland China and is used to check boxes going in out of the mainland.

The system utilises x-ray technology called “Backscatter”, which can precisely identify many types of cargo and also provides a much clearer and sharper x-ray image for analysis.

The SAR customs’ Ship Search and Cargo Command has had carbon dioxide tester for around two years. They were instrumental in the interception of 26 Fujian male immigrants in a 40-foot container bound for Long Beach (the security implications today are obvious especially when one considers recent reports that dozens of al-Qa’eda terrorists may have infiltrated the US concealed inside containers) in October 2000. 

The detectors cost around HK$9,000 each. They measure the carbon-dioxide concentration in a confined environment such as a container. A normal outdoor reading for carbon dioxide would be around 400 parts per million (ppm), the Fujian container gave one of 2,200 ppm.
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The politics

Now Hong Kong is a special administrative region of mainland China, issues of Chinese sovereignty might hamper the full co-operation with the US on the CSI. But it is imperative that the CSI works, especially if you consider that its terminals shift around 2m teu out of a total of 9m teu of US-bound cargo that goes to the US each year.

This compares with Singapore, which has only 300,000 teu of US-destined cargo, but nonetheless signed a historic deal with the United States in June making it the first CSI pilot in Asia after it agreed to having US Customs operatives permanently posted in the Lion City. 

Singapore’s Customs and Excise department are considering putting cargo X-ray machines in place. This will certainly speed up the inspection process. It currently takes between a few hours and a week to physically inspect a single container, depending on the type of goods. 
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Does it work?

This benefits of adopting x-ray systems are obvious as they can cut inspection times to around 10 minutes for a 12-metre box, meaning that more than 100 containers can be inspected by one machine per day. But they are not infallible and under the CSI permanently posted US inspectors would also physically check suspect boxes.
While physical border or terminal inspections are rather cumbersome, it is intelligence sharing and shipper profiling that will prove the most effective way to combat terrorism. 

The shipping industry will increasingly adopt the air cargo sector’s “known-shipper” principle, which was introduced after the Lockerbie bombing. In the aviation sector, shippers have to pass regular and rigorous security inspections. This allows consignments to be sent securely to freight forwarders with minimum fuss. Unknown shippers – and forwarders - have all cargo x-rayed and physically inspected.

It is believed that the CSI will use a covert detection matrix, which is not unlike the known-shipper principle.
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Administration initatives

There are those involved in the transportation of cargo that are taking steps to address the technological challenges (many have been profiled by Digital Ship). 

For example, the Strategic Council on Security Technology was formed in April and comprises top executives from the world’s leading port operators, logistics technology providers, the military, former public officials as well as transportation consultants. The council is examining how technology can improve the security and efficiency of the global supply chain, which will have obvious implications to the success of CSI.

As we all know, it is easier to inspect information about cargo than the actual cargo itself and this is why technologies to facilitate virtual inspections are being fast tracked.

As previously stated, a primary objective of the CSI is that boxes are examined at their port of origin and then sealed electronically. This would mean that in theory, the data about shipments would start with purchase orders before cargo is packed into containers. Then shippers and intermediaries would supply background data before any cargo enters the supply chain.

US-based Savi Technology’s SmartSeal is recognised to be at the cutting edge of electronic tags and will certainly be a great help in the successful implementation of CSI. SmartSeal Is very difficult to counterfeit or break and its signal cannot be replicated because of its encrypted communications protocol. This means that every box can be virtually inspected before arrival.

While technology and the sharing of information can certainly aid the fight against global terrorism, the implementation of a coherent approach to cargo security is being hampered, especially in the United States, where the passage of new legislations is being delayed by faction-fighting. The struggle for power is especially hard fought between the new Transportation Security Administration and the two-centuries old customs service.

The old and trusty sniffer dog will be with us for a while yet.

