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Technology and maritime security
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As the Americans demand that the maritime industry increases its security, we explored how technology might help 

BODY TEXT

The US is forcing demands through the International Maritime Organisation that the maritime industry makes drastic improvements to its security. 

Demands are being made for seafarer identity cards, so the US can check if seafarers have criminal records before letting them into the US. Demands are being made for international security checks on containers, before they are loaded onto ships bound for US. And demands are also being made for shipowners to tell the US exactly who owns the individual ships. 

The general consensus in the maritime community is that the power of the Americans to get what they want should not be underestimated, particularly when it regards cargo bound for the US, which a great deal of it is. 

This is not a political magazine and we do not intend to cover political debate on our pages. But we can be sure that the shipping industry will want to show the world that it is taking steps to make its operations more secure and there is a clear role for Digital Ship here. 

We began by inviting Brigadier (retired) Brian Parritt CBE, chief executive of consultancy International Maritime Security (see www.intmarsec.co.uk), to address our April 17 conference about shipping internet, on the subject of how technology can assist in maritime security. 

SUBHEAD

Brigadier Parritt 

“If you are European, there is a feeling of superiority which is almost patronising to the reaction in the United States to September 11th,” he said. “But the US should not be underestimated. President Bush has a policy to detect the perpetrators; they want to protect their people.” 

“I don’t know how e-business and the internet can help the problem,” he said. “But all I can say is, generally speaking, in your business are visionaries. You must be saying, in your brains, that there is a way.” 

“Security is going to be with us now, its going to be as routine as hygiene regulations,” he said. “This is the first time the non-passenger industry will have mandatory security requirements.”

“In the US senate last month, there was a debate when people said, it’s far too easy to bring terrorists and weapons of mass destruction into the US inside box containers. After 9-11, they stopped container traffic into the US for 24 hours.”

“The US Coast Guard came to the International Maritime Organisation in February. We had an intersessional working group which the Americans paid for, with translators and everybody else. They want more intelligence, X-rays, electronic seals on containers.” 

A document was produced following this working committee, which has already had 60 resolutions back which will be discussed at the IMO, probably leading to mandatory requirements as part of SOLAS for maritime security, he said. 

There are calls, among others, for every ship to have a trained ship security officer onboard; expedited implementation of automatic identification systems from 2008 to 2003 / 2004 and international identity schemes for seafarers.

The international seafarer identity scheme has caused a great deal of debate. The main objective, from the US point of view, is that it would like to know if any seafarers have a criminal record from their home country, which is the main reason why it could not simply use a passport. 

Some strong objections to this were voiced by the Irish delegation, who said that it was against their country’s constitution to make its citizens carry a criminal record. In Ireland, once someone has completed his sentence, their criminal record is cleaned and they do not have to live with it.

“The US said, ‘tough, we want to know. If you want to come to our country, we want to know if you have a criminal record.” 

Another sensitive issue was transparency of ship ownership, something which the Greek IMO delegation had strong objections to, he said. “The US said, we want to find out whether this ship is one of the Osama Bin Laden ships,” he said. 

“The commandant of the US Coast Guard was told to put in X-ray machines at ports,” he said. “He said, ‘that’s impossible, we can’t make them in time, they’re expensive and they’re not all that good.’ The best defence against containers is dogs.”

Controlling the flow of drugs is an issue which the maritime industry will come to be more involved in, he said. “People say that drugs are nothing to do with the maritime industry. But the majority of illicit drugs are carried by sea. Everything that goes onto a ship can be impregnated by drugs one way or another. For the shipowner and master it’s a considerable problem.”

“Sniffing machines, X-rays and intelligence don’t really work against drugs,” he said. “Dogs are the best way to detect them.”

Another problem is stowaways onboard ships. “Stowaways on ships are going to increase,” he said. “These are not bad people; they are generally people who showed a bit of spark. They looked on TV and said, that’s a great life for me and my family.” 

“They are moving in their hundreds and thousands. I see no let up in the number of people who want to move for political reasons. There are often more stowaways than crews.” 

“When a stowaway says, ‘I claim political asylum,’ he’s got the master in a tight grip,” he said. “The master can’t let him off, but can face a fine of £2,000 (in the UK) for letting him into the United Kingdom. More severe penalties and delays are being imposed.” 

“The answers to the problem are intelligence, access control, search equipment and dogs.” 

A great deal of research is going on into finding better ways to use dogs to find stowaways, drugs and explosives. Experiments are underway to breed two different breeds of very sensitive-nosed dogs together, to make an extra sensitively nosed sniffer dog. 

Another problem is piracy. In the old days, navies were involved in fighting pirates; nowadays most piracy problems are in South East Asia, and colonial sensitivities prevent US navies being involved in fighting pirates off Singapore, even if it is US bound cargo at risk. 

There is a great deal of debate going on about the best way to fight piracy, with the only generally agreed principle being that the ship master should not be armed. Masters can get into a lot of trouble if they fight pirates; as a pirate is hit, he changes into a citizen of such and such a country, and gets lawyers to fight the shipping company. 

There has been debate about putting a terrorist / piracy alarm button onboard ships, but this would be very difficult to implement, he said. For practical reasons, the button needs to be in an accessible place, which means there is a risk that seafarers who do not know what it is will press it experimentally, leading to emergency services and armies being called out to the middle of the ocean at enormous cost. “The answer is intelligence and a lot more technical research,” he said. 

Secure communications are certainly a good way to help fight piracy onboard ships. The more people on shore know about what is going on, the more likely it is that they can help. 

SUBHEAD

Other ideas 

Gregor Ross, of Maritime Consultancy Network, suggested that one solution would be to provide all seafarers with a personal Iridium phone, they could keep hidden in their cabins and use if it is necessary to make an alarm. 

Another solution to the problem of controlling who gets on board ships is the smart card system with secure handprint identification, developed by the Port of Rotterdam. 

Andrew Craig Bennett, marketing director of Wallem Shipmanagement, said that Wallem has developed its own seafarer identity card, originally as a means of monitoring how much each seafarer spends on crew communications, but now it is looking at using it much more broadly. 

BOX TEXT 

Digital Ship is planning a one-day discussion and technology showcase about how technology can assist with maritime security as part of Digital Ship 2002, our November conference. For further information see http://www.thedigitalship.com/digitalship2002.htm
