HEAD

How do you seal a container?

DECK

Plastic seals on containers prove whether or not anyone opened the door, but nothing else; electronic seals can tell you when someone opened the door. How much use are seals on containers? Tim Power investigates

BODY TEXT

Like the wax and signet ring used by our ancestors to close up letters, the modern container door seal provides only a flimsy barrier to someone determined to get into a box. Its job, in fact, is to alert the recipient that the box has been tampered with. 

Indeed, the early seals made no attempt at all to act as a lock; many were made strip seals made of thin bands of metal or plastic that could be cut with a sturdy pair of scissors. However, an intruder could not open the box without destroying the seal and thereby providing clear evidence of entry. 

Seals also had a unique reference number, making it difficult to reseal a container without detection. 

SUBHEAD

Checking a plastic seal

Supporting the use of the seal was a series of checks during the lifecycle of the container movement. 

The process goes like this.

The haulier takes the box to the shipper with a collection note and a seal (whose number is already recorded in the carrier’s systems). The container is packed and the seal attached to the closed door. 

From this point on, the seal number is associated with the box and its consignment throughout the movement to the eventual consignee. 

There are three seal checks during the journey to ensure the integrity of the box. 

First, a check at the entry gate of the loading terminal; next, a check at the exit gate of the discharging terminal; and finally, a check on arrival at the consignee. If the seal is found to be broken at any of these points, the container will be opened and investigated.

This approach to container security remains in place today, although the design of the seals themselves has advanced and there is greater variety. 

Alongside the old-style strip seals, lines are increasingly using bolt seals. Although these are far from invincible, they do require more than a pair of scissors to sever. The Universeal Locktainer 200, for example, has a pull load of 1.3 T and requires the attention of a large pair of bolt cutters to remove it. The seal’s design ensures that this action damages it beyond repair.

SUBHEAD

RFID tags

Seal manufacturers are now looking to add RFID (radio frequency identification) tags to seals to improve the efficiency of detection. Radio tags send radio data signals, identifying the tag and stating whether or not the seal has been broken; it’s a lot easier to read a seal this way than having to go right up to the door and peer at the tiny lettering. 

Universeal is developing its new Trackman and Electrack seals while Brooks now offers an Electronic Container Seal in which a bolt seal is combined with an RF transmitter. 

OneSeal has formed an alliance with Savi Technology that combines the former’s expertise in seal manufacture with Savi’s RFID tag technology, which has been deployed by the US Department of Defense (DoD) in its Total Asset Visibility programme.

These electronic tags are read as they pass RFID readers, which receive information about the container and the consignment and, when the tag is integrated into a bolt seal, can also detect whether the seal has been tampered with. 

Stephen Lambright, Savi’s vice president of marketing, explains how this combination works. 

“The bolt of the seal closes a magnetic circuit,” he says. “If the bolt is tampered with in any way, the circuit will generate a distorted signal which will immediately be detected by the reader.” 

In the Savi SmartChain system, the data captured by the tag readers is fed to a site manager, which acts as a data router, providing access to tracking information, through the SmartChain web application, and generating alerts to the relevant parties, for example, in the event of tampering. 

The data feed to the site manager can be via Ethernet, 802.11 or via satellite. Mr Lambright points out that having the DoD as a major customer means that Savi has learnt to capture data in a wide variety of environments and a wide variety of conditions, some of them extreme.

The Savi tags use two RF bands: the first, 433.92 MHz is the draft ISO standard with a range of 100m and is used for data flowing from the tag to the reader; the second, with a range of 4m is 132 kHz and is used to input data to the tag. 433.92 MHz is almost universally available but not quite; in China and Japan, this frequency is used for other traffic, leading to an important gap in applicability.

A second problem with this frequency is data security. Karl Bohman, CEO of All Set Tracking, is concerned that this issue has not been solved in the current draft ISO standard and that this poses a significant security risk. 

Anyone with a reader device (or copycat reader) as openly specified in the current draft standard, he suggests, can start communicating with an e-seal, retrieve the ID number, copy it and simply put an exact duplicate back. This means that a terrorist, for example, could breach the container without trace on the e-seal. 

SUBHEAD

The AllSet protocol

All Set’s own approach is based on a Challenge/Response protocol. This works  in conjunction with dynamic and constantly changing electronic hidden ID numbers that are being exchanged. 

All Set also uses security measures already implemented in standard GSM wireless networks.

All Set’s radio technology is based, not on backscatter but on so-called Peer-to-Peer radio communication, where there are two identical radio transceivers that transmit signals alternately. 

These technologies, which include, for example, Bluetooth, operate on a licence-free and globally available ISM frequency band at 2.4GHz and use modulation techniques that spread the signals over the entire available spectrum, achieving high bandwidth without interfering with other devices. 

SUBHEAD

Tag readers

Of course, these tags are no use without a network of readers. In this respect, Savi’s work with the DoD has provided the beginnings of an infrastructure; 400 readers are now set up in 40 countries and this is being added to through Savi’s participation in the Smart and Secure Trade Lanes initiative. The focus of this effort is largely on the ports, while the hinterland is yet to be dealt with.

There are widespread concerns about the cost of all this, particularly among the carrier community whose financial results remain very poor. 

Savi and OneSeal are working to create a disposable unit with a cost of around US$10. As Stephen Lambright points out, “At this level, the cost of an e-seal compared with the value of a containerised consignment is very low”. 

However, as proportion of carriers’ net margins, it is very high – price sensitivity will clearly depend both on who ends up paying and what additional benefits are delivered by this technology. Improved asset management arising from better visibility could be an important contributor.

All Set’s approach to the device, as in the case of the wireless technology, is different. It is providing an e-seal that is permanently installed inside the container and is designed to last for the life of the box. 

The ALLTrack e-seal is attached to the doorframe of the container and includes a door switch sensor, a radio antenna and a 10-year AA battery. It can also take input from external sensors. 

The device will sell for US$50, giving a significantly lower cost per loaded trip than the disposable seal and allowing tracking to continue when the box is empty.

SUBHEAD

What does it do?

It is important to stand back from the intricacies of all this impressive technology and ask what it will actually do. The answer is that, where a reader network is present, it will tell you two things: where a box is and whether someone has tampered with the seal. For asset management this is very useful; for security purposes, it is valuable but not sufficient. 

Savi’s Mr Lambright sees e-seals as just one part of the solution to container security, 

“Seals by themselves are not the answer,” he says. “We need a marriage of this technology with a whole set of new and secure processes, such as those put forward in US Customs’ C-TPAT programme. 

“These processes must cover the whole supply chain, right back to the manufacturer. These multiple layers will both reduce the size of the haystack we have to search and raise the bar for the terrorists.”

This is going to be a very long haul.

BOX:

Useful websites

All Set Tracking
http://www.allset.se
Universeal 

http://www.universeal.co.uk
OneSeal

http://www.oneseal.com/
Savi Tchnology 
http://www.savi.com/
