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How secure can commercial vessels be?

 If the tanker “LIMBURG” had been fitted out the Video Early Warning (VEW) software suite from ObjectVideo, then it may not have been the vulnerable target that it proved to be. 

ObjectVideo, a Washington D.C. area company that grew out of the US Department of Defense’s Advanced Research Project Agency, utilizes proprietary artificial intelligence algorithms to detect unusual shapes, as well as motion. 

The application has been deployed in the land-side port security context, including by the U.S. Customs and Border Patrol, which can receive “alert” messages automatically- without human intervention. 

Last Summer, the Office of Naval Research awarded the company a three year contract to develop a video based security system for U.S. Navy vessels from terrorist attacks while in port. 

The hardware in the Navy project includes a 360 degree video camera, mounted on a vessel mast, and then tied to a system server- where rules and alerts can be managed. 

In landside applications, dozens of cameras, tied to video processors, can be linked to the server- which runs on the Windows environment. 

Intelligent video surveillance was probably not in the minds of IMO delegates who drafted the ISPS requirements. Indeed, Part B of the ISPS Code refers numerous times to “…monitoring and surveillance capabilities…” but its wording suggests an important role for already-overworked humans. Consider that at MARSEC 2, Part B of the ISPS Code recommends “…increasing the frequency and detail of security patrols…” before going on to suggest that additional security measures may include, “the use of …security and surveillance and equipment…”. Finally, when describing preparations for MARSEC 3, does Part B refer to “…switching  on  of  all  on  board  surveillance  equipment  capable  of  recording activities on, or in the vicinity of, the ship, and  maximising  the  length  of  time  such  surveillance  equipment  can  continue  to record.”

Nevertheless,  technologies and network topologies more typically found in military applications are creeping into commercial shipping, albeit initially into sectors such as cruising or LNG- where a high standard of security is demanded and a budget may be available to address vulnerabilities. Consider that closed circuit TV (CCTV) equipment for maritime usage is built to survive in harsh environments, or even survive explosions. Increasingly, the cameras must be linked to video multi-plexers and then onward into networks via TCP/IP .

A Norwegian company which has outfit closed circuit TV on British Naval vessels, recently announced that its System will be installed on four of SeaContainers’  SeaCat fast ferries, specifically to meet its ISPS code obligations. Hernis roster of new customers also include offshore vessel operators like IUM Ship Managament, Bergesen  and Fred Olsen, as well as LNG owners Golar International, British Gas and Kristen Navigation. 

Another Norwegian vendor, Oceanor, has a long history back to the 1970’s in providing environmental monitoring (waves, currents, sea states) for major offshore projects, particularly in the North Sea and offshore Canada. In addition to its line of sensors, Oceanor provides CCTV systems that have already been deployed mainly on offshore rigs in harsh conditions, but also on self unloading bulk carriers. 

Another large security vendor, Tyco International, has also been a player in the CCTV area,. Tyco has placed CCTV systems on LNG carriers in the ADGAS fleet KARL GET PICTURES, and DFDS Ro-ro vessels. In spite of the presence of multinational giants in the business, numerous smaller companies, usually with a maritime tangent through the oil business, are also marketing CCTV to shipowners. For example, through net searches, we found Industrial Video Solutions, which has worked with the offshore sector in the U.S. Gulf of Mexico. 

One international company with a commitment to the shipping industry is the US based Ingersoll Rand (IRCO), which has created a Maritime Group that can muster support from various security businesses including Schlage and Locknetics (makers of computerized access controls and electrically activated locks)  and Recognition Systems ( a leader in biometric access controls such as hand readers used by some Port Authorities). 

In March, 2004, IRCO issued a seminal White Paper “Integrated Security: A New Approach for Ensuring the Security and Safety of Ports and Vessels”, which takes the view that good security, taking a system perspective, translates into good business.  In discussing vessels, IRCO expresses the view that   “Integrated Security connects people, openings <which consist of the engine control room, electrical control/equipment room, cargo storage area, bridge, and steering gear room >  and assets together through a connected information-technology infrastructure based on an expandable, open architecture.” IR  Data is generated through the power of electronics — access cards with electronic codes or biometric identifiers replace paper forms of I.D. and significantly reduce the number of security personnel required for security screening.” 

One of the other behemoths in the Security business, Tyco , has bundled the offering from dozens of its brands, including well known names like ADT and Simplex Grinnell, into a group that targets the maritime industry.  Not surprisingly, the cruise and the dangerous cargo sectors, where a higher standard of security is required, have taken the lead in another important security segment- access control. Tyco is a provider of access controls  and intrusion detection equipment (some of which is deployed on containerships such as P & O Nedlloyd Cook)  KARL GET A PICTURE OF THIS SHIP  and smart card boarding control utilized on cruise ships such as “Carnival Glory” KARL GET A PICTURE. The security offering include the “Electro-Net”, a portable security perimeter that can be unfolded and deployed as needed. Tyco has been able to integrate its surveillance offerings, such as both infrared and video motion detectors, or closed circuit TV, with its access controls. 

Tyco’s products are ISPS compliant, stating that “<our> solutions can be incorporated in the Ship Security Plan as it is developed in accordance with the ISPS Code. This will enable the vessel to more easily demonstrate compliance on an ongoing basis.” Like IR, Tyco also builds products with connectivity to open databases and open communications (using both TCP/IP through an Ethernet or through dial-up connections). 

So, how do we get from here- the ISPS Code, to there- the use of advanced technologies in shipboard applications?  In its White Paper, IR underscored that the traditional approach to security, with “Point Solutions” may be inappropriate when the individual “points” are disparate and unconnected, and not integrated into other applications. It also cautioned about  relying heavily on the weakest link in any security system- the over-stressed people from the Master and Company Security Officer on down.  With the availability of greater bandwidths linking vessels with shore (see the VSAT article on page  -----) ship operators, and regulators at the IMO and elsewhere should think seriously about taking advantage of the efficiencies and robustness that technology can offer, instead of aiming for least common denominators when crafting security solutions, or resorting to an untethered video recorder when vessels go to MARSEC 3. 
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