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As the ISPS deadline approaches, it becomes clear how unprepared many government agencies are, let alone shipping companies –but there are innovative software tools which can help, as Tim Power reports

BODY

With the 1st July implementation deadline now perilously near, ship operators and port facilities are now starting an undignified scramble towards ISPS certification. 

Chris Austen, chief executive officer of Maritime and Underwater Security Consultants, a leading world player in marine security, explains what has happened to date.

“The IMO provided a statement of policy and, through the ISPS Code, a clear strategy to raise levels of security within an extremely tight schedule. 

“What was essential immediately after the Diplomatic Conference was determined operational leadership from each government to direct their ships and ports on how to comply with the code. 

“Most governments have failed dismally to provide proper direction.  In the vacuum it has been left to private companies to take the initiative and act on their own interpretation of what is required.  

“The result has been confusion, inaction and loss of precious time.  

“Many have squandered more than a year without taking action and now face the prospect of making compliance in less than 18 weeks.”

Examples of delay abound: the Belgian government, for example, has only recently decided which government department is to oversee implementation; in Estonia, that decision has not yet been made. 

Even in the UK, where the government has given the Transport Security Directorate (TRANSEC) of the Department for Transport (DfT) overall responsibility for the programme and day-to-day responsibility for port facility and passenger ship security, the first round of port facility security assessments started only in December 2003. 

In the meantime, Port Facility Security Officers (PFSOs), who are to be responsible for the creation and implementation of security plans, are still being trained in large numbers.  

After training the PFSOs will have to prepare the security plan and submit it to TRANSEC for review. If and when the plan is approved, a TRANSEC inspector is required to visit and inspect the facility, before certifying compliance. Clearly there is going to be a mad rush to ensure compliance by 1/7.
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Port facility toolkit

Some operators are turning to IT to speed up the certification process. 

In September 2003, Aon, the Dutch risk management and insurance brokerage, launched the Port Facility Security Toolkit (PFST) to help port authorities around the world to comply with the ISPS code. 

Aon has been working since late 2002 with various players in the Port of Rotterdam and with KPMG Qubus, to translate the ISPS code into a web-enabled software tool enabling port facilities to carry out a risk assessment and generate a detailed Port Facility Security Plan.  

Paul Rutten, Port Facility Security Officer (PFSO) at ECT explains how the software works. 

“The user logs onto the Toolkit via the Internet and is presented with a questionnaire covering all aspects of port facility security”, he says. 

The questionnaire falls into 11 sections, all designed to ensure compliance with the ISPS Code: Company Information; Risk Assessment; Organisation and Implementation; Communications and Raising the Alarm; Access to the Port Facility; Areas with No or Restricted Access; Monitoring; Handling of Cargo; Ship Stores; Unaccompanied Baggage and Other; and Checking and Reviewing the Security Plan.

“The questionnaire requires more than just Yes/No answers”, says Mr Rutten. 

“Detailed explanations need to be added. For example, when the User answers “Yes” to “Do you have a security department?”, she needs to add the full detail of the manning of the department. 

Similarly, she will have to say who will review the Security Plan and how and when this will be done”.

The Toolkit produces two outputs: first is an Action Plan, which shows the gaps in current security arrangements (e.g. if the answer to “Do you have a fence” is “No) and lists the actions for the user to take. 

The second is the Port Facility Security Plan itself, which can be submitted once all the required actions have been completed.

Mr Rutten, who was involved in the working party that helped develop the software, says it has helped enormously. 

"The ISPS code contains mandatory regulations described in a total of 63 pages. Without the Toolkit this would have taken us months of work. 

“We would not have been able to finish the plan before the deadline of 1 July 2004. The work has been done by the Port Facility Security Toolkit".

There has been scepticism from other quarters about whether the Toolkit can really create a plan that can be implemented successfully. 

The doubters agree that the Toolkit is excellent for collating, presenting and interpreting information and for identifying areas where action is needed, but they argue that without expert security judgement behind the compilation of the data, important issues may be missed. 

There have also been reports that some users of the software are facing uncertainty about implementing the Security Plan. Security plans in Rotterdam are now under review by the Dutch authorities so the truth should soon be apparent.
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Vessels 

For vessels, the code requires the development and implementation of security plans that focus on the control and monitoring of access to and movement around the ship and ensuring that security communications are readily available. 

Plans are required specifically to prevent weapons, dangerous substances and devices, the carriage of which is not authorised, from being taken on board the ship, to prevent unauthorised access to the ship and to identify restricted areas and to prevent of unauthorised access to them. 

These plans, and their implementation, are the responsibility of the Ship Security Officer while a Company Security Officer is to be appointed to oversee an operator’s whole fleet.

ABS Consulting is one of a number of software providers that are putting forward tools to help Security Officers. 

Its latest software, Security LEADER Maritime Edition, which can be used for vessels or port facilities, starts with the initial security assessment, allowing the user to examine security risks using threat, vulnerability, and consequence assessments in line with the ISPS Code and the pertinent US Coast Guard guidance (e.g., NVIC 9-02, 10-02, and 11-02). 

Checklists and templates help the user assess criticality and vulnerability. Worksheets are provided for the creation of security plans and documentation of both current and proposed security measures by security level. 

Crucially, users can track the implementation of recommendations resulting from security assessments.

Other providers are integrating security into wider shipmanagement packages. 

For example, Teledata’s Ship Security Manager module, which is part of its Ship Manager suite, manages security documentation, reports, non-conformity issues, audits and security meetings. 

Security documentation is centrally managed from the office with updates and revisions automatically sent to each vessel. Similarly reports from the master are automatically communicated to the office.

BASS, meanwhile, points out that ship operators can use existing functions within the BASSnet suite to support ISPS compliance. 

For example, BASSnet’s incident recording application, SAFIR assists ship operators to register, analyze and follow-up all undesired events including security breaches, its EasyInfo supports the creation and implementation of security plans and processes and CrewNet complies with ISPS Code requirements with respect to crew, training, drills, exercise and civil records.

This all sounds helpful, but whatever the software can do, it is a tool and not a magic wand and will not create greater security by itself. 

Real security is still about having alert and well-motivated people on the ground knowing what to look out for.

