Security costs shipowners $2bn in first year - OECD http://www.oecd.org/dataoecd/63/13/4375896.pdf
The Office for Economic Co-operation and Development (OECD) directorate for science, technology and industry has published a free detailed study into the cost benefits of maritime security, which is the most comprehensive and useful document Digital Ship has seen about the subject. 

It can be downloaded free of charge from the link above, and is strongly advised reading for anyone who needs to work out the company's obligations under the ISPS code, both running ships and ports.

SUBHEAD

Total security cost

The burden on ship operators of maritime security is estimated to be at least total USD 1280 million initially and USD 730m per year thereafter. This does not include the AIS investment, since the primary reason for fitting AIS is not considered to be security.

The breakdown of the costs of the ISPS code, with the addition of AIS costs, are as follows. 

$649.3m on AIS, $86.5m on ship alert systems, $21.6m on the ship identification number, $514.6 on company security officers (large companies), $150m for company security officers in small companies, $103.9 on the ship security assessment and $51.9 on the ship security plan.

Then there's $29m on the ship security officer, $16.8m on the ship security training, $304.4m on the vessel security equipment.

The subsequent yearly cost breakdown is $4.3m for ship alert system, $514.6m for training of company security officer (large companies), $150m for training of company security officer (small companies), $29m to train the ship security officer, $16.8m on ship security training/drills, $15.2m on vessel security equipment. 

Port related security costs are still too difficult to estimate, because nobody knows how many new security personnel will be needed and how much their labour rates will be. 

The figures cover vessels of over 1000 gt (although the ISPS code applies to vessels of 500-1000 gt) and are based around Lloyds Register data of 43,291 vessels in the world over 1000 gt in 2001. 
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Total benefits

The resulting total figure for the first year of $2bn is still less than the estimated costs of a terrorist attack, OECD says, although of course the people who would suffer from a terrorist attack are not the same people as the ones required to foot the bill.

However there are also likely to be additional benefits from this security expenditure, such as reduced delays, faster processing, better asset control, decreased payroll (due to IT improvements), fewer losses through theft, decreased insurance. 

The IT investments should lead to shorter vessel turnaround times, faster customs clearing and less data retyping.

As an example, cost benefit analysis of the American Customs electronic customs manifest handling system calculated that it would lead to benefits of $22.2 bn over 20 years to American importers and savings of $4.4bn to the US government.

OECD makes some serious warnings about how the maritime industry can be used by terrorism. 

As well as the ones discussed at some depth (vessel used itself as a weapon, vessel used to smuggle weapons and people) there are a few more, including sinking the vessel to disrupt infrastructure, deliberate disruption to trade, attacking the ship to cause human casualty, having terrorists pretending to be seafarers, using revenue from shipping to fund terrorist activities, using ships to launder illicit funds.
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Detailed requirements

The US Coastguard has listed detailed requirements that it feels would enable vessels to comply with the guidance under part B of the code.

It estimates that each tanker should have one handheld metal detector ($200 capital cost, $10 maintenance per year); 5 handheld radios ($200 capital cost each, $10 maintenance each per year); 10 locks ($300 capital cost each, $15 maintenance each per year), 5 lights ($400 each, plus $20 per year) and 5 auto-intrusion alarms ($500 each, plus $25 per year).

For freight ships, it suggests 2 handheld metal detectors and one portable vapour detector for explosives at $8,000 each, $400 maintenance per year.
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Detailed costs

The data estimates a basic price of $15,000 per AIS transponder; $5,000 to emboss the ship security number on the side of the ship; $2,000 per ship alert system plus $100 per year to run the ship alert system. 

The cost of a dedicated ship security officer is estimated at $150,000 per year for a large (= over 10 vessels) American based shipping company and $37,500 per year for a small American based shipping company. 

It assuming that there is an international market for senior shipping company employees and all companies around the world will need to pay around the same price. 

Costs of training the company security officer is estimated at $3,500 per year and training of other senior seafarers at $5,000 per year. 

The US Coastguard estimates that completing a ship security assessment requires 16 hours at USD $100 per hour, although other industry sources consider that it would take up to twice this time. An estimate of 24 hours (3 eight hour days) was used.

The US Coastguard estimates the ship security plan will take about 4 hours to complete at $100 per hour, although industry sources believe it will take 20 hours. An estimation of 20 hours was used in the report. 

Ship security officer duties will occupy the master for 5 days a year, principally for security inspections, calculated at $4080 per month. 

Security drills will occupy the whole crew of 15 plus the master, duration one hour, 4 times a year. Seafarers are paid $1,300 per month. 

