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A terrorist attack: the Limburg story

The VLCC Limburg was hit by terrorists of Yemen in October 2002. Captain Peter Raes, managing director of Tecto/Franship, the company managing the vessel, tells the story.
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Mr Raes was speaking at the International Chamber of Commerce annual crime lecture and conference, June 18 2003, London

BODY

The very large crude carrier Limburg was hit by a small terrorist boat on October 6th, 2002, off Yemen.

The tanker had a capacity of 300,000 tonnes, but was only loaded with 55,000 tonnes of Arabian heavy oil at the time of the attack; the terrorists must have known how the vessel was loaded, because they hit one of the tanks full with fuel at its exact centre.

This means that they must have been in communication with either the ship’s agents, or the container terminal, or the authorities, or the seafarers onboard.

The Yemeni authorities were very reluctant to accept that the vessel was hit by terrorists, arguing that there must have been an explosion inside the ship.

But the evidence was not in their favour: the steel ripped from the

explosion was buckled towards the inside, not the outside, suggesting an external explosion. There had been nothing in the tank at the time which could have caused an explosion.

Also, a cadet on the bridge reported seeing a small boat moving towards the vessel just before the attack; it was not noticed by the captain, who was talking to a pilot at the time.

The Yemeni authorities tried to persuade the cadet that he had not seen the boat, asking him the same question about 20 times. But the terrorist boat did leave some evidence, with some polyester stuck to the outside of the ship’s steel.

Whoever made the attack is presumed dead; the boat sunk or burned. However all the seafarers on the Limburg survived apart from one, a Bulgarian who jumped 20m off the burning ship into the water, but did not take his boots off before jumping and drowned.

The vessel was only two years old and had a double hull. It flew a French flag, had French and Bulgarian staff, with a total crew of 26.

Following the attack, the insurance premiums for vessels calling in Yemen went up by 300 per cent. The Yemeni authorities, up to the president of Yemen, came to London to try to persuade the insurance community that it is safe.

However since then Franship has twice sent vessels to Yemen.

The vessel is considered a “constructive total loss” for insurance purposes, since there is damage to 70 per cent of the hull and machinery value. On November 15th a “Notice of Abandonment” was tendered; on November 16 the rest of the cargo and bunkers were transferred and on Nov 17 the vessel was delivered back to

the owners.

SUBHEAD

Telling the story

The vessel was actually drifting in the sea off Ash Shihr terminal at the time of the attack; the anchor was not put down because there was no suitable place. The seafarers onboard were doing ISM exercises between the arrival and the taking of the pilot, 

The explosion occurred at 7am Belgian time, which is one hour different to Yemen while taking the pilot. By 8.30am the shipping company superintendent had been notified, a crisis management team was assembled at Franships’ offices, the French crewing manager in Nantes, the operators in London and the French,authorities had all been notified.

A hole of about 9m X 10 was made in the outer hull and 2 holes of about 1m2 was made in the cargo tank (inner hull), allowing oil to spill out,

burning as it spilled. There was very little pollution (only 100 tonnes), because nearly all of the oil burned.

The seafarers tried to put the fire out using foam, following procedures covered in the ISM code, proof, according to Captain Raes, that the ISM exercises do serve a purpose. However they did not manage to put the fire out.

At 9.15am, the shipping company was notified at 12 seafarers were missing; it transpired that they had jumped overboard to avoid being cut off by the fire, and all survived apart from one.

However several of them had problems with their backs following the jump, which was some 20m between the ship’s deck and the water.

The vessel was listing, and the seafarers tried to compensate the list by pumping ballast into one of the opposite tanks; this, Captain Raes says, may have been a mistake; as we have seen with the Prestige incident, ship strength can be damaged by putting cargo into the wrong tank.

At 12.00 the ship was abandoned, but by 20.30 the fire was extinguished and a skeleton crew went back onboard. Eventually they got the vessel under control, released the tugboat.

Although the hole in the hull is relatively easy to repair, the fire caused enormous damage, with the whole side of the ship buckling, so it must be replaced above the water line.

Other tanks onboard the vessel had minor explosions, including the

freshwater tank, which Franship attributes to paint on them exploding.

Research is currently going on at the paint company into how this can

happen.

The seafarers, apart from the captain, were allowed to go home after a week.

In October 28th, the vessel left for Fujairah under its own power, with a tugboat escort, arriving on November 2nd.
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The investigation

The crew and ship, including Captain Raes, were held in a hotel, and tanks were placed around the hotel for their protection.

The investigation was a complex one. The vessel was flagged in France, and the French sent an investigation team; the Yemen authorities also wanted to get involved, as did the American FBI. There was some serious diplomatic discussion, also involving the Belgians, France as the nationality of the shipping company, Bulgaria, as the nationality of part of the seafarers.

Captain Raes considerers that he was very lucky to have a French flag,

because it meant that they could have the considerable assistance of the French government. “The crew and ship have been protected seriously because of the flag,” he said.

Legally of course having a French flag means that the vessel is part of

French territory and France is the country which was attacked.

The Yemeni authorities, suspicious of the shipping company and its crew, would not allow them onboard until October 28th, when they were allowed to inspect the damage after the French, American and Yemeni

authorities had already been there.
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Was it terrorism?

There was immediately a discussion about the cause of the incident.

The Yemeni authorities were very keen that the cause was an explosion

onboard the ship. This is because they did not want to be seen as a country that harbours terrorists.

Also, if the cause of the attack proved to be terrorism, it would lead to an enormous increase in insurance for vessels calling at Yemen, which would increase the cost of shipping oil out of Yemen and generating revenues that the country is reliant on.

The situation wasn’t helped by the fact that the Yemen Ministry of Transport is the main shareholder for the ship agent assisting the tugboat.

Franship was very keen to demonstrate that the explosion had been caused externally, because if it had been a problem onboard the company would have struggled to find any more cargoes and its insurance premiums would have gone up.

Another issue was that the Yemeni’s needed to get oil moving out of the

terminal and onto vessels, because the storage tanks at the terminal was full. 85 per cent of Yemen’s oil goes through the same terminal.
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Who did it?

The answer of who did it has not been resolved but there are a few theories.

The Yemeni newspapers claimed that the CIA made the attack, and it was an attack on France because of their policy in Irak.

An Islamic militant group claimed responsibility immediately afterwards

saying that it was actually targeting a US frigate, but it was not believed due to various mistakes in the text and wrong quotes from the Koran.

Captain Raes believes that it was a group aiming to destabilise the Yemeni government.

Terrorism expert Brian Jenkins, speaking after Captain Raes at the

conference, said he had experience of countries in OPEC (Organisation of Petroleum Exporting Countries) using attacks of this kind on each other to try to settle disagreements into how the oil price should be changed, or at least times when all of the countries arguing for a particular price change finding themselves hit one way or another and subsequently trying to attribute this hit to an industrial problem.
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What can be learnt?

One thing this attack shows is that terrorism can’t be prevented, unless military shoot down any vessel which goes within 500 metres of an oil tanker.

The information about which tanks were full of oil could have been kept

secret, but as Captain Raes explained, this information is made available for safety reasons and there could be safety implications if less people were made aware of which tanks were full of oil.

Captain Raes observes that there has only been one terrorist attack on a commercial vessel; statistically, the biggest threat to a ship is piracy, not terrorism.

Captain Raes also thinks that the ISPS code is a misallocation of resources. “The ISPS code in my perception is designed by America, they see as ship as a weapon of mass destruction,” he said.

Captain Raes questioned what would happen if a gas tanker was close to

American shores and somebody onboard pulls the security alert, as required under the ISPS code. “I wonder what they are going to do about it, send a cruise missile,” he said. “It might make somebody think twice about pressing the button.”
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Brian Jenkins

Brian Jenkins, a US authority on sophisticated crime and terrorism, tries

to explain why terrorists attack things, how we can try to predict what they

are going to attack and how we can try to minimise the outcome.
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“It is reasonable to worry about containers as a clandestine means of

delivery of weapons of mass destruction,” said Mr Jenkins. “We have a host

of measures, I don’t know about their effectiveness.”

“In the long run I would like to see more innovative the strategic thinking

in this area, he said. “We can start a regime which is more effective and

efficient: known shippers and smarter containers.”

Mr Jenkins said that over time, there should be benefits to the security

measures which outweigh the increased costs, due to better information about

the shipments and less cargo crime.

For example, he said, many of the lessons learned when the US government was

dealing with the threat of letters full of anthrax were put to use when

dealing with the SARS threat.
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Why terrorism

Mr Jenkins pointed out that Islamic militants see the Islamic religion as

being under threat from America, which is following in the footsteps of

ancient battles by trying to capture the Muslim world, starting first with

Baghdad, then onto Damascus (Syria) and finally taking Mecca.

Non-religious terrorists are normally furthering specific political agendas

and have a base of support, and are careful not to go too far with their

violence in case their support base turns against them or the law turns

against them

Religious terrorists on the other hand believe that they only answer to God,

who will reward them on their deaths based on the effort they have made in

His name. This means they are much more dangerous than non-religious

terrorists and don’t care if they die.
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Preparation for attacks

The September 11th attacks caused quite a large economic downturn; it is

likely that the terrorists, just like the US government, did not expect the

economic effects to be so severe.

Mr Jenkins suggested that by preparing people better for terrorist attacks,

they will not be so badly affected by them and so the economic downturn will

not be so severe.

People need to broadly accept that there are terrorism risks today and just

work out ways to manage this risk.

There are other ways that people can make sure that terrorism doesn’t shut

business down, he said. The objective of security measures must be to

protect the fundamental core of the operations.

It is easy to bring about security measures which slow down the transfer of

people, goods and information, but this takes our society back to medieval

times.

Some of the security measures are overdone, he said. For example, the US has

decided that ferries with over 100 passengers should be subject to the same

levels of security as aeroplanes, when the risks are very different. It is

very hard to turn a ferry boat into a weapon; you can sink it but it doesn’t

sink like an aeroplane does.
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Assessing benefits of security

One of the trickiest issues is measuring the benefits of security measures.

Companies are being asked to make large investments in security and are

demanding better information about the returns, just like with any other

investments.

They also want better information about how to make the decision about

whether to avoid risk (eg don’t send ships to Yemen) or increase the

security.

The problem is that the only way to assess the return on investment is if

there aren’t any more terrorist attacks.

Another way to assess the return is to assume that terrorists will make all

possible effort to harm, and try to get into the mind of a terrorist and

look for vulnerabilities. The less vulnerabilities they are, the more

effective the security measures.

But this isn’t really practical because of the infinite number of

vulnerabilities.

Unfortunately, if there are no means of assessing the value of different

security measures then all people can do is stick with the initiatives which

are forced on them by government, no matter how impractical they seem.
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Responsibility

In America, the US government has decided that security is to a large extent

a public issue, and so has taken on the burden of running aviation security.

This is contentious in America, because it can lead to shareholders reaping

profits since they did not have to make the security measures.

The liability issues are complex, because if an attack occurs it can be

considered a failure on the part of the company concerned to maintain

security or a war, in which case people cannot be held individually

responsible.
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