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Fail-safe networks dramatically reduce the likelihood of communications breakdown

In his seventh column for Digital Ship, Tristan Wood, Managing Director, Livewire Digital (www.livewire.co.uk), considers the issues involved in installing a fail-safe network.  Keeping costs down is important, but it is vital not to cut corners on mission-critical systems.  Installing self-aware, self-healing systems and spare parts can cut technical disruption and extra work for crew.
Digital systems onboard are intertwined so closely with a ship’s operation that their failure can prove a major upset for captain and crew.  Although marine electronics is designed with robust performance in mind, having back-up systems for your onboard local area network will offer valuable peace of mind, and more importantly, ensures minimum disruption in the rare event of a system failure.

While cost is a key consideration when installing a network onboard, specifying inappropriate or sub-standard equipment can be a false economy.  No electronic equipment kit is immune from failure, so having watertight backup systems can be money very well spent.  When IT engineers plan a fail-safe network from the design stage, it is possible to create a virtually maintenance-free, ultra-reliable network that requires almost no intervention from the crew, even if a major failure occurs.

Wherever possible, it makes sense to use COTS (commercial off-the-shelf) hardware as a starting point to take advantage of access to replacement parts commercially available anywhere in the world.  For example, using a PC-based server from a major supplier makes it easy to upgrade and maintain globally.

In order to secure operational data on the onboard network, a robust storage system is essential.  To protect against hard disk failure in critical systems, Livewire Digital have often  recommended the installation of a hot-pluggable RAID5 sub-system (Redundant Array of Inexpensive Disks), which protects against hard disk failure by distributing data across five drives. If one drive fails, it can easily be swapped out while the server is running.  Data is then automatically rewritten from the other drives.

Although a highly effective protection against hard drive failure, RAID5 does not protect against software failure, and doesn’t offer an automatic system backup for a vessel’s server network.  To meet this need, a Digital Linear Tape (DLT) drive can be installed as part of the back-up strategy.  Although relatively expensive, a DLT product can often back up the entire system without the need to change tapes, meaning one less task for the crew.  With only a little training, crew can restore the system from the tape with very little hassle, reducing support costs, and potential loss of all data.

For those who want to make their systems even more fault-tolerant, further options are available.  A  standby server can be installed so that if the main server fails, the hard disks can be removed and installed in the second server to get the whole system back online.  It is even possible to configure the network to operate exactly as before without having to change settings or commands.  Livewire Digital has designed and installed networks which function without outside technical assistance other than by telephone - a highly attractive proposition when the alternative is flying in support staff by helicopter. More recently an owner managed the IT network onboard completely from their offices, using the Inmarsat Fleet MPDS service.
As with all network and computer systems, prevention is better than cure: it is better to anticipate a failure and address it before it causes system downtime than to react to it after the damage has been done.  Most system components will indicate if there’s a problem and if there’s no hardware warning, software can be installed to warn of imminent failure.

There are a number of ways to handle system alert information, and they usually depend on the operational systems involved.  If the ship is large enough to have IT support staff onboard, they can be made aware of a problem before it becomes serious.  Even with no IT support staff, an error log or other diagnostic information can be relayed by satellite to staff onshore for analysis. For larger vessels, this has become quite common for engine maintenance and management.  Where urgent action is required, instructions can be emailed back to the crew, or the appropriate steps can be explained by telephone.
Among the essential ship systems that cannot afford to fail is the ship-to-shore communications link.  Having alternative methods for connecting the ship’s network to the shore is crucial. This can be achieved by having a combination of services such as an Inmarsat Fleet, Mini-M or even Iridium. In the event of a failure, the speed and quality of link may be downgraded but the networks can remain connected. 
The key to such a configuration is an ‘intelligent’ routing structure that can be readily changed automatically or by crew without formal IT training. Livewire Digital’s IP Gateway is designed to do this simply by selecting a new profile via the web interface, with no cable changes or reconfiguration of the onboard network. The change in profile may be as a result of a failure or simply because the vessel has come within coverage of a more cost-effective service.

Another  key advantage of equipment like the IP Gateway is that it can be remotely administered from shore, so that highly-trained network support staff can administer the equipment and diagnose problems easily and efficiently.  Even under demanding maritime conditions, the IP Gateway guarantees both that essential ship communications can be routed back to shore, and that the revenue stream generated from public communication is not interrupted.

Using high-quality hardware and reputable installation consultants to specify and design a fail-safe network, minimises the risk of teething trouble.  It is also vital that you have an agreed service contract with your supplier – regular checks of onboard equipment can mean that the risk of a potentially devastating hardware failure is very low indeed.

Most people only take back-up seriously when they’ve suffered the failure of a network without redundancy, so don’t wait until it’s too late to take some simple steps to make systems more fault-tolerant.  Having a system running key functions that take little or no intervention from the crew in the event of failure will save you time and money in the long term.

Tristan Wood, Managing Director, Livewire Digital (www.livewire.co.uk) - experts in maritime satellite communications.
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