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ISPS code – the latest

DECK HEAD

As shipowners come to face the next headache, compliance with the ISPS code, Digital Ship looks into what shipping companies actually have to do 
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The complex web of communications involved in the ISPS Code (eg Diagram copyright Maritime and Underwater Security Consultants, see http://www.mandusc.com/)
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People are starting to say that compliance with the International Ship and Port Security code (ISPS), for shipowners at least, is not as much of a headache as was first thought. 

The requirements are becoming clearer. 

The biggest chunk of the work is finding a consultant to do a “risk assessment” of the ship, showing ways that terrorists could get onboard (eg by submarine, helicopter, rope) and what they could do once onboard (eg shoot seafarers, drive ship into Statue of Liberty, go down the Thames and set it alight). 

Then you to come up with a plan to reduce (not eliminate) the risk, also showing what precautions you are going to take in the light of different security threat levels, and get it approved. 

There are plenty of consultants touting their services in this market (if you work for a shipping company you will probably have met a few already) – some of them have never seen a ship, some, like Marine and Underwater Security Consultants (see www.mandusc.com) have been at it since 1973. 

But as more companies do risk assessments and write plans, then the workload for each specific ship becomes less, or you can find someone to borrow a plan from and make small adjustments for each vessel. 

More specifically, the biggest burden is making seafarers aware of risks and the need to reduce them. 

The biggest risk is someone getting onboard; seafarers will be required to ask everybody who wishes to come onboard for evidence of who they are, and checking that they are authorised. 

There are more detailed issues, including identifying secure areas of the ship which can be closed off to intruders, or coming up with an evacuation plan.

You have to appoint ship security officers, who will need to do training and probably sit a tough exam. Probably all seafarers will need some training. You have to keep records of ports called at. You have to put a copy of the ISPS code onboard. 

You also need to fit an AIS (automatic identification system) and either fit a ship security alert system or come up with a plan to use existing communications infrastructure. 
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Expulsion from port

The biggest threat which shipowners will be wary of is not terrorists but the US Coastguard, which, having sent your ship all the way to the US, do not let it in.

Under the code, a ship should not be expelled from a port unless it poses an “immediate threat to safety and there is no other means of resolving the issue.”

This means that the ship is either not in compliance with part A of the ISPS code (= it does not have a ship security certificate), or is considered an immediate threat to security for some other reason, which can include intelligence that a ship is a threat from another source which the shipping company is not in control of. 

The ship security certificate is the evidence that the ship is in compliance with the ISPS code. Getting a ship security certificate will be issued by a recognised security authority, authorised by the flag state (probably a class society).

Part of the security plan is that there are different plans which have to be followed in the event of different threat levels. 

The shipping company security officer needs to talk to the port security officer for each port of call, to find out what security level the port is at, and what security level the ship is at.
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The pressure on ports and shippers

It is all very well for shipping companies to control the security actually onboard the ships, but what can they do to improve security at the ports they call at, and in the containers they carry?

Theoretically, under the code, shipmasters can refuse to take cargo they have doubts about, which causes real problems for the container shipping industry where typically no-one knows what is in the containers apart from the shipper and it is impossible to manually inspect them all.

Ports also have a major headache; if ships call at a port which does not take security precautions (=build a big fence) then the ship itself is considered at higher risk, which can cause problems later on in its journey.

The US government will likely keep continuous records of the security precautions carried out at ports around the world, and refuse to allow vessels into US ports which have called at ports it considers do not follow high enough security precautions, as is currently the case with aviation. 
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Consequences of non-compliance

What happens if ships do not comply?

Many people in the maritime industry would enjoy seeing national governments ridiculed because the petrol pumps run dry, after tankers were not allowed into ports due to security requirements being too high. 

But its highly unlikely – the maritime industry will almost certainly comply.

The US government, the original drivers of the ISPS code, is threatening to turn away vessels which do not comply, and no shipping company would like to have to explain this to a charterer. 

Meanwhile, the US will likely assess the standards of individual flag states and national administrations as to their compliance, and the higher the standards, the less trouble the vessel will have on the US border. 
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Ship alerts

Most vessels will need some kind of alert system by July 1 2004, and record the processes (how it is pressed, what happens when it is pressed) in the ship security plan.

You don’t actually have to fit a dedicated piece of equipment – a coded phone message would also be acceptable (provided this is written into the ship’s security plan) but you have to be able to set off an alert from two different points on the ship and do it while no-one notices, which is pretty tricky. 

Also, the ship alert system does not have to transmit a specific position report, as obtained, say, by connection to a GPS; the message can just give a vague approximation (eg I’m just coming into New York).

But probably, to stay on the right side of the authorities, most shipping companies will elect to fit a dedicated piece of hardware.

Pole Star Space Applications (www.polestar.com) has a clear market position for itself, having sold shipboard tracking products into the market for several years.

Other major players are CLS Argos with its ShipLoc system, endorsed by the International Maritime Bureau; Satamatics; Transas and Furuno. A recent entrant is WNI OceanRoutes. Systems are expected onto the market using Orbcomm and HF Radio.

For the latest guidance from IMO about ship alert systems, see http://www.imo.org/includes/blastDataOnly.asp/data_id=7496/1072.pdf.
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When you press the button

Processes for handling the messages when they arrive have not been fully established, with the IMO stating vaguely that they should go to a “person onshore,” a designated “competent authority”.

The “person” must be named in the ship security plan, and so approved by the recognised security organisation under the ISPS code. It is likely to be the shipping company, receiving the information by e-mail.

What do shipping companies want to do when they receive an alert? You can’t telephone the ship to make sure it wasn’t a false alarm. It will be tricky decision time. 

The shipping company will probably feel (or be) obliged to contact the flag state authority, which will then contact the nearest coastal state.

If the nearest coastal state is the US, you might expect a military response, particularly if the ship is a gas carrier close to New York. Whether this would be the desirable response depends on if it is a false alert.

If the vessel is off a third world country, or worse, in the middle of the ocean, when the alert goes off, what the response might be, if anything, is less predictable. 

The master will inevitably have the critical role, both in the plans and in reality. He will decide if the ship’s safety or security is being compromised. 

Considering the enormous problems encountered on the GMDSS system with false alerts, it seems unlikely that the problem will be solved for shipboard alert systems. 

