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The World Shipping Council on container seals 

DECK HEAD

The World Shipping Council (WSC), International Mass Retail Association (IMRA) and International Industrial Transportation League have jointly published a white paper stating their position about container shipping security and how it should be achieved. Here is a summary.

The World Shipping Council is an association of 40 international shipping lines, carrying over 93 per cent of imports / exports into and out of the US. The International Mass Retail Association claims to be “the world’s leading alliance of retailers and their product and service suppliers. The National Industrial Transportation League is an organization of shippers that conduct industrial and/or commercial enterprises throughout the United States and internationally. 
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Mechanical seals 

The proposed “short term” vision (defined as “hopefully within a year”) is that: shippers should be responsible for sealing containers and required to seal them by law; the shipper should provide the seal number on shipping documents. Seals should meet a minimum standard (recommended ISO standard for high security seals PAS 17712). 

“We recommend that the [US] government establish a specific date by which all

containerized shipments must be affixed with such seals by the shipper,” says the white paper. 

Anybody who needs to break the seal for legitimate reasons, including government officials, should be required to fix a new seal meeting the same standard and provide the carrier or terminal operator with written confirmation; the new seal number should be written on the shipping documents.

At every modal change (eg moving from truck to rail to ship), somebody should vertify and record the seal, its number and condition on receipt of the container; if there is anything wrong the shipper, consignee should be informed and a note should be made on the shipping documents. Shipping lines or their agents should verify all seals before loading a container on a ship. 
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Electronic seals

The paper notes that “electronic seals have not been proven to provide any greater security than mechanical seals.”

“Electronic seals are not capable of being adopted in a commercial context in the short run; however, members of the industry want the ability to consider whether they can meet seal checking requirements more efficiently and effectively by electing to use such technology.”

Also, “it is highly unlikely that an electronic seal product meeting technical, operational, standard-setting and economic criteria can be developed, agreed upon and implemented within the twelve month goal of the proposed short term vision discussed above.”

Carriers and shippers may want to consider using electronic seals, but if so the seal number should be able to be read both electronically and visually (in case there are no electronic readers available) and should record the date and time the seal was activated (sealed) and opened. 

The seals from different manufacturers must be readable with a universal reader, and must perform reliably in all operating environments. 

There are concerns about seals with a “read and write” capability rather than just a “read” capability, because this creates security vulnerabilities, with unauthorized people “writing” a new seal number. 
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Agreement on common frequency

“The development and deployment of e-seals will only be delayed by product vendors trying to add features to the devices that are not necessary for meeting security objectives, and by the failure to adopt a single, universally available radio frequency bandwidth,” the group says. 

The group notes, “Discussions at the ISO to establish an e-seal standard have not been successful, in part because e-seal manufacturers cannot agree on a single radio frequency (RF).”

“The operational and logistical difficulties of having to try to work with multiple different radio frequencies at the same time, however, are substantial.”

“First, whatever RF bandwidth is chosen, it is essential that the bandwidth be publicly available in all trading nations. If the bandwidth is available in the U.S., but not, for example, in China, the electronic device’s purpose would be thwarted.”

“Even if all e-seals were to operate at the same frequency, there is still a concern that e-seals are being designed by manufacturers to require proprietary readers. Marine terminals need to be able to use a universal reader capable of interrogating different seals manufactured by various manufacturers.”

“The commercial availability of such devices and their readers, at reasonable and competitive prices, will be a significant factor to carriers, shippers, and terminal operators in their decision regarding whether to use manual or electronic seals as an indicator of in-transit tampering.”
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Smart containers

The group notes concern about the terminology “smart container.”

“A shipping container is a sturdy steel box. It is not ‘smart’. A security-marketing vernacular has arisen suggesting that certain technologies might be available that could enhance security, and that this would create a “smart” container of the future.” 

“It would be a serious security error simply to assume that technology can be applied to shipping containers and “solve” the problem of container security.” 

“It would also be a mistake to think that such a concept can replace enhanced screening and inspection of containers or more secure operating procedures, especially those involving the stuffing of the container.”

The group notes that sophisticated technology is not necessarily the best way to make a container more secure.

Some of the biggest vulnerabilities in a container are that drug traffickers have found ways to get inside them without breaking the seal, including removing the door completely and putting it back on. 

There is no security benefit to several of the initatives promoted as making containers “smart,” such as recording the shipper’s description of the cargo on an electronic tag outside the container, because it could enable thieves to target high value containers and only puts in the information provided in the cargo declaration, which is not necessarily correct, it notes.

“For example, some have suggested every container should be electronically programmed with a trip plan for each shipment, with a requirement or expectation that any shipment that deviates from the trip plan be identified and subjected to security scrutiny. This would raise a host of issues, including subjective determinations of reasonable deviations and a plethora of false security alerts that would destroy the credibility of the device.”

“For example, some have suggested “smart” containers be electronically tied to the security credentialing of each person who seals and loads a container.”

“Personnel credentialing may be appropriate for a shipper as part of C-TPAT or similar risk assessment programs, but not as part of a container. It would create far too many complexities. Furthermore, the electronic device on the container would also be easily fooled or defeated by an even moderately sophisticated conspiracy.”
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X-rays and radiation detectors

WSC believes that non-intrusive container inspection equipment (such as X-rays and radiation detectors) is very important. “We believe that continued enhancement of non-intrusive container inspection equipment availability and technology is critically important, as it answers the question of most importance and relevance, namely, ‘what is in the box?’” it says. 

“No container can be ‘smart’ enough to answer that question.”

“Non-intrusive container inspection equipment is necessary as a preventative mechanism to enhance security, and just as importantly, it is likely to be one of the most important tools available to confidently keep international trade flowing in the event of a terrorist crisis.” 

“While the U.S. government is considerably expanding its equipment availability in this regard, it is just as important that such equipment also be properly deployed in adequate quantities at foreign ports of loading.”

There was strong concern about various proposals circulated to put sensors actually inside the containers for chemicals or radaiation.
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Using the data 

Any technology must be “reliable, low maintenance, provide an insignificant number of false alarms, and  be reasonably priced. The technology must not be something that can be disabled. This technology would need to be fully and satisfactorily tested in a commercial operating environment that involves the government, carriers, shippers and other parties with possession of the containers,” it says.

WSC brings up a number of other issues with how the information from the detectors and seals should be communicated and who would have access to the information and act on it; how to screen legitimate intrustions (eg customs) from non-legitimate intrustions.

“Consider an example -- an ocean carrier may move a container on a port-to-port bill of lading, completing its service at the port of discharge. 

“Assume that a trucker at the shipper’s direction then picks up the container at the port and transports the container under its own, separate bill of lading, and during that service by the trucker, there is an intrusion. Who is alerted? Who determines if there is a security issue? Who resolves it?”

WSC estimates that shipping lines have physical custody of containers about 25-33 per cent of the time, the remainder in possession of a railroad, trucker, barge company, consolidator, warehouse, shipper, shipper’s supplier or consignee; also containers are often interchanged between shipping lines.

