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As this article is being written in mid February, an Intersessional working group of the International Maritime Organization (IMO) is having an emergency meeting in London, organized at the behest of the USA, on the subject of Maritime Security. 

Follow on meetings of the IMO’s Maritime Safety Committee (MSC) will be held during the year, culminating in a major IMO Security Conference in December 2002.  Like the punchline to that old joke about five blind men touching different parts of one big elephant, and then offering five different versions of what they felt, Maritime Security is an all encompassing subject. 

Thus, a company IT specialist will view “security” differently from seagoing staff, who, in turn, will look through a different coloured set of scanners than local law enforcement or Port State control agencies. 

Recognizing this, the outline for this article is drawn from the U.S. Coast Guard’s (USCG) advanced submission to the MSC in advance of the February  meeting (which closely parallels MSC Circular #443), with a focus on topics likely to interest Digital Ship readers.

SUBHEAD

Tracking Anywhere?

For the USCG, Automatic Identification Systems (AIS) play a pivotal role in its vision of Maritime Security. A major issue facing the industry concerns the timing of AIS implementation. 

Late in 2000, the Chapter V of the SOLAS Convention, which deals with Safety of  Navigation, was amended to require a phased in approach to the installation of AIS equipment, commonly known as “transponders”, aboard vessels. 

The new regulations, to come into effect in July, 2002, would require the AIS aboard all new vessels of 300 gt or greater on international voyages (with a 500 gt cutoff for vessels not trading internationally) and on all new passenger ships. 

For existing commercial vessels, the agreed phase in dates extend out as far as 2007 for non tankers (tied to the vessel gt), and out to July 2008 for existing tankers (tied to certain survey dates).  The U.S. Coast Guard’s submission requests an Amendment that would advance the timetable for retrofits with a deadline of July 2004. 

A closely related issue is the operating range of the AIS equipment, contemplated mainly for providing feeding data to other vessels and to waterborne traffic control systems near the coast or inside harbors. 

With such uses intended, it was reasonable to design the AIS system to operate using the FM VHF radio band, offering line of site communication of maybe 30 nautical miles. But now, the USCG has taken an interest in tracking vessels 96 hours away from port, equal to 1440 nautical miles for a vessel making 15 knots. 

The USCG is recommending that the Navigation and Search and Rescue subcommittees look into ways to extend the range of the AIS equipment, and develop technical standards for  hooking the AIS into High Frequency and Inmarsat equipment on vessels. The U.S. paper points to the SOLAS requirements presently in force whereby GMDSS equipment is tied to long range communications, providing a precedent. 

Aboard vessels, the USCG expresses a concern that vessels need a way of alerting authorities of a hijack in progress, possibly through modified GMDSS or AIS equipment. Interestingly, some vendors are already out in the marketplace with solutions having alarm functionality. 

Purplefinder is marketing a “PurpleGuard” product with alarm capabilities, while the International Maritime Bureau, in conjunction with CLS, has offered its “ShipLoc” anti-piracy product. The IMO’s important NAV and COMSAR subcommittees will likely be tasked with devising specifications for equipment that cannot be disabled during a hijacking or attack.

SUBHEAD

Queues in containerized cargo

Containerized cargo and its transport chain is also on the USCG agenda, however with very few specifics at this early stage. Recognizing that “…responsibility and concern extends beyond IMO’s purview of the maritime world into land-based sources…”, a link with the World Customs Organization (which can provide an interface into many countries’ Customs agencies) is recommended.

The USCG has come around to the idea that examinations of containers must be at their ports of origin, with containers subsequently sealed electronically as well as physically.

While the USCG acknowledges that “…these issues need to be discussed in depth…”, container inspections present a huge node, previously barely contemplated, in the world’s supply chain. 

Some in the industry are sitting back and waiting to see exactly what regulations are adopted, while others are taking a more pro-active view. 

The problem is that web applications and the big trading exchange portals that drive today’s supply chain were built around streamlined handoffs, collaboration and visibility, not around delays while seals or entire boxes are being scanned.

Outside the scope of this article are political impediments that have prevented agencies from cooperating within countries, never mind across borders.

SUBHEAD

Container inspections

Containers inspections at their point of loading could provide a big boost for web based applications in a data intensive business presently full of redundant forms rather than efficient information handoffs. 

Rob Quartel, a former Commissioner of the Federal Maritime Commission and presently CEO of FreightDesk.com, testified before a U.S. Senate Committee on Defense and offered the following: “…no container should be loaded on a ship or train or plane destined for the United States without having been profiled, screened, and if necessary physically inspected…” 

In conversations with Mr. Quartel, he talked about a data chain beginning with purchase orders, even before cargo is loaded into containers, with individual shippers and intermediaries providing required background information- even before a “supply chain” is created. 

The post-inspection electronic seals for containers already exist, effectively a “smart card” powered by a tiny battery resembling a conventional seal- affixed to the box and scanned, at appropriate intervals, by an external unit. Simple units will note that an incursion has taken place while sophisticated tags can record the time of an incursion and may even transmit an alarm. 

But the challenge will be easily integrating these devices into the today’s tightly honed supply chains. If done properly, powerful benefits of enhanced tracking and tracing may result. Seals can be dually purposed and capable of  acquiring dynamic location and status information then fed into supply chain applications. 

In spite of such unanticipated efficiencies, the supply chain is surely in for disruptive changes. Time will tell how trade is impacted and whether cargo is slowed down. 

At a recent Marine Log conference, a top US Customs official said that his agency, which opens some 2 percent of inbound boxes (based on credible information or tips), was committed to extending the borders outward. 

Recently, one large Western Canadian port was circulating a Press Release showcasing its non intrusive portable gamma ray machines for inspecting cargo, proudly proclaiming its status as the first among Canadian ports with the new generation of gear to pre-screen cargo bound for U.S. ports. 

SUBHEAD

Facilities and terminals

The USCG filing also delves into Security plans for ports, terminals, and offshore facilities, all of which will provide new market segments for alarms, surveillance and monitoring equipment, as well as identification and passkey systems, which only a few months ago would have been hot topics at a law enforcement convention. 

Cameras and radar facing the vessels’ sterns are specifically mentioned. Vendors in the law enforcement arena may already be selling into the maritime markets, and I would recommend they look closely at the findings from several recent workshops on Facility Security held in late January by the USCG in at its Washington DC headquarters. 

SUBHEAD

Who owns the ship?

Transparency, where previously hidden information is revealed, may be another byproduct of the new security emphasis and will have important impacts on the sacrosanct nature of vessel related information, beyond simply ship descriptions. 

Insights into vessel trading routes and into ultimate company owning structures are generally hard to gather. When in hand, they are very difficult to assimilate with data about particular cargoes or about people aboard, or behind shadowy brassplate companies. 

Yet, in general terms, actionable information sharing is the mandate set by the U.S.C.G. in their submission. 

At Marine Log’s Washington event, Mr. Clay Maitland of International Registries, a well known ship finance expert, described a scenario where entities hidden in complex shipowning structures would be clearly revealed, to law enforcers and to financial analysts, as shipowners.  

Other speakers described a brave new data schema of ship movement histories tied to cargo manifests tied joined at the other end to shipper profiles. When I interviewed FreightDesk’s Rob Quartel, he summed it up succinctly, “It is cheaper and less disruptive to inspect data, rather than cargo.”

Trendspotting readers  should note that IT Security is also creeping into the maritime agenda. IT Security was given paramount importance by attendees at the facility security workshop, and  in a chilling presentation at the Washington D.C. conference, where attendees got a scary glimpse into the potential damage to unsecured information systems. 

In the maritime context, it is clear that some of our networks may lack the security of land-side fortresses, and be ill-suited in an environment where more data sharing requirements are likely.
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Appendix- Web Address of U.S. Coast Guard Workshop Findings

Vessel Security          http://152.119.239.10/docimages/pdf76/153524_web.pdf 

Port Security          http://152.119.239.10/docimages/pdf76/153530_web.pdf
Facility Security     http://152.119.239.10/docimages/pdf76/153533_web.pdf
