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Bermuda – Legal Infra-structure in place to support E-Commerce Hub

Introduction
“The Internet is often perceived as being everywhere yet nowhere, as free floating as a cloud – but in fact it is subject to geography after all, and therefore to law” (The Economist Aug 11, 2001).

Technology, and the Internet in particular, has dramatically challenged and changed the traditional models of doing business and the legal paradigms that apply.  One of the great strengths of the Internet is its wide-open borders with no standards or regulation but when it comes to e-commerce, that strength could also be a weakness because there is less than perfect certainty in many countries as to whether a contract executed on-line will be honoured in the real world.  What happens in a transaction between two parties when one country recognizes an electronic contract or digital signature but the country of the other contracting party does not? What happens when the law of one country is very different from the law of another country on a significant issue? The lack of clarity brought about by different approaches to these issues by governments has had a negative effect on the development of B2B e-commerce.

To address the above-mentioned issues, Bermuda has taken significant legislative steps to provide businesses engaged in on-line cross-border transactions with an e-friendly but predictable and secure legal environment from which to operate by building upon its strong English common law traditions and innovative legislative approaches as exemplified in the passing of the very comprehensive Electronic Transactions Act 1999 (the ”Bermuda Act”) that facilitates cross-border business conducted on-line with businesses that have some substantial connection to Bermuda (either through a Bermuda entity or through  a foreign entity or a B2B Exchange that operates in or from Bermuda)

In addition, Bermuda’s sophisticated international business environment can provide to businesses, conducting  on-line cross-border trade through Bermuda,  a host of value-added on-line services such as trade and export credit insurance, trade financing, escrow services, settlement and on-line dispute resolution. These are a few of the initiatives that are developing in Bermuda to pave the way for Bermuda to become a credible B2B e-commerce hub.

Just as The Insurance Act 1978 of Bermuda laid the groundwork in Bermuda becoming a leader in the captive insurance and reinsurance fields, Bermuda has now cast its net in the area of e-commerce.  It is one of the few respected tax-neutral environments offering sophisticated telecommunications capability along with the necessary expertise and infrastructure to develop into a substantial B2B hub for cross border transactions because it adds significant legal, business and regulatory value to such transactions.

Shipping Industry Trends

In the shipping industry, Bermuda companies or other legal entities formed in Bermuda have been widely utilized in the area of ship ownership, registrations, chartering, leasing, financing and insurance because of Bermuda’s stable, predictable yet flexible regulatory environment coupled with value-added services available there in a jurisdiction that lacks any form of exchange controls, stamp duties or taxation on income or profits from such activities.  Presently, any on-line shipping transaction that avails itself of Bermuda law (through either a Bermuda company, B2B Exchange with servers in Bermuda or an entity that has a substantial connection to Bermuda) can get the benefit of Bermuda’s new e-commerce legislation.

As the international shipping industry goes on-line (as evidenced by the launch of the new on-line Baltic Exchange trading platform), Bermuda is also expanding its scope of services to address the on-line needs of this industry as well as other businesses making the transformation into the digital age.

Legal Situs 

Legal ‘situs’ or choice of law provisions in on-line contracts have continued to be a problem for cross-border e-commerce and in many cases the governing law of the contract may be a jurisdiction that does not grant legal certainty or validity to on-line contracts.  When a cross-border on-line contract does not specify a particular jurisdiction as the governing law, there may be instances when an on-line contract could be considered invalid because neither the jurisdiction of the buyer or the seller has legislation authorizing an electronic offer and acceptance or electronic signature. In addition, some jurisdictions may not have Certification Authorities in place to verify or authenticate digital or electronic records.

Cross-border on-line contracts, entered into by sellers or buyers operating from a Bermuda base or through a B2B Exchange with a physical presence in Bermuda,  that have Bermuda law as the governing law of the contract, can avail themselves of the laws of Bermuda and provide legal certainty and predictability to the cross-border transaction.

Legislative Initiative

The focus of this article is on the e-commerce legislative initiative in Bermuda that supports the development and growth of Bermuda as a global hub for cross-border e-commerce.

Many countries have been slow to pass appropriate legislation for e-commerce and some have done it piecemeal.  Bermuda has emerged as one of the leaders in the global e-commerce marketplace by passing The Electronic Transactions Act 1999 (the “Bermuda Act”).  The Bermuda Act also significantly conforms to the United Nations Commission on International Trade (‘UNCITRAL”) model law on e-commerce.

The Bermuda Act was not designed to regulate the Internet or to alter any existing legal rights or obligations.  Rather, it sought to remove existing legal impediments to e-commerce by allowing parties to satisfy the requirements of the law while using electronic communication.

The legal ambiguities that existed around the world previously in the e-commerce arena, which many analysts viewed as barriers to the development of secure on-line cross-border business, have been addressed and dealt with by the passing of the Bermuda Act and it is expected that many of the large global corporations will look to Bermuda once again for clarity and predictability when conducting on-line cross border business.

Scope of the Bermuda Act

The Bermuda Act accomplishes five objectives:

· It brings certainty to electronic contracts by expressly defining and authorizing the use of electronic records and electronic signatures, removing any doubt about their enforceability and admissibility under Bermuda law.

· It clarifies the legal rules relating to formation and validity of electronic contracts or transactions entered into electronically.

· It enhances the reliability and legal trust necessary to facilitate and promote e-commerce by creating a new category of ‘accredited certificate which is a digitally signed statement by a Certification Service Provider of a computer based record that provides independent confirmation of an attribute claimed by a person proffering a digital signature.

· It provides for the development of trusted third parties that can add to the legal trust and reliability of the Bermuda e-commerce environment by introducing the Certification Service Providers (also known as Certification Authorities) and intermediaries or e-commerce service providers; and providing for voluntary registration or accrediting systems for them with appropriate standards for their operation in Bermuda.

· It also links certain statutory limitations on liability of such Certification Service Providers, intermediaries and e-commerce service providers to the registration of such entities under the Bermuda Act.

Validity

The ultimate aim of any e-commerce law is to give legal recognition to electronic signatures and electronic records thereby ensuring that the use of an electronic signature on an electronic record will be treated in the same manner as a handwritten signature or written document.

The Bermuda Act provides that the use of information in an electronic form (whether an electronic signature, electronic document, statement, declaration of intention or electronic record) will not be invalid simply because it took place by means of an electronic communication.  However, any electronic transaction must still satisfy other existing legal requirements of general application depending on the subject matter.  

The Bermuda Act makes it abundantly clear when dealing with contracts that an offer and acceptance (unless otherwise agreed by the parties) may be expressed by means of an electronic record. The Bermuda Act also clarifies the admissibility of electronic records as evidence in legal proceedings provided regard shall be had to the reliability and integrity of, and manner in which, the record was generated, stored, maintained or communicated. The integrity of the record is ensured by the requirement that certain conditions be satisfied (namely, that information contained in the electronic record be accessible and capable of retention for subsequent reference and represents accurately that information).

The Bermuda Act does not in any way reduce the need for the application of other existing laws and complex rules about consideration, breach, title, security interests, fraud or any of the myriad other things addressed by other commercial and criminal laws in Bermuda.

Statutory Exemptions

Many countries (particularly common law jurisdictions) require certain transactions to be in writing in order to be valid.  In Bermuda, there will continue to be situations in which the use of written documents will be obligatory such as testamentary dispositions and conveyances of interest in real property, with the result that such transactions cannot be in electronic form.

Certification Service Providers (CSPs)

Persons who wish to transact with one another via computer networks and the Internet, will need a means of identifying each other and their electronic transactions.  One means of achieving this is to introduce a trusted third party into the bilateral relationship.  Such third parties are referred to under the Bermuda Act as ‘Certification Service Providers’ who are persons that issue certificates for the purpose of identifying or authenticating electronic signatures or electronic records. 

Whether it makes sense to require an accredited certificate in a given situation will generally depend upon the amount of the transaction, the mode of payment and the cost and delay associated with the use of an accredited certificate. Any communication in which the exchange of funds and goods is not immediate (as would occur in many cross-border transactions) creates a strong and continuing need for authentication or identification.

Because of the security risks associated with electronic commerce, it is increasingly understood that the CSP’s role in identifying and authenticating attributes of a transaction can contribute greatly to the transactional security that e-commerce so obviously lacks.  By allowing the CSP to identify and authenticate electronic signatures and records, the associated risks can be significantly reduced.

Voluntary Registration for CSPs

Unlike some countries that have taken a wait-and-see approach while others have  imposed a mandatory registration system on Certification Authorities, Bermuda has adopted a voluntary registration system.  CSPs in or outside of Bermuda are free to apply for registration on a voluntary basis but only those CSPs that have met the statutory standards (established by the Bermuda Act) and maintain those standards will be authorized and registered and the statutory limitations to liability will be linked to registration under the Bermuda Act.  

By introducing the voluntary registration system, CSPs who are unauthorized under the Bermuda Act may operate in Bermuda but may not issue accredited certificates under Bermuda law and do not get the benefits of the statutory limitations on liability accorded to registered CSPs.

Intermediaries and E-Commerce Service Providers

An intermediary under the Bermuda Act is a person who, on behalf of another person, sends receives or stores an electronic record or provides other services with respect to that electronic record.  An e-commerce service provider is a person who uses electronic means in providing goods, services or information.  Whether intermediaries or e-commerce service providers, the Bermuda Act prescribes standards and codes of conduct to which they must adhere.

Liability

It is essential for the growth of an e-commerce industry that the legal liability exposure of CSPs, intermediaries and e-commerce service providers be managed. A registered CSP is not liable for errors in the information where the information was provided by or on behalf of the person identified in the accredited certificate and where the provider can demonstrate that he has taken all reasonable practical measures to verify that information.  In addition, a registered CSP is not liable for damages arising from the use of the certificate where it indicates in the accredited certificate limits on the uses and makes those limits known to third parties. This is an attempt to provide a safe harbour for registered CSPs from certain consequential  liabilities.

The Bermuda Act also provides that an intermediary or e-commerce service provider is not subject to criminal or civil liability for third party material for which the intermediary merely provides access and has no actual knowledge that any information within the material gives rise to civil or criminal liability.  The Bermuda Act also makes it abundantly clear that intermediaries are not liable in contract, tort or other statute to any person on whose behalf the intermediary provides services (in respect of information in an electronic record) for any action the intermediary takes in good faith in exercising its powers conferred by the Act or as directed by the Responsible Minister.

Data Protection

The protection of personal data is an important element in developing business confidence in e-commerce.  The Bermuda Act imposes a voluntary registry system on data controllers and data processors and once such entities register under the Act, it imposes strict standards on them with respect to processing personal data whether or not such personal data originates in or outside of Bermuda.

Conclusion

The Bermuda Act sets the basic legislative framework for electronic commerce done through or in Bermuda by removing any legal impediments to the validity, admissibility and enforceability of electronic signatures and electronic records and establishing standards for the e-commerce professionals to operate within.  By addressing many of the ambiguities relating to conducting business on-line, the Bermuda Act has gone a long way to reinforce business and consumer confidence in e-commerce in Bermuda and has facilitated the move on the part of Bermuda in becoming an international hub for cross border e-commerce.

PAGE  
1
All Rights Reserved Copyright September 2001


