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Container security
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There are plenty of technologies to help improve security of container transport. Barry Parker explores them 

BODY

In early June, the movie “Sum of All Fears”, adopted from a Tom Clancy book, opened in cinemas throughout the U.S, a week before President Bush’s speech proposing the creation of a Homeland Security Department at Cabinet level.  

The subject matter of the film was a nuclear bomb, smuggled inside a box container bound for the Port of Baltimore, an hour from Washington, DC.

But container security has been a front-page topic long before the trailers for the movie began appearing in US theatres. 

As “The Sum of All Fears” was in production last October, Mr. Amir Farid Rizk, an Al Qaeda terrorist bound for Halifax, Canada with fraudulent airline ID cards, was hauled out of a container at Gaio Tauro, Italy and arrested by local authorities.  

While the flick was still in the cutting room this March, the Transportation Security Administration announced its intention to award $93m of grants for Port Security, with grant requests for container inspection hardware featuring prominently in the $700m mélange of applications. 

As the movie was being publicized in the trade press, Senator Charles Schumer (D-NY) was sponsoring a bill, S2426, in the Senate that would mandate inspection of 10 % of containers coming into the US, but would also provide annual grants of $50 million for developing technological solutions for inspecting containers and detecting nuclear materials inside boxes coming across the docks.

SUBHEAD

Container seals

Senator Schumer’s bill, which could work its way into the regulations eventually adapted, calls for some portion of $50 million annual grants to go towards  “improved tags and seals designed for use on shipping containers to track the transportation of the merchandise in such containers.”

This includes `smart sensors' that are able to track a container throughout its entire supply chain, detect hazardous and radioactive materials within that container, and transmit such information to the appropriate authorities at a remote location.” 

This bill is likely to be merged into other legislation, the “Hollings Bill”, which was passed by the U.S. Senate late last year. 

Senator Schumer’s bill hit the Senate floor the same week in April as a US paper submitted to the IMO’s Maritime Safety Committee on container security posited,  “The U.S. recognizes that the ultimate end state for container seals are active electronic seals capable storing and transmitting sufficient amounts of data for all shipping needs…. All container seals, whether mechanical or electronic, must provide the necessary level of security while allowing for smooth facilitation of commerce.” 

Container seals must be broken in order to open the container. Basic container seals, costing about 20 cents, can prove that a container has not been opened in transit, if the seal has the same code number when the container arrives as it did when it was sent, and if the seal is not broken. 

They do not tell exactly when the container seal was broken though (it may have been opened by customs). More sophisticated seals have small chips which record this information so it can be read later. 

The IMO will continue to work through potential specifications for electronic seals during the summer, but the U.S. points to an emerging International Standards Organization (ISO) standard, 18185, that could be effective as early as December 2002.
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US Government technical initatives 

For several years, the U.S. Department of Transportation (USDOT) has been testing electronic container seals (E-seals) that can transmit visibility information (i.e. it can be scanned by a handheld or fixed reader) and security information, i.e. noting that a seal has been “broken”. 

In June, Secretary Minetta announced that the USDOT’s Intelligent Transportation Systems (ITS) successful test of E-Seals on shipments of auto parts from Japan, into a U.S. entry port. 

The USDOT Press Release, issued the day before President Bush’s speech, says “ITS operational tests are the first steps in a long-term program leading to the development and installation of a nationwide container security system.”  

The participation of Maersk (a maritime IT leader) and Westwood Shipping (a niche carrier, but forward IT thinker) adds to the credibility of this initiative but it is worrisome that the USDOT and U.S. Customs (also cooperating on the tests) are staring into the black hole of an unprecedented Government reorganization. 

The choice of wording from the Press Release reveals intent to tackle at least the US nodes of a business network spanning the entire world.
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Paying for seals 

A cool technology, even if fueled by buckets of research funding, does not instantly become ubiquitous. Intelligent transportation costs money, and it is not clear who will pay for the hardware, estimated to cost around $100 per smart seal, or roughly 5 percent of the cost of a typical container plus various readers and interrogation devices. 

Carriers trying to package security as “value added” may be able to recoup the cost of such investment if the cost can be passed on to customers who can calculate tangible benefits in their own supply chains. 

Likewise, the carriers themselves may see benefits of improved asset utilization, and be willing to absorb some of the costs. In the words of All Set’s Bohman, "The prime driver for the shipping lines outfitting all their containers with tags, would be cost reduction not regulations"  
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Strategic Council for Security Technology

At the same time that S2426 was being introduced in Washington, a group called the Intelligent Transportation Systems Association (ITSA) was meeting in Long Beach, California. 

The organization describes ITSA as being  “comprised of a number of technologies, including information processing, communications, control, and electronics.” The theme is that “joining these technologies to our transportation system will save lives, save time, and save money.” 

At the ITSA Long Beach conference, an important new initiative was announced, the formation of the “Strategic Council for Security Technology” (SCST). 

Spearheading the group is California based Savi Technology, with a strong competence in Radio Frequency ID (RFID) tagging, including the Total Asset Visibility Network, a tracking system done for the US Department of Defense.

The Strategic Council for Security Technology, with Savi in the lead, has a distinguished pedigree, under the command of a retired General who headed the U.S. Army Material Command (responsible for moving everything from bullets to helicopters to US soldiers in 149 countries), a former U.S. Customs commissioner, senior executives from P&O Ports, Hutchinson Ports, and the PSA (Port of Singapore). 

Lance Trebesch, Savi’s vice president for security and productivity solutions at Savi, describes two studies underway at the SCST, including one due for release this July which will demonstrate that a more efficient logistics chain is one byproduct of better security program.  

Mr Trebesch says that the studies have focused on big multinational shippers, and he says that carriers are now looking at security as a way to improve the value offered. In his view, the carriers, rather than looking merely at the cost of added security, are looking for ways to package and sell service around it.

Savi’s ties to the SCST, with access to big box throughputs, offer the potential to quickly move from tests to real implementation. 

The SCST, which Trebesch describes as “an informal group”, will be meeting in late June in Washington, D.C. A second study, which “leverages the members of the council”, is looking at best practices leading to supply chain efficiency   
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Savi systems 

Savi, with a tagline of “Powering the Smart Supply Chain”, is well positioned to advance container security by making it an integral part of the supply chain.  Savi has developed an RFID product called “Smart Seal”, which includes Savi’s tags and interrogation devices (readers). 

Savi products revolve around something called “Smart Chain”, a middleware platform that takes data from local devices (for example, an RF tag, a GPS unit, or even a bar code) from Savi or from others, aggregates the data, and then allows for web based event management. 

Two customer interfaces, the “Logistics Portal” and the “Asset Management”, enabling collaboration (data from various sources) and real time monitoring, for shippers and carriers respectively, sit on top of the Smart Chain. 

The outward facing applications were not part of Savi’s original products suite.  Mr Trebesch explains that Smart Chain customers, seeking an environment to share data coming out of the middleware system, actually encouraged Savi to offer the Logistics Portal.  

This technology can provide an alarm, in real time, if someone is tampering with a seal. Very importantly, “Smart Seals” have the capability to read and transmit security related data, from other devices, into the middleware- think about a sensor inside a container measuring radiation being fed to a Port State monitoring agency, for example. 

Event driven notifications, long a hallmark of supply chain systems, are now particularly applicable to security. 
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CommerceEvents.com

One company emerging in this space, CommerceEvents.com, has also done work for the US Department of Defense and is worth a further look. 

Its chairman, Anand Das, a California-based veteran of systems integrating software company BEA Systems, stresses the importance of RFID tags and suggests that the supply chains are becoming increasingly “event driven, rather than batch driven..” 

When asked how his company’s software differed from that of others, he pointed to a need for applications that can create immediate actionable analytics from the myriads of real time data spewing out of supply chain management software. 

Mr. Das also emphasized the importance of being able to read tags from all vendors, contrasted with the proprietary systems approach of other vendors. 

CommerceEvents’ “tag-nostic” software is compatible with the tiny and inexpensive Mu chip, coming out of Hitachi, and tags from Texas Instruments. Mr. Das, who is allied with leading experts in terminal planning, says, “Our software provides multiple levels of security while burning information into the tags and reading information from tags.”
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All Set Marine

Yet another set of hardware and software solutions is being promoted by a Swedish group, All Set Marine, veterans in cargo securing equipment who early in 2002 acquired a spin-off from Ericcson, Eritrack, that evolved from an EU funded research project. 

The venture, new renamed ALL Track, takes a slightly different approach, with small very low power transmitter tags (contrasted with passive RFID tags embedded with information) on containers, transmitting to a reader, which includes a GPS unit and a communication module for sending data onward to a local server. 

The server, in turn, can then be tied to a wider network, say on a ship or at a stacking yard.  The tags, holding information about the container and its contents, can be integrated with other sensors, for example to security applications such as a motion detector inside a container, a door sensor, or a device noting a change on the status on an electronic seal. 

On a vessel with thousands of boxes, a link to the vessel’s server and then on to the ship’s Inmarsat communication system, would go way beyond “event driven” environments, enabling the precise position and status of boxes to be accessible to supply chain, cargo quality systems, and, now, to security applications, including those handled by remote monitoring. 

The CEO, Mr. Karl Bohman, offers a very powerful sales pitch, "Our combined tracking and monitoring system meets, or exceeds, the upcoming US law requirements on container integrity, but more important, it saves money for the shipping companies in their operation!"
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International Standards Organisation

As noted earlier, the ISO, which has played an integral role in, well, the standardization, of cargo containers (and just about everything that goes in them) over the years, has also been working the problem. 

According to the U.S. paper submitted to the IMO Intersessional Meeting, this past January, the ISO is conducting a pilot project to develop a standard for an electronic seal that would identify the person sealing the container, and would support an alarm if someone tampers with a container in a terminal. 

The ISO indicates that two programs are underway: a project, in its early stages, on automatic identification of the container using a permanent but rewritable tag (similar to the All Set approach) and the ISO #18185 effort, in a more advanced stage, concerning radio frequency communications from intelligent electronic seals, allowing for remote monitoring.

