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Controlling vessel traffic 
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Our New York correspondent Barry Parker explains how the US might monitor and control vessel traffic coming towards its coastline
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With the maritime industry’s attention squarely focused on security, analysts have looked towards the military for clues as to future demands that may be put upon the hardware (and software) budgets for commercial shipping companies. 

Frequently, we see attempts to repurpose applications from the aircraft industry to shipping.  

Last month’s Digital Ship looked at how emerging technologies aboard vessels could become a force multiplier for the steps recommended in Part B of the ISPS Code. 

What’s at the confluence of the assaults from the military and aviation sectors? 

A number of serious thinkers in the U.S. Navy and the US Coast Guard (USCG) have been suggesting that maritime security policy makers need to borrow a page from the North American Air Defense Command, or NORAD. 

NORAD is best line for its early systems for tracking all flights inbound to North America and then interrogating the flights as they crossed particular geographic boundaries on the air chart. 

The Chief of US Naval Operations, Admiral Vern Clark, has referred to the need for a “Maritime NORAD” in speeches over the past year, including in early February 2004,  the same day that President Bush was trumpeting port security efforts. 

After the end of the Cold War and less of a need to track inbound Russian bombers, NORAD, a joint US and Canadian initiative, become best known for tracking Santa Claus on December 24th of each year. 

NORAD was repurposed for tracking drug smugglers, and, after 9-11, for response to aviation threats over the North American continent, always comprising the outer skin of a layered defense system with inner layers of radar and camera surveillance.

Much of the critical thinking on the subject has come out of the Naval War College in Newport RI, and in particular from Guy Thomas, a retired Navy Commander who is now a research fellow, studying command and control systems along with computers and surveillance, and designing war games. (See internet link below to a paper by Commander Thomas).

Admiral James Loy, now a high ranking Deputy to Homeland Security Czar Tom Ridge, also embraced the “Maritime Norad” concept, while he was Coast Guard Commandant.

Key operational features of the concept include transponder capabilities, or “Identification Friend or Foe” (IFF) in the military parlance, linked digitally to  pre filed electronic “float plans”. 

The concept also includes a landside infrastructure for message routing and fusing vessel location data into intelligence databases.  

Many vessels already have the onboard equipment that could provide the IFF functionality, with a strong emphasis on “I” for identification. 
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Float plan

The “float plan” idea, where vessels provide information about the ship, its plans, history and cargo, bringing together strands from safety and security, is far from fanciful. 

At recent conferences, a well known shipowner with a demonstrable track record of investing in quality, Mr. Basil Papachristidis, has explicitly linked safe practices with better traffic control. 

The concept includes a landside infrastructure for message routing and fusing vessel location data into intelligence databases. 

The float plan concept has moved beyond the 96 hour notices now required for SOLAS vessels entering U.S. ports. 

Extrapolating from Commander Thomas’s approach, existing  routing specialists and ship tracking providers producing passage plans for shipowners could easily forward them to a maritime intelligence coordination center. 

Vessels could be required to file a “float plan” before arriving within 1000 miles of the US Coast, or 24 hours prior to departure if the departure port is under 1000 miles from the coast. 

The float plan can include lists of crew and passengers onboard, Maritime Mobile Service Identifiers on the ship, cargo description, last departure point, destination, estimated time of arrival, estimated time of arrival at a point say 50 miles from the coast of the US.

The vessel could be required to transmit position every hour when within a certain distance from the US, then 4 times an hour within another closer distance. Vessels not complying can be detained for a minimum of 24 hours at the limits of US terroritorial waters. (Note – some of these ideas were based on a paper presented by Guy Thomas see reference below)
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Taking shape

Elements of the NORAD capability are already taking shape. 

Manifests being forwarded through commercial AMS providers to the U.S. Customs and Border Protection Agency (CBP), 24 hours prior to vessel sailing. Vessels must submit  notices of arrival 96 hours in advance of their anticipated arrival at U.S. ports. 

During May, the USCG and CBP are expected to be harmonizing and fusing the NOA Form, and the crew / passenger lists submitted through the Advanced Passenger Information System (which arriving airliners have been using, now, on a mandatory basis).  
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Existing technology

So, how easy is it, using onboard hardware, to comply with these new requirements?  Michael Johnson, President of Houston based Management Systems Consulting LLC, who specializes in extending ABS and AMOS packages for leading owners. 

Mr Johnson commented: "...we have a number of clients where we have automated the sending of various vessel data ashore as it is generated, including ETA and location (via a serial GPS feed). 

With the state of technology the way it is today, we can quite simply access the underlying mail system and serial feeds from the various GPS manufacturers to perform these needed functions, thus making compliance with sending of these documents almost trivial."
In the Maritime NORAD scheme, the float plans would be tied to IFF transponders with a long range capability. 

In the commercial aviation world, a protocol known as “Mode S” enables transponders to provide positions and identify the individual aircraft. Bigger planes also must have separate collision avoidance equipment aboard.  

To provide maritime IFF equivalencies, there are a number of alternatives, many of which have been presented in The Digital Ship over the past few months. 

The key identifier in the NORAD scheme is what Commander Thomas calls an “electronic license plate”- the Maritime Mobile Service Identifier (MMSI), a unique digital identifier for vessel-borne transmitters, assigned by the International Telecommunication Union. 

Onboard devices which can transmit the Inmarsat equipment, with worldwide coverage, is an obvious choice. 

Successful polling and reporting of vessel positions occurs with variants of Inmarsat C and D+, which can easily transmit back the maritime equivalent of the aeronautical “squawk code”.  

Mr. Thomas’s paper also mentions the potential for the Orbcomm system and several satellite systems (GlobalStar, Iridium) and  onboard vendors (Comtech Mobile and Boatracs) can potentially fit the requirements. 

Anyone who can spell A-I-S or V-T-I-S  knows about the ongoing debate on the value of AIS as a security device, versus its original collision avoidance and safety purpose. 

Accordingly, the Thomas paper takes a dim view of near-term prospects for AIS as the provider of the IFF capability, noting that no satellites presently in orbit can receive the AIS signals. 

For readers with a political bent, we could take it outside and argue about the consequences of maritime security butting up against national sovereignty. 

The U.S. Embassy in Malaysia was quick to quench reactions to the remarks of Admiral Thomas Fargo in early April, regarding possible deployment of US forces in the Straits of Malacca. 

However, the new political ground has already been broken as the US has set the agenda for a new international maritime security regime, pushing the IMO to implement the ISPS and SOLAS amendments in record time.  

REFERENCE see Naval War College Review, Autumn 2003, http://www.nwc.navy.mil/press/Review/2003/Autumn/rd1-a03.htm, A MARITIME TRAFFIC-TRACKING SYSTEM CORNERSTONE OF MARITIME HOMELAND DEFENSE

