Review Draft

Automating Security:

A Rationale for Electronic Cargo Seals

Transportation Secretary Norman Mineta and Customs Commissioner Robert Bonner brought electronic cargo seals into the cargo security discussion last fall when both spoke favorably about the devices.  A debate continues on e-seals, pro and con.  This article sifts the arguments, suggests a rationale for e-seals, and recommends a way to move forward.

A worthwhile discussion of e-seals must begin with the big picture.  There are three immutable requirements for a secure intermodal freight system and one crosscutting theme.  The requirements are: assured integrity of conveyance loading and documentation; significantly reduced risk of tampering in transit; and accurate, complete, timely, and protected information about shipments.  The crosscutting theme is efficiency.  If supply chain management and logistics are to remain the engines of prosperity they have been for the past two decades, then freight system security must support productivity. 

A successful security regime must be a complex tapestry woven of threads from each security requirement and the efficiency theme.  E-seals could add to the tapestry, but would not dominate it.  Successful e-seals would help reduce tampering risks and improve the quality of shipment-related data.

The potential value of e-seals begins in the limitations of manual cargo seals.  The two essential functions of any seal are to provide an indicative telltale for tampering and to facilitate creation of an effective audit trail for a shipment's chain of custody.  An optional function is to provide a lock-like barrier to entry.  The first graphic shows examples of manual seals.

Well-designed manual seals made of quality materials are a starting point for good security--necessary, but not sufficient.  Manual seal limitations are due less to the seal shortcomings than to inadequate business practices and discipline.  As someone put it, “a bad seal in a good process is better than a good seal in a bad process.” Anecdotes abound about poor, incomplete, and dishonest seal processes.  Even if an import shipment arrives at the end of a complex move with complete documentation that the seal was verified at each handoff, the only certainty would be that there is a manifest with signatures, stamps, or initials, not that the any seal inspections were done or done correctly.

Another limitation of manual seals is economic and operational.  While the seals are inexpensive-- high security bolt seals are usually well under $1 and indicative seals are much less--the manual verification process takes time and effort.  If the process captures erroneous data, avoidable costs may be incurred to investigate and correct the error.

E-seals marry manual seal elements with electronic components to measure seal integrity, store data, and provide communications. Some designs use infrared signals and others use direct contact communications technologies, but radio frequency identification (RFID) is the most common choice. Most e-seal designs automate the essential functions of seal checking and reporting in order to remove human intervention.  The second graphic shows examples of RFID e-seals.

E-seal designers may add other capabilities, the simplest being an internal clock and sufficient memory to log the time of tamper and other events, gathering data for incident investigation and pattern analyses.  Another enhanced capability would use GPS-like tools to capture the location of events.  A third enhancement--although for the security system rather than the seal--is combining e-seal readers with weapons of mass destruction (WMD) and contraband sensors on container cranes and other infrastructure.  A more sophisticated version would add data inputs to the seal for container-mounted WMD or intrusion sensors, with the e-seal acting as a communications port for the sensors.  The highest capability would be "mayday," a seal's capacity to recognize an unacceptable condition and report its identity, location, and condition.  Mayday capability on the seal, of course, requires robust central data management capabilities.     

There are four major issues connected to electronic seals: efficacy, reusability, inspection strategy, and affordability.  

Skeptics argue that electronic seals are defeatable and that they will inspire false confidence.  The first point is valid but incomplete.  All security devices are defeatable, especially in isolation, if a skilled attacker has the time, resources, and motivation.  E-seals would make sense only as a thread in the cargo security fabric, adding a layer of detection, protection, and data capture.  The point about false confidence reflects a valid concern.  Technologists, security professionals, and analysts must manage the expectations of senior executives and political leaders: e-seals are not a silver bullet, and policy-makers who want to believe that they are will be sorely disappointed.

Electronic seals have not been proven in widespread use, especially in marine environments.  Although most physical seal components and some of the electronics platforms are field-tested, the integrated products are not.  That means we should expect typical early life cycle problems as much with business practices as with the devices.  It also means that it is fair to expect significant learning curve, engineering, and performance improvements over time.

E-seal vendors and users may adopt single-use disposable seals, portable reusable seals, or permanently installed reusable seals.  Disposability implies lower purchase price, higher cost per-use, and operational simplicity for carriers.  It also implies less robust devices.  Portable reusable seals have higher prices but, if recycling is managed well, they should have significantly lower cost per use.  Permanent installation of security devices should extend the device life, further lower cost per use, and simplify carrier operations.  Front-end capital costs for permanent installations would be more manageable for special purpose containers in dedicated service than they would be for general-purpose containers.  If e-seals are successful, usage is likely to evolve over time from disposable and portable reusable designs to permanent installations, good for the life of the container.

The strategy of some e-seal system designs is to reinforce manual seal processes, but most designs replace manual processes.  Vendors of very short range or contact devices, such as memory button-based seals, argue that human involvement is essential to effective security and that contact technologies can force checkers to pay attention to the physical condition of the seals.  Proponents of longer-range devices could counter that "you can lead a horse to water, but you cannot force someone to check a seal."  Their priority is to automate both seal checking and data collection, taking people out of the loop.  Their approach reflects the most powerful long-term trend in freight identification technologies: to increase data accuracy, completeness, and timeliness while lowering costs with event-driven source data automation.

Affordability of e-seals is a valid concern, and not a simple issue.  It is complex because affordability is intimately tied up with a question beyond the scope of this article, "who pays for security?"  Further, national security benefits do not translate smoothly into corporate investment analyses.  Taking the narrowest focus, no e-seal would be affordable to a margin-constrained carrier that cannot recover even the cost of manual seals from shippers.  However, e-seals may be affordable if the focus is a broad discussion of benefits and costs related to carrier viability, trade promotion, and security. 

It seems likely that the prices for container-oriented e-seals will range from under $5 to $4000.  Of the products that are closest to the market, disposable e-seals in meaningful volumes should range from under $10 to about $20.  Reusable seals should range between $35 and $300, with per-use costs depending on life cycle assumptions.  These prices come from the author’s discussions and correspondence with nearly two dozen vendors and developers.

Affordability should consider more than security.  Most e-seals can be used as tracking and management tools to improve supply chain operations.  In other words, the right seal technologies, properly used, would be enablers of better efficiency, effectiveness, and customer service.  Since those seals can foster the crosscutting goal of more productivity, this should be factored into discussions of affordability.

Better technology is possible, but we need to act now.  A "smart container" could provide significantly greater cargo security than electronic seals.  For example, it would integrate on-board intrusion and WMD sensors with global communications and mayday capabilities.  Small, rugged, low-cost devices would draw very little power from long-life batteries.  Those devices would be built into containers at the time of manufacture, designed to last the life of the container but permitting simple, inexpensive maintenance.  They would feed a stream of bits and bytes to robust data management centers for sifting and exception management.  

Cost-effective smart containers may be most of a dangerous decade away from widespread use.  In the meantime, freight system vulnerability puts many values at risk, including lives, port and urban infrastructures, trade, public confidence, and prosperity.  It is prudent to take all practical and cost-effective steps to reduce those risks.  In addition, if a major incident shuts down trade, we need "reset buttons" to facilitate rapid return to active commerce.

In this broader context, electronic seals seem to make sense in three ways.  They can contribute to a layered systems security architecture.  They may reduce near- to mid-term risks as a bridge to smart containers in the future.  Finally, they can help improve supply chain productivity and effectiveness.  

Since e-seals are unproven in widespread use, we need active and aggressive field demonstrations and pilots.  Operation Safe Commerce and the Safe and Secure Tradelanes initiative are complementary examples of such demonstrations.  We need to accelerate new product learning curves, expect and profit from breakdowns, highlight solutions that work, and speed their deployment.  If we pursue electronic cargo seals intelligently, it is likely that they can enhance the security tapestry, adding threads of efficiency to a fabric of security.
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Graphics:  There are two PowerPoint slides in a separate file with color photos.  The first is examples of manual seals, and the second is examples of RFID electronic seals.  Questions: do I need to list the sources of the photos, or manufacturers of the manual seals as I do for the electronic seals?  
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