MAIN HEAD

IMO’s security measures

DECK HEAD

Following the IMO’s security Diplomatic Conference in London in December 9-13, information technology requirements for ships have changed, including amendments to SOLAS, with a new regime starting in July 2004 

BODY

The new regulations will be deemed to have been accepted by Jan 1, 2004, unless over a third of contacting governments, or contracting governments with merchant fleets with over 50 per cent of the world’s merchant tonnage, notify their objections. They then come into force on July 1 2004 with no other possibility for extension of the implementation dates.

The IMO will develop training guidance, such as model courses for ship, company and port security officers; performance standards for ship security alarms; performance standards and guidelines for long range ship identification and tracking systems; guidelines on control on ships; guidelines on “recognised security organisations”, and adopt them before July 1, 2004. 

A new timetable has been written for Automatic Identification Systems (AIS). All ships, other than passenger ships and tankers, of between 300 gt and 50,000 gt, are required to fit AIS not later than the first safety equipment survey after July 1, or by December 31 2004, whichever is earlier. 

As per previously existing regulations, passenger and tanker ships must install AIS by July 1, 2003. 

Ships must keep AIS in operation at all times, “except where international agreements, rules or standards provide for the protection of navigational information.”

Minimum standards for weather routing have been developed; this is expanded further on page 2 CHECK THIS CHECK THIS.

Ships identification numbers must be permanently marked in a visible place on the ship’s hull or superstructure. Passenger ships should carry the marking on a horizontal surface visible from the air. Ships should be marked with their ID numbers internally. 

Ships must be issued with a Continuous Synopsis Record (CSR), which provides an onboard record of the ship’s history, issued by the flag state administration. It contains information about the name of the ship, its flag, date it was registered with the state, the ID number, port where the ship is registered, name of registered owners and their registered address. 

The master is allowed to exercise his professional judgement over decisions necessary to maintain the security of the ship, and cannot be overruled by the shipping company, charterer, or any other person. 

Ships must be fitted with a ship security alert system, under a strict timetable which sees most vessels fitted by 2004 and the remainder by 2006. 

When activated, the ship security alert will initiate and transmit a ship-shore security alert to a competent authority designated by the flag state administration, identifying the ship, its location and indicating that the security of ship is under threat or has been compromised. It will not raise any alarm onboard. The system can be activated from navigation bridge and in at least one other location. 

The International Labour Organisation is invited to continue development of a Seafarers Identity Document, which will include a document for professional purposes, a verifiable security document and a certification information document. 

Re long range ship identification and tracking, a resolution notes that this is a measure which fully contributes to enhancement of maritime and coastal states security, and Inmarsat –C polling is an appropriate communications system for this. 

Governments are urged to take in high priority action to start implementing long-range identification and tracking of ships; governments are “invited” to encourage ships flying their flag to “take the necessary measures so that they are prepared to respond automatically to Inmarsat C polling, or to other available systems.”

Governments are asked to consider all aspects related to introduction of long range identification and tracking of ships, including its potential for misuse as an aid to ship targeting and necessity to keep the information confidential. 

Governments are urged to provide protection to seafarers and make sure they can obtain show leave, when implementing these provisions. Governments, IMO members stats and organisations with IMO consultative status are asked to report instances where the human element has been adversely impacted by implementing the code. 

Under SOLAS Chapter XII (additional safety measures for bulk carriers), bulk carriers must be fitted with high-level alarms and level monitoring systems, in order to detect water ingress, by July 1 2004, regardless of the construction Date. 

SUBHEAD

ISPS Code

The most far reaching amendment to the 1974 SOLAS Convention was the International Ship and Port Facility Security Code, which has detailed security requirements for governments, port authorities and shipping companies (Part A), with guidelines as to how to meet the requirements (Part B). A series of resolutions were also adopted to add weight to the amendments, encourage the application of the measures to ships and port facilities not covered by the Code and pave way for future work. 

Fundamentally the Code requires that assessments are made of the different risks and which security measures are appropriate. The Code provides a framework for evaluating the risk.

Port security assessments are made by governments, identifying assets and infrastructures which are crucial to the port facility, or could cause loss of life of damage to the environment or port economy if damaged. Then threats to these assets are identified. Security risk is a function of the threat of an attack, the vulnerability of a target and consequences of an attack. 

This shows which security measures are necessary to ensure that the ship always operates at security level 1, with additional measures the facility can take if asked to move to level 2 and 3.

Port authorities can ask ships for information about the ship, its cargo, passengers and ship’s personnel, and have the right to deny a ship entry. 

Minimum security requirements have been written for ships. These include ship security plans, ship security officers, company security officers and certain onboard equipment. For port facilities, this includes port facility security plans, port facility security offices and certain security equipment. 

Requirements for both ships and port facilities including monitoring and controlling access, monitoring the activities of people and cargo, and ensuring that security communications are readily available. 

The method by which ships meet the specific requirements of the code, and approval, will be given by the government or flag state administration. Ships will be subject to survey, verification and control to ensure that security measures are implemented. Port facilities will be required to report security related information to the government concerned. Governments will submit a list of port security plans to IMO. 

Ships will have to carry an International Ship Security Certificate showing they comply with the requirements. When the ship makes a port call, the government concerned can exercise various control and compliance measures. 

Governments will set security levels for ports and ships, of 1, 2 and 3 (normal, medium and high threat situation). Ship security plans indicate what operational and physical security measures the ship will take to ensure it always operates at level 1, and what additional measures it will take if asked to move to level 2 or 3. 

Shipping companies are required to designate a company security officer, with responsibility for ensuring that a ship security assessment is carried out and ship security plans are prepared and submitted for approval and placed onboard the ship. 

SUBHEAD

Piracy reports 

MSC noted that reported acts of piracy and armed robbery at sea had increased by 20 per cent. 315 incidents were reported in the first 10 months of 2002, compared to 263 in the first ten months of 2001. 

Between Jan 1 and Oct 31, 2002, 12 ships were hijacked and 8 ships had gone missing, with areas most affected (with over 5 incidents) being the South China Sea, Malacca Strait, the Indian Ocean, Caribbean, South America and West and East Africa. Most attacks were reported to have taken place in territorial waters, whilst ships were at anchor or berthed. 

In many reports, crew had been violently attacked by groups of 5-10 people with knives or guns. 

During the period, 4 passengers and one crew member of the ships involved had been killed, 2 crew members and 4 entire crew had been reported missing, and 71 crewmembers and 12 passengers had been wounded. 

The Maritime Safety Committee urged all governments and the industry to intensify efforts to eradicate these acts. 

IMO is holding an anti-piracy project, with a number of regional seminars and workshops being attended by government representatives in piracy infected areas. A number of evaluation and assessment missions had been made to Jakarta, Indonesia, Singapore, Guayaquil, Ecuador, Accra and Ghana. 

PAGE  
4

