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The US Government and shipping lines 

DECK HEAD

Barry Parker interprets the pressure the US Government is putting on shipping lines and guides us through the different US initiatives 

BODY

Carriers are breathing an ill-advised sigh of relief. 

Last year, the entire supply chain was buzzing about container security. Now, the topic has seemingly dropped below the ambient noise level. 

Shipowners typically hope that the topic, not addressed directly in the ISPS, will simply go away.

It won’t- in fact, the regulators on one side and private interests, on the other side, are competing on a battlefield where carriers will be caught up in the big charge. Put your earmuffs on, boys. 

Shipping lines cannot count on the incompetence of governments, or bureaucratic inertia, to shield them from remarkable changes in how supply chains and information underpinning them, will be managed. 

In spite of the deafening silence of the past few months, in contrast to all the hype of 2002, activity has been fast and furious. 

The U.S. continues to be at the epicenter of both worldwide cargo flows and press releases- now describing actual implementations, rather than grand plans.
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Which technology? 

The Maritime Transportation Security Act (MTSA), passed in the waning November days of 2002, talks about secure transportation systems, and authorizes research into several technologies- including some enabling containers to be tracked throughout the supply chain. 

It does not mandate any one particular vendor, or type of container seal or radiation detector. 

For vendors with workable solutions, the Government’s inability to endorse any product has been problematic, along with delays. 

Since 9-11, concepts of democracy have clashed head-on with concepts of security on numerous fronts. 

Consider the security of containerized cargo shipments.

If governments are too slow to move, how then can technologies find their way to the top of the lane as they jockey for the league leadership? 

Private industry (read “tech vendors”) can take their chances in a competitive arena, where their particular type of widget simply not chosen, or deployed in an environment conducive for failure. 
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US Government overspending

Meantime, around the U.S. Capitol, the words “indecision” and “unfunded mandate”, describing how the Department of Homeland Security has handled port security, have replaced “electronic seal” as the phrase de jure at conferences and symposia. 

Politicians were in a high stakes battle over funding for security improvements.

Admiral Loy of the Transportation Security Administration (TSA), having overspent by about $1 Billion, hinted that Operation Safe Commerce (OSC) was about to fall into the funding abyss in the scramble to pay for expenditures. 

Senators from South Carolina all the way up to Washington State were fuming, closing their eyes and dreaming of funding for local projects in a big queue- kind of like what happens when container scanning does not proceed at a brisk pace. 
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Operation Safe Commerce

The US Government’s Operation Safe Commerce (OSC) initiative is very much about container security- with the idea of monitoring at all stages of the supply chain.

Reportedly, the interagency steering team has chosen projects set to be awarded in June.  

Oh, did you hear the joke about those container trailers that were unattended while the drivers were sipping their coffee? 

Well, the TSA clearly did not, because the OSC awards are reportedly going to focus on technology without the requisite but more brain-intensive vulnerability analysis of the supply chains. 

Dr. Stephen Flynn, the original moving force behind OSC, is on the sidelines, reportedly in the final stages of a “tell all” book, detailing the soft underbelly of maritime security and exhorting the US Congress to allocate funding to address the many vulnerabilities. 

Meanwhile, the funding decisions are based on political weight, a systemic problem inherent in Government formulated programs. 

Supply chains that will be examined include linkages three ports- Seattle/Tacoma, Los Angeles/ Long Beach, and New York/ New Jersey, with guidelines offering rigid criteria for submitting a chain for consideration. 
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Smart and Secure Tradelanes

As an alternative, in a New Age strategy- technology suppliers can simply create their own testbed, be their own catalyst.

Irrespective of how the hardware and software perform, I give the Strategic Council for Security Technology (SCST) guys an “A+” for marketing savvy. 

In the 2003 battle of the dueling supply chains, these private supply chains- run by retired generals and infused with tracking devices proven in the military supply logistics, have been outflanking the U.S. government projects- typically run by bureaucrats and consultants. 

The private sector supply chain evaluation is faring much better, after having learned the meaning of interoperability. 

The very savvy star studded Strategic Council on Security Technology is making inroads with its Smart and Secure Tradelanes (SST) project, recently bagging the International Organization for Standardization  (the ISO) as a partner in their efforts. 
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The ISO and SST

The ISO (without whom we would not have standardized 20 and 40 foot boxes) had been working on a parallel track with its own container security project- leading toward presentation at the IMO, and can now benefit from the global infrastructure (some parts physical, some parts virtual) under construction at SST. 

Organizations, and even IMO contracting States in the ISO, can now see standards deployed in real terminals participating in SST. 

Consider the ISO is composed of private organizations, but “…many of its member institutes are part of the governmental structure of their countries, or are mandated by their government…” [source ISO website] effectively fueling this great end run around the slowness of the U.S. Government, and the plodding  IMO, for that matter.

The SST initiative includes terminals run by mega-operators Hutchinson Ports, P & O Ports, and Stevedoring Services of America (SSA) which are well positioned in the requisite hubs, plus a few more that had been itching to participate in the OSC funding. 

The Council’s recent deal with the ISO, where institutions and businesses in a much needed embrace, is instructive- 

“As part of their cooperation, ISO's technical committee on ships and marine technology will examine the technologies, processes, business practices, data and operational results of the initial phase of the SST initiative as it has been implemented in over 12 of the world's busiest tradelanes.” [source SCST press release]

“ In exchange, the technical committee will baseline current practices, identify security gaps and propose standards-based solutions that address the security concerns over the movement of cargo containers.” [source ISO press release]

Considering that the SST deployment, so far, is on some of the world’s busiest ports and terminals, the ISO will have some good supply chains upon which to baseline standards (which may then get presented to the IMO)- even if they are standards based on the technologies of a well heeled group of supporting members. Undemocratic? Maybe. Providing results? Definitely. 

SUBHEAD

Security and efficient business

Not surprisingly, a report recently released by the Strategic Council confirms what The Digital Ship readers have gleaned many times from this column- that security is intertwined with efficient business. 

Mr. Jan Gelderland, of Hutchinson Port’s European Container Terminals, says, “We think that SST's network will help to make us and our customers even more competitive because of the security and efficiency benefits it provides.” 

Additional efficiencies are alluded to in Council communications, the intelligent electronic seals under consideration can hold the nuggets of information to populate the requisite data fields in U.S. Customs manifests. 

SUBHEAD

Ship arrival paperwork

Such technological capabilities are not insignificant for carriers; U.S. Customs is now playing a greater role in receiving paperwork concerning ship arrivals. 

For example, after April 1, 2003 the cargo portion of the 96 hour advanced arrival notices is sent to Customs, rather than directly to the Coast Guard (as had been the case from October 15, 2001 when the National Vessel Movements Center opened). 

Carriers, and providers of software that enables carriers to send manifests and crewlists, should keep a weather eye on these heavily endowed experiments.

SUMMARY OF US GOVERNMENT INITATIVES

Operation Safe Commerce: 
Promoter: Interagency Steering Committee (US Customs and Border, US Coast Guard, others)

Objective: Explore business processes and technology prototypes that protect commercial shipments from threat of terrorist attack, illegal immigration, and contraband while minimizing the economic impact upon the transportation system.

Smart and Secure Tradelanes: 

Promoter: Strategic Council on Secure Supply Chains (includes Hutchinson Ports, P & O Ports, others)

Objective: SST leverages technology and infrastructure developed by a leading vendor for the Total Asset Visibility network, which is the world's largest wireless cargo tracking system - currently deployed in 46 countries at over 700 locations. This infrastructure automatically captures key logistics events, including tampering events, when containers are physically and electronically secured with compatible electronic seals. 

Customs & Trade Partnership (C-TPAT)

Promoter: US Customs & Border Patrol.

Objective: C-TPAT is a joint government-business initiative to build cooperative relationships that strengthen overall supply chain and border security. C-TPAT recognizes that Customs can provide the highest level of security only through close cooperation with the ultimate owners of the supply chain, importers, carriers, brokers, warehouse operators and manufacturers. Through this initiative, Customs is asking businesses to ensure the integrity of their security practices and communicate their security guidelines to their business partners within the supply chain.

Container security initiative (CSI)
Promoter: US Customs & Border Patrol. 

Objective: In Jan. 2002, U.S. Customs launched the CSI to prevent global containerized cargo from being exploited by terrorists. The initiative is designed to enhance security of the sea cargo container -- a vital link in global trade. Some 200 million sea cargo containers move annually among the world's top seaports, and nearly 50 percent of the value of all U.S. imports arrive via sea containers.

24 Hour Rule. 

Promoter: US Customs & Border Patrol.

Objective: The 24-hour rule requires an advance cargo declaration from sea carriers and became effective on December 2, 2002.  CBP uses the cargo information to identify and eliminate potential terrorist threats before a vessel sails from a foreign port to U.S. seaports, rather than after a vessel and its cargo arrives in the United States. On February 2, 2003, enforcement of the rule began.  This initial phase focused on significant violations of the cargo description requirement.   Vague cargo terms such as  "freight of all kinds," "said to contain,"  “consolidated cargo,” "general merchandise," and "various retail merchandise" were not accepted.   Containerized cargo with this type of description was issued a "Do Not Load" message while still in the foreign port.  If cargo was loaded without prior approval by CPB, the container was denied permit to unlade at all U.S. ports.

CBP reviewed more than 2.4 million bills of lading for the period between February 2 to April 29, 2003.  About 260 containers with inadequate cargo descriptions were denied loading for violation of the 24-hour rule.  Most of these violations were resolved in time for the shipment to make its original voyage.
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Relevant websites

Strategic Council on Security Supply Chains



http://www.scst.info

Smart and Secure Tradelanes Project



http://www.scst.info/rotterdam.html

International Standards Organization




http://www.iso.ch
Intelligent Transport Systems America news  

http://www.itsa.org/itsnews.nsf

US Customs and Border Protection 

www.cbp.gov

