Ship security alert systems to become carriage requirement

A new security regime for international shipping is set to come into force in July 2004. Yana Lenzner on the carriage requirements for ship security alert systems

Following the December 2002 IMO conference on shipping security, IMO has not only sped up the implementation process for automatic identification systems (AIS), but introduced a new mandatory requirement, namely for a ship security alert system to be carried onboard. 

Although the 9/11 attacks on the United States might have been the main determining factor for this development, there is now an increased awareness of security threats, which can be of very different natures of course. Piracy is perceived to be a much higher risk in some areas of the world, which must have played into this debate.

In order to enable fast and efficient reactive measures in case of a hijack, ships above a certain tonnage will have to carry alert systems which must comply with the amended SOLAS XI-2, which has been supplemented by the International Ship and Port Facility Security Code (ISPS) Part A and B. The December IMO conference in fact adopted a number of amendments to the 1974 SOLAS. 

However, ISPS is perhaps the most far-reaching of these. The code contains detailed security-related requirements for governments, ports authorities and shipping companies in a mandatory part (A) and a non-mandatory part (B). Part B pretty much contains guidelines on how to meet the mandatory requirements. 

The two main areas of change apply to daily reporting and the actual ship alert system, which does only submit scheduled information, but trigger alerts remotely in a case of emergency. 

New regulations

The IMO regulation V/28, for instance, is concerned with the safety of navigation and states that “All ships of 500 gross tonnage and above, employed on international voyages exceeding 48 hours shall submit a daily report to their company which shall retain and all subsequent daily reports for the duration of the voyage.”

The regulation further specifies that those reports can be transmitted by any means provided onboard. Automated reporting systems, for instance, may be used provided they include a recording function of their transmission. The report must contain the following information: The ship’s position, the ship’s course and speed and details of any external or internal conditions that are affecting the ship’s voyage or the normal safe operation of the ship.

As regards the introduction of a ship security alert system, IMO determined that it will apply to passenger ships and cargo ships of 500 gross tonnage and upwards, including high-speed craft, mobile offshore drilling units and port facilities serving such ships engaged on international voyages. 

Regulation XI-2/5 requires “all ships to be provided with a ship security alert system, according to a strict timetable that will see most vessels fitted by 2004 and the remainder by 2006. When activated the ship security alert system shall initiate and transmit a ship-shore security alert to a competent authority designated by the Administration, identifying the ship, its location and indicating that the security of the ship is under threat or it has been compromised.”

However, in order to avoid intruders to be alerted also, “the system will not raise any alarm onboard the ship. The ship security alert system shall be capable of being activated from the navigation bridge and in at least one other location.”

Purplefinder DSAS

In order to cope with the growing demand for increased security onboard, a number of providers have entered the market with ship security alert systems. While compliance was hard to achieve before the carriage requirements were defined, it is now easier to bring suitable solutions to the market.

Probably the first to react to the higher security threat following September 11, 2001 was Pole Star. It was more or less a logical progression for the company which operates the Purplefinder satellite tracking solution. 

Pole Star was actively involved in the definition process of the new IMO carriage requirements and does fully comply with it through its Purplefinder Guard Discreet Surveillance and Alarm System (DSAS).

The self-contained unit consists of an Inmarsat D+ transceiver with integrated GPS, power management unit and batteries. It is constructed within a polycarbonate enclosure and protected by a stainless steel case. Self-contained units, are of course, easy to retrofit and good to hide.

In case of a hijack, the most obvious communications equipment is destroyed first, argues Pole Star. Thus, the need for a remote location and self-contained unit which can operate out of sight of unauthorised persons.

DSAS can operate in two modes. In “normal” mode, the unit is powered by the ship’s power supply providing standard position reports, including information on vessel identity, position, date and time, speed, heading and geocoded vicinity statement. 

In “alarm” mode, the unit operates independently of the ship’s navigational equipment and power supply for up to 15 days. Once and alarm has been triggered, the DSAS provides covert position reports at regular intervals.

In both modes, DSAS complies with the new regulations decided by the IMO in December. Apart from a manual triggering via a fixed panic alarm or via a small portable wireless device, the alarm is also automatically activated by loss of the main ship power.

DSAS is an extension of the Purplefinder Reporter, a real-time fleet management system for the location and communication with vessels world-wide. The web-based solution provides automatic information on the vessel latitude/longitude, speed and heading, and a two-way message and e-mail solution. The Reporter facilitates the Sat-C GMDSS system. The reports it generates are replaced in case of an emergency by the stand-alone DSAS unit.

Transas’ monitoring centre

Another provider of satellite tracking solutions, Transas, has also launched a D+ transceiver unit following the IMO conference in December. Transas’s Inmarsat C-based Fleet View fleet management solution has been made compatible with Inmarsat D+.

The D+ unit also has an in-built GPS and remains dormant until it is activated. It sends weekly test messages and triggers a conditional alert in case the satellite –C terminal loses power. The system can also be programmed to perform routine telemetric monitoring tasks, such as key engine or cargo parameters.

The alerts triggered by the D+ unit are received and managed in Transas’s security monitoring centre (SMC). The centre takes care, on behalf of the ship operator, for providing 24/7 monitoring for alerts, checking and recording test messages and providing monitoring for exercise purposes. In the event of an alert, the SMC takes action to notify and inform authorities.

The future

The isolation of vessels travelling international waters has long become a myth, with the introduction of satellite communications enabling ever-improved means of contact between the ship and the shore. However, by their very nature – as the carriers of goods – they are still subject to the “political” or “commercial” interests of attackers. Is this really about to change with the introduction of a stricter security regime? 

The next months and years are likely to see a variety of solutions to be launched that aim to comply with the new IMO carriage requirements. In contrast to previous safety and security regulations requiring for instance the installation of AIS and VDR, the introduction of ship security alert system will most probably be of a less complex nature.

Retrofits are much easier. The systems do not interfere with operations or existing systems onboard. D+ has proven as a security device within the leisure industry. One system can fulfil two of the new requirements for daily reporting and alert transmission in case of an emergency.

No doubt there will be a debate about whether it was indeed necessary to make carrying ship alert systems a mandatory requirement. Many shipowners or managers who have not yet experienced the threat of piracy or terrorism first hand may fear the increasing cost imposed on them through regulation.

Some may argue that this threat is altogether too much of a theoretical issue. Some may be cynics, claiming that such threat scenarios and the responding requirements are made by the economic interests of the manufactures. 

Whoever agrees to the need for prevention, however, will regard a remote self-contained unit that sends scheduled position reports and alerts the shore in case of a serious incident a sort of insurance for the well-being of his crew, vessel and cargo.   

