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Ship security alerts
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Caption: The Transas Security Monitoring Centre which provides a full ship security alert management service to ship operator
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Caption: Cvigil’s motion sensor products

DECK HEAD 

Shipping companies will shortly be required to fit shipboard alerting systems to be used in the event of a pirate attack. Other anti-piracy technologies are coming onto the market too. Yana Lenzner and Divay Goel report

BODY 

Following the December 2002 IMO conference on shipping security, IMO has not only sped up the implementation process for automatic identification systems (AIS), but introduced a new mandatory requirement, namely for a ship security alert system to be carried onboard. 

Although the 9/11 attacks on the United States might have been the main determining factor for this development, there is now an increased awareness of security threats of various natures. Piracy is perceived to be of a much higher risk in some areas of the world than other threats, which must have played into the debate surrounding mandatory requirements.

In order to enable fast and efficient reactive measures in case of a hijack, ships above a certain tonnage will have to carry alert systems that comply with the amended SOLAS XI-2, which has been supplemented by the International Ship and Port Facility Security Code (ISPS) Part A and B. The December IMO conference adopted a number of amendments to the 1974 SOLAS. 

The two main areas of change apply to daily reporting and the actual ship alert system, which should not only submit scheduled information, but also trigger alerts remotely in a case of emergency. 
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The future

The notion of complete isolation of vessels travelling in international waters has long become a myth, with the introduction of satellite communications which has enabled ever-improved contact between the ship and the shore; however, by their very nature – as the carriers of goods – ships are still subject to the “political” or “commercial” interests of attackers. Is this really about to change with the introduction of a stricter security regime? 

The next months and years are likely to see the launch of a variety of solutions that aim to comply with the new IMO carriage requirements. In contrast to previous safety and security regulations requiring, for instance, the installation of AIS and VDR, the introduction of a ship security alert system will most probably be of a less complex nature.

Retrofits are much easier. The systems do not interfere with operations or existing systems onboard. D+ has proven a satisfactory security device within the leisure industry. One system can fulfil two of the new requirements for daily reporting and alert transmission in case of an emergency.

No doubt there will be debate over whether it was indeed necessary to make carrying ship alert systems a mandatory requirement. Many shipowners or managers who have not yet experienced the threat of piracy or terrorism first hand may fear the increasing cost imposed on them through regulation.

Some may argue that this threat is altogether too hypothetical. Cynics claim that such threat scenarios, and subsequent responsive requirements, are more than a little influenced by the economic interests of the manufactures. 

Whoever agrees to the need for prevention, however, will regard a remote self-contained unit that sends scheduled position reports and alerts the shore in case of a serious incident, as insurance for the well-being of his crew, vessel and cargo.   
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New regulations

IMO regulation V/28 is concerned with the safety of navigation and states that “All ships of 500 gross tonnage and above, employed on international voyages exceeding 48 hours, shall submit a daily report to their company, which shall retain all subsequent daily reports for the duration of the voyage.”

The regulation further specifies that those reports can be transmitted by any means provided onboard. Automated reporting systems, for instance, may be used provided they include a recording function of their transmission. The report must contain the following information: The ship’s position, the ship’s course and speed and details of any external or internal conditions that are affecting the ship’s voyage or the normal safe operation of the ship.

As regards the introduction of a ship security alert system, IMO determined the new regulation will apply to passenger ships and cargo ships of 500 gross tonnage and upwards, including high-speed craft, mobile offshore drilling units and port facilities serving such ships engaged on international voyages. 

Regulation XI-2/5 requires “all ships to be provided with a ship security alert system, according to a strict timetable that will see most vessels fitted by 2004 and the remainder by 2006. When activated the ship security alert system shall initiate and transmit a ship-shore security alert to a competent authority designated by the Administration, identifying the ship, its location and indicating that the security of the ship is under threat or it has been compromised.”

To ensure intruders are not alerted, “the system will not raise any alarm onboard the ship. The ship security alert system shall be capable of being activated from the navigation bridge and in at least one other location.” 

In order to cope with the growing demand for increased security onboard, a number of providers have entered the market with ship security alert systems. While compliance was hard to achieve before the carriage requirements were defined, it is now easier to bring suitable solutions to the market.
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Purplefinder DSAS

www.polestar.com
Probably the first to react to the higher security threat following September 11, 2001 was Pole Star. It was more or less a logical progression for the company, which operates the Purplefinder satellite tracking solution. 

Pole Star was actively involved in the definition process of the new IMO carriage requirements and does fully comply with it through its Purplefinder Guard Discreet Surveillance and Alarm System (DSAS).

The self-contained unit consists of an Inmarsat D+ transceiver with integrated GPS, power management unit and batteries. It is constructed within a polycarbonate enclosure and protected by a stainless steel case. Self-contained units, are of course, easy to retrofit and good to hide.

In case of a hijack, the most obvious communications equipment is destroyed first, argues Pole Star, thus, the need for a remote location and self-contained unit, which can operate out of sight of unauthorised persons.

DSAS can operate in two modes. In “normal” mode, the unit is powered by the ship’s power supply providing standard position reports, including information on vessel identity, position, date and time, speed, heading and geocoded vicinity statement. 

In “alarm” mode, the unit operates independently of the ship’s navigational equipment and power supply for up to 15 days. Once and alarm has been triggered, the DSAS provides covert position reports at regular intervals.

In both modes, DSAS complies with the new regulations decided by the IMO in December. Apart from a manual triggering via a fixed panic alarm or via a small portable wireless device, the alarm is also automatically activated by loss of the main ship power.

DSAS is an extension of the Purplefinder Reporter, a real-time fleet management system for the location and communication with vessels world-wide. The web-based solution provides automatic information on the vessel latitude/longitude, speed and heading, and a two-way message and e-mail solution. The Reporter facilitates the Sat-C GMDSS system. The reports it generates are replaced in case of an emergency by the stand-alone DSAS unit.

SUBHEAD

Transas’ monitoring centre

www.transas.com
Another provider of satellite tracking solutions, Transas, has also launched a D+ transceiver unit following the IMO conference in December. Transas’s Inmarsat C-based Fleet View fleet management solution has been made compatible with Inmarsat D+.

The D+ unit also has an in-built GPS and remains dormant until it is activated. It sends weekly test messages and triggers a conditional alert in case the satellite –C terminal loses power. The system can also be programmed to perform routine telemetric monitoring tasks, such as key engine or cargo parameters.

The alerts triggered by the D+ unit are received and managed in Transas’s security monitoring centre (SMC). The centre takes care, on behalf of the ship operator, for providing 24/7 monitoring for alerts, checking and recording test messages and providing monitoring for exercise purposes. In the event of an alert, the SMC takes action to notify and inform authorities.
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Other security measures

Apart from the mandatory, SSAS, there are also some very interesting, ‘non-mandatory’ security alarm systems available to a shipowner /manager, including using acoustic barriers/motion sensors to warn ship’s crew of any piracy attacks; swipe cards to regulate entry of personnel while a vessel is docked ashore; remote activation units; hidden satellite communication devices. 

Some have wondered why the shipping industry has shied away from actively looking for or utilising these simple, cost-effective security alarm systems, when these may aid the seafarer and/or the company in the early detection of threat to vessel cargo or danger to the lives of vessel.  

Steve Smith of C-Vigil Ltd. comments, “I still remain amazed that a multi-million dollar asset should be left unprotected. Would you leave your mansion's front door unlocked or let people wander around at will? Of course you wouldn't, but it happens onboard ship's. I visit ships all the time and on occasions have made it down to the engine room or the bridge without any challenge. Now if I'd been a terrorist...”
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The seafarer’s perspective

A technical superintendent of a shipping company I spoke to based in Hong Kong has his own viewpoint; “I think all this boils down to seasonality…9/11 and the rest,” he says. 

“A particular ‘fad’ catches the shipping company at a particular time and you have a host of companies providing technologies; trying to piggyback on the fad. 

“But what when it all calms down and the equipment develops a snag and has to be repaired? The ship manager/operator is left to fend on his own, looking for spares for the particular equipment, which the manufacturer would have most probably stopped supplying then. 

“We would basically stick to something that is mandatory-without which I cannot sail. “

Another explains, “It is like your car. Everybody does not purchase robbery alarm systems for their car- plus they seldom come fitted from the factory. Similarly security alarm systems are an add-on, you would fit them to your liking.”

However, a senior master mariner believes that, “It is high time that the industry wakes up and recognizes the threat faced by seafarers in piracy prone waters and ports in specific geographical regions sensitive to terrorist attacks. 

“Shipowners often pass on their responsibility of safety during such attacks by suggesting in their Company Operating Procedures Manual that all robbery attacks should be handled without use of force, so the final onus of any casualty to a person lies on himself. 

“But it is not so easy…there are some cases where intruders are not only after the ship’s valuables but may be terrorists inclined to take lives, or act against particular nationalities. This is the truth, and the shipowner cannot keep this out of his horizon for long.”
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C-Vigil, UK

www.cvigil.co.uk
Steve Smith of C-Vigil suggests that it is a simple matter to install CCTV, motion detection, electric fences etc. and that these represent a fraction of a percent of the value of the ship. 

At sea or at anchor, to detect an intrusion early, C-Vigil promotes the use of wireless, PIR motion detectors to form a detection perimeter around the vessel. Once an intrusion has been detected the use of CCTV will allow safe evaluation of the situation from a secure vantage point. 

If an attack has been confirmed, the intruders can be slowed down by the use of acoustic barriers. The 'sound-bar', in most cases, rapidly induces nausea, disorientation and pain, with its patented biometric frequencies acting on various organs of the body i.e. inner ear fluid, stomach, nasal passages. 

The now alerted crew can take further action by switching the long range positioning equipment to 'crisis' mode. 

C-Vigil Ltd is also a broker for the Shiploc product, which utilises the CLS Argos satellites and is linked to the IMB anti-piracy unit in Kuala Lumpur. 
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SOLAS Regulation XI-2/6

SOLAS Regulation XI-2/6 requires ships to be provided with a ship security alert system. The intent of the ship security alert system is to send a covert signal from a ship that will not be obvious to those unaware of the alert mechanism. It is therefore of use in circumstances where a ship wishes to inform a person ashore about a problem while ensuring a minimum number of persons onboard are aware of the action. The procedures for the security alert are agreed with the ship’s Administration and ideally should be unique to the ship.

Regulation XI-2/6 applies to the following types of ships on international voyages:

Passenger ships, including high-speed passenger craft; cargo ships, including high-speed craft, of 500 gross tonnage and upwards; mobile offshore drilling units. 

All ships in the above general category shall be provided with a ship security alert system, as follows: ships constructed on or after 1 July 2004 oil tankers, chemical tankers, gas carriers, bulk carriers and cargo high speed craft, of 500 gross tonnage and upwards constructed before 1 July 2004, not later than the first survey of radio installation after 1 July 2004; and other cargo ships of 500 gross tonnage and upwards and mobile offshore drilling units constructed before 1 July 2004, not later than the first survey of radio installation after 1 July 2006.


SECOND BOX TEXT

Performance standards for a ship security alert system:

*)  The system transmits a security alert to shore to indicate to a competent authority that the security of the ship is under threat or has been compromised

*) there must be a minimum of two activation points, one of which is on the bridge. 

*) no alarm is raised onboard and other ships are not notified.

*) the competent authority, on receving the alert, notifies the authority responsible for maritime security within the administration, the coastal state or other contracting governments

*) The procedures for use of the system, and location of activation points, are included in the ship security plan . 

*) the system should be able to worki independently of the ship’s main power supply

*) Activation points should be protected against inadvertent operation. 

*) The system should not impair functionality of the GMDSS system

*) The transmission should include a code indicating that the alert has been generated in accordance with GMDSS distress procedures, as well as the ship’s identity and current position

*) The alert should continue until deactivated or reset.
