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Title: ON-BOARD SHIP SECURITY ALERT SYSTEMS

Alert to the Risks

Against a background of rising statistics regarding crimes at sea, from random piracy to organised terrorism, new regulations are coming into force that will require shipping to install dedicated security alert systems.  Technological solutions that address these regulations can bring wider benefits, however, than being solely deployed for security alert signalling.  They can be integrated, at relatively low cost, into long range tracking and logistics routing systems, while incorporating other status reporting and remote messaging functionality.  This article explores the regulatory background, and the issues involved with installing satellite-based security alert systems and integrating these with shore-side IT reporting.
The security angle itself should not be underestimated, with ICC’s International Maritime Bureau recording a 10% increase in piracy incidents during 2002 compared to the previous year, and reporting a total of some 370 attacks.  Indonesian waters were listed as a notable hot spot, and ships at anchor recorded as being particularly at risk.

Due to the steady increase in such incidents, and partly triggered by the events of 9/11, the International Maritime Organisation (IMO) initiated an intense programme of activity, resulting in a conference on maritime security measures during December 2002.  At this event, attended by governments contracted to the 1974 SOLAS convention, the Maritime Safety Committee of the IMO adopted performance standards for a Ship Security Alert System (SSAS) – resolution MSC.136(76) – set to come into force during 2004.  The SSAS requirement has been incorporated into the 1974 SOLAS Convention as Regulation XI-2/5, creating a new Chapter XI-2 – Special Measures to Enhance Maritime Security.  The SSAS comprises a series of measures that reinforces maritime security and helps suppress acts of terrorism against shipping, with the COMSAR session of January 2003 detailing further guidance regarding the system’s provision.
The SSAS Performance Standard

The new SOLAS Chapter XI-2 applies to passenger and cargo ships of 500 gross tonnage or more, and also encompasses mobile offshore drilling rigs and high-speed craft, as well as port facilities serving these types of vessels on international voyages.  All relevant ships will have to be equipped with SSAS facilities, with installations to be completed to a tight schedule that will see most vessels equipped by 2004.  When activated, the SSAS is required to initiate and transmit a ship-to-shore alert to a competent authority, designated by the Administration that has entitled the ship to fly their flag.  The alert signal has to include the ship’s identity and location, and needs to indicate that the ship’s security is under threat or has been compromised.  The system should not raise any on-board alarm, nor be receivable by other shipping, and must be capable of being activated from the bridge and from at least one other position on the vessel.  Activation points have to be easily accessible, but protected from inadvertent operation.

Appropriate Technology

Discretion is a critical factor in meeting the SOLAS requirements.  The physical installation of any security alert system has to be as small as possible to avoid detection, and the act of transmitting the alarm message itself has to be handled covertly, and be undetectable by any conventional maritime radio equipment.  The problem calls for an “anywhere anytime” solution, which has to address two fundamental criteria – signal transmission method and operating power requirements.  In order to ensure that alarm messages can be transmitted from any location, and at any time, a proven and trusted global communications solution is required.  In maritime communications, Inmarsat stands out, with over 20 years in providing seamless coverage across all ocean regions, with no requirement to switch between networks or services during a voyage.  For the SASS requirement, Inmarsat’s D+ is ideally suited – a small messaging service that uses a satellite terminal as small as a portable CD player.  Equipment this size can be easily hidden – away from the array of comms antennas and equipment on the “monkey island” – an obvious target. 

Although the D+ Terminal is lightweight and compact, it is more than a “dumb” satellite modem.  It is programmable, can be interfaced directly with alarms, and is capable of determining the ship’s position down to a hundredth of a degree.  Extremely power efficient, it can operate from an integrated rechargeable battery pack, as well as the ship’s power.  This ensures that the SSAS will keep sending its alert message, even if the ship’s main power systems have been disabled, easily satisfying the SSAS performance standards. 

Equally critical is the delivery and presentation of alert information to the designated competent authority, which in most situations will be the company’s Security Officer required under the International Ship and Port Authority Code.  There are many well established tracking products that offer a web-based or client/server-based application for PCs, combining position tracking and messaging/alert functions into simple to use mapping presentations.  The trend nowadays is to source the D+ service, tracking application and terminal from a single service provider.  Currently airtime service and tracking applications are bundled for a simple monthly service charge.  It is expected that service providers will also include the D+ terminal in these bundles.  

The On-Board Terminal

Today’s D+ terminals are second-generation designs – the simple communicator has been replaced by functionality that transforms it into a low-cost telematics device.   In terms of implementing SSAS, a D+ solution is far more economical to install than adapting existing systems, with the added functionality and integrity that an independent system can provide.  The terminals incorporate a GPS receiver and provide accurate location information – to less than 10 meters 95% of the time – without dependency on a ship’s navigation systems or additional equipment.

They also offer built-in “smart” data processing intelligence, with remote programmability.  Utilising scripts that are patterned on a realistic situation, the terminals analyse data received via analogue and digital input ports from remote sensors and alarm triggers.  Combining this analysis with position and time data, a series of logical decisions can be made that leads to a status or alarm condition transmitted back to the tracking application.  In addition, as a result of this processing – or from a command received over the D+ network – an external device can be actuated via the terminal’s digital output ports.  The terminal also has a serial data port to connect to other communications devices, such as messaging keyboards and displays.  In short, the terminal operates on the exception-reporting principal, providing information that is beneficial and useful rather than volumes of raw information.  A ship can be “geofenced” in port, for example, with an alarm signal transmitted if the vessel is unexpectedly moved outside a pre-determined zone within a certain time period.  Conversely, the system can be programmed to transmit a heads-up signal when the ship has reached a particular location or has not reached a prescribed location within a defined window.

Thus, in addition to being linked to panic buttons to meet the SSAS requirements, the terminals can be interfaced to a variety of switches and sensors – water ingress, temperature, wind speed, anchor dropped/weighed, specific doors or hatches opened/closed – enabling a broader set of reporting applications to be addressed by the same technology.  This additional potential does not compromise the SSAS functionality, and still enables a D+ system to meet the regulations that state alerts should not interfere with GMDSS procedures.

Shore-Side IT Integration

Raw data arriving by satellite, however secure and frequent the reporting, is no use by itself.    Provision of a comprehensive SSAS solution has to be considered as an end-to-end task, incorporating and controlling all aspects of communications both to and from an on-board satellite terminal.  The shore-side part of the equation has to receive the data as efficiently presented information, which enables the implications of any report type to be interpreted quickly and accurately.

In addition to the satellite communications aspects – between remote terminal and satellite, and between satellite and earth station – a realistic solution must include a message handling facility to ensure that data are routed to the appropriate shore-side delivery point.  In the case of security alerts, the SOLAS resolution requires these to be received by the competent authority, which would notify those within its administration responsible for maritime security, as well as the coastal state closest to the incident or other contracting governments.

All other messaging would be routed direct to a ship’s owners or managers – who could also receive security alerts – where the information can be integrated with mapping and location monitoring systems, and with logistics management functions.  Supporting this approach are several recent developments that can display a ship’s position – received from a D+ satellite terminal – onto maritime charting packages.  Typically, these provide a purely web-based interface, requiring no specific software installation at the desktop.  The interface allows a ship’s current, historical and predicted route to be monitored, while routes can be viewed in relation to tidal and weather effects, using overlaid weather charts, enabling ETA predictions to be as accurate as possible, and allowing efficient synchronisation with land transport of cargoes.

Conclusion

A single solution, such as the D+ satellite network, can therefore provide all the functionality necessary to meet the regulatory requirements for a Ship Security Alert System, simultaneously offering invaluable additional facilities.  It may also have a role to play in other measures to enhance maritime security being considered by the Maritime Safety Committee, such as the Long-Range Identification and Tracking of Ships.  Shore-based fleet management can have desktop access to regular status reports – providing virtually real-time answers to questions such as “where’s my ship?”, “where is it heading?”, and “when will the cargo arrive?”, and most importantly “is it safe?”.   

By John Hatherall, engineering director of Satamatics Ltd.  Satamatics is a provider of global, satellite-based telematics services, and operates its own dedicated communications network.  (More information from: www.satamatics.com)
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