MAIN HEAD

GPS and shipboard TV

DECK HEAD

The US Coastguard has announced that shipboard terrestrial TV antennas (not satellite antennas) may interfere with GPS causing a position reading 600 feet inaccurate. This is of great concern, writes Steve Harding 

BODY

As I write the world is lurching towards a precipice.  

This has nothing to do with Saddam Hussein, Al-Qaeda or the on-off-on-off relationships of Jennifer Lopez.  All are relative trivialities, although I must confess to having more than a passing interest in what J-Lo is up to these days; one lives in hope!  

So forget your weapons of mass destruction, 'dirty bombs' and illicit relationships with Hollywood minor-celebrities, we are having to deal with a far more invidious threat to our society: a $70 TV antenna! 

It would appear this innocuous slice of consumerism is effectively disabling the technology the modern world, particularly shipping, now finds it difficult, if not impossible to live without, GPS.      

For those living on another planet, the US Coastguard started this particular hare running last November, with a safety advisory warning that particular models of active TV antennae purchased from Tandy (and elsewhere), as commonly installed on vessels, could disrupt GPS to the extent that: "In one particular case, the interference caused the position of the vessel as displayed on the electronic chart to move erratically and dramatically often across large expanses of land."

SUBHEAD

Radio interference

In a previous life I spent several years with what is now the UK Radiocommunications Agency as one of its specialist investigators tasked with looking into matters of interference to radio systems, including those used in navigation.  

The one lesson I took from this experience?  Never trust anything that relies on wireless! 

I'll come on to this, but first I want to have a more detailed look at the USCG's warning. After due consideration of the facts available, in the words of Johnny Rotten: what a load of old b******s.

I'm not saying the GPS effects are not being seen.  Obviously they are.  Nor am I suggesting the TV antennae are not somehow complicit; that the interference disappears once the equipment is disabled surely proves they are the proximate cause.

But what I do know is no matter how 'active' or poorly designed a TV antenna may be, it simply cannot be responsible for the phenomena reported.  

Break open this equipment and you will find nothing more than a simple broad-band amplifier optimised for operation between 400 to 900 MHz, give or take. 

No oscillator or other source of radio frequency generator to produce an interference signal at 1575.4 MHz, GPS L1.

It is just possible the TV antenna is self-oscillating, but with the effects being seen on a range of equipment from different manufacturing sources, I doubt it.

Which means the interference must either be generated in the GPS receiver itself or something else is afoot.  

SUBHEAD

Wireless theory

Chance of all GPSs being faulty?  None, so let's concentrate on the latter applying a bit of basic wireless theory. 

Q. How do you heterodyne (mix) two radio frequencies to obtain a third?  

A. Use a non-linear amplifier.

Q. And what is an active TV antenna?

A. A non-linear amplifier.

Q. So what will be the result if two transmitters operating on or about 787.7 MHz are broadcasting in the area of an active TV antenna?

A.  A mix of frequencies will be produced including, perhaps, 1575.4 MHz.

Q.  And what happens to this frequency?

A.  It will be amplified and re-transmitted by the TV antenna unless a suitable filter is fitted.

Q.  Will there be any filters?

A.  Not for $70!

Q.  Can this cause disruption to any GPS in the vicinity?

A.   Probably.

In my humble opinion therefore, rather than bullying Tandy, I suggest the USCG starts looking at what is going on or, more to the point, what is changing around 787.7 MHz particularly in view of the fact this phenomenon has only just been identified.  

And, lo and behold, in the United States you will find there is a grand auction underway of those frequencies previously used for simple TV including, surprise, surprise, those in the band in and around 787.7 MHz.  

New applications.  No questions asked in terms of modulation and power applied.  QED!      

SUBHEAD

A tolerable risk?

Frankly it matters nought if my hypothesis is right or wrong.  That's not the point of this discussion.  The fact is GPS is being disrupted.  And it will be disrupted again and again because if there is one thing as certain as death and taxation in life, something or someone is out there out to get any wireless based system, and will get it.  GPS disruption is the risk all its users must accept.  

Is this a tolerable risk?  Well it all depends upon the application.  If you've stuck a GPS on the back of an elephant to track its movements, while it's annoying if someone is watching TV nearby and making Nellie appear to move erratically and dramatically often across large expanses of water (!), it's hardly critical.  

Interference to GPS would be broadly acceptable and nothing need be done.What is not acceptable is when the GPS application is clearly critical.  This would include, of course, integrating the technology into a ship's electronic chart display or, worse, as is the trend these days, to use GPS derived information to 'drive' a ship's propulsion and autopilot. 

In this case, should the GPS be disrupted, i.e., 'think' the ship is moving over land, the autopilot will try to compensate taking the vessel off course. 

Unless the navigator detects the malfunction, and they are encouraged to relax in a comfy chair and let the technology take the strain, the results could be catastrophic; the ship will end up going across the land!  

Thus, by any measure, in this context interference to GPS is intolerable requiring all parties seek to reduce the risk regardless of cost.

To be fair to the USCG, their actions are consistent with this obligation, however, if they are solely concentrating their efforts on the TV antenna manufacturers, they are missing, or otherwise choosing to ignore, the wider issues of risk reduction they could and should be applying. 

For example: why are they still allowing vessels to use electronic charts integrated with GPS when they know full well the latter is consistently being goosed?

SUBHEAD

Inertial navigation

To address this risk of GPS disruption from TV antennae I would always recommend using an inertial navigation system (INS) coupled with GPS to resolve navigation data supplied to shipborne technology.  

The equipment is readily available and relatively cheap, albeit significantly more expensive than a 'standard' GPS, and would ensure the vessel displayed on an electronic chart cannot move erratically and dramatically often across large expanses of land irrespective of what the FCC may, or may not be up to.  

Ah but I hear you say the IMO does not require owners go to the expense of installing INS.  

As I've discussed previously, maintaining a holistic safety system is not about compliance with the bare-minimum of prescriptive rules; accepting this is a message increasingly lost in the shipping industry.  

While I accept the IMO has rather 'over-spun' the benefits of GPS-based navigation of late, and is sending out confusing, not to say contradictory, messages as to whether it considers the inherent risks of GPS disruption to be intolerable, this does not absolve other stakeholders, not least flag and port state authorities, from applying relevant good practice; the risk of GPS disruption is only tolerable subject to the application of "as low as reasonably practicable."

Which means if those who can manage or otherwise control GPS risk do not do so, then they must be prepared to accept the consequences of their inactions, particularly in terms of civil liability should it be identified as a proximate cause in any accident; personally I find it odd that the USCG has not issued a further advisory warning ships not to use GPS alone to feed navigation data to the likes of electronic charts.

BOX TEXT

The full text of the US Coast Guard warning about shipboard TV antennas can be downloaded at http://www.uscg.mil/d8/dpa/001-03.htm
