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Smart and Secure Trade Lanes

Smart and Secure Tradelanes is an initiative launched by the Strategic Council on Security Technology and implemented by shippers, global port operators, and supply chain and security technology  providers to build an international container monitoring and tracking system.

The system is initially being developed to improve security, by enabling shippers to know a lot more about where their containers are at any time and if they have been tampered with, using software linked with automatic identification technologies, including electronic seals and electronic seal readers. 

Eventually it will be extended to include many different devices, including biometrics, sensors, image scanners, automated surveillance cameras and satellite tracking, with pricing spread across the various technology providers based on usage and the level of security and visibility provided. 

“E-Seals are not infallible by themselves; they're just one component in a holistic and multi-layered approach to security that involves people, processes and technology,” comments Mark Nelson from Savi, a company leading the initiative. 

“It takes all these elements working together to create better deterrences to container theft, counterfeit parts, smuggling, and, of course, terrorist attacks.” 
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Developments so far 

Like the internet, the Smart and Secure Tradelanes system has its roots in the US Military, which, after the 1991 Gulf War, wanted to build a system to monitor where its containers were and what is in them. 

It chose a consortium of technology providers and systems integrators including Savi to build a network of readers and software that automatically capture information from radio-tagged containers carrying  US government supplies.  

The network, called Total Asset Visibility (TAV), located at more than 750 nodes, including sea ports, airports, railheads, truck terminals and warehouses in over 40 countries, monitors over 300,000 containers.  Software enables users to track and dynamically manage shipments while enroute, and handheld devices can locate specific items in storage, ranging from bullets to foodstuffs.

Following the recent increased interest in improving cargo security, 65 partners have joined the SST initiative, including over 20 major shippers, and most of the world's largest port operators, including HPH, PSA, P&O, SSA, China Merchants, TransOceanic, Global Terminals, the Port of Houston (which also acts as an operator) and Marine Terminals Corporation.

Containers with products from major international shippers already are being transported from HPH's ECT terminal in Rotterdam to Global Terminal's facilities at the Port of New Jersey.  Infrastructure is being installed at the Port of Antwerp and infrastructure has been completed at the Port of Felixstowe.

About 700 containers have been transported by SST so far under pilot projects, running on trade lanes from Asia and Europe into the United States as well as tradelanes from Australia to Asia and Asia to Europe, and being tracked by Savi Technology’s Transportation Security System software from start to finish with the containers fitted with electronic seals, with the ambition being to have 5,000 containers tracked through the system by the end of the year. 

More specifically, all of the 27 cranes at Rotterdam’s ECT terminal implemented (are equipped with tag readers, and all 18 cranes at HPH’s operations at Felixstowe are also equipped with readers. 

In Antwerp, the Hessen-Noord Natie terminal has the network infrastructure in place. Readers send the data over wireless and wired local area networks into a hosted application which aggregates and interpret it. 

There are many networking equipment manufacturers, platform and database software providers, services companies and logistics applications companies involved in the SST implementations; you are not obliged to use Savi’s equipment and software if you wish to participate.  

The solution leverages open standards, such as 802.11b, UDAP, TCP-IP, a draft e-seal standard, and others.  The network is aimed to be open and flexible to accomodate the most appropriate best-of-breed technologies available from multiple sources.
Some, but not all, of these the communications protocols underlying the system have been developed by Savi. This means that Savi has a degree of control over the system but not total control.

SUBHEAD

Costs 

The costs of the network implementations depends heavily on the size and function of the node. 

Terminal infrastructure is dependent on the numbers of gates, cranes, and overall dimensions of the container yards.  

The RFID security network leverages existing local area data networks, handheld terminals, and wireless networks where possible.  RFID Readers generally are around $3,000 each, with site network management systems rangingfrom $5,000 to $15,000 depending on the volume of data it processed.  

The effective per use price of re-usable electronic container seals can be less than  $2 per trip, depending on the amount of memory and an assumed five-year lifespan. 

As with all technology, the greater the adoption rates, the more attractive the pricing becomes. Efforts are underway to develop disposable container seals with an eventual one-time target price of well under $10 each. 

As a rule of thumb, the network users can expect to spend roughly equal amounts of money on services, hardware and software when installing a system. 

The costs, and who will pay, is the tricky part. While so many container terminals are delighted to be seen to be participants in this scheme and have indeed born the costs of the initial infrastructure, getting carriers and shippers to shell out for additional equipment and pay for information from the software network is another matter.

Ultimately shippers have the most to benefit from the scheme, and so most likely to pay for it, but it is going to be a long tough road persuading them to.

Shipping lines, which most container terminals see as their main customers and the people they answer to, have not yet shown any public interest in the initiative. 

SCST’s focus has been on the container terminals as they are the natural chokepoints for worldwide intermodal container shipping.  The network is expanding as the SST participants and shippers encourage as many terminals as possible to agree to be part of the initiative, persuade as many as possible to install the tags and readers as part of pilot projects, and gradually build up an infrastructure big enough to generate end to end container tracking data which can prove very valuable to shippers – both in terms of security and efficiencies. 

The infrastructure and operations cost of a particular terminal are completely dependent on the processes, existing leveragable network infrastructure (i.e. LAN, wireless LAN, handheld terminals, etc.), number of gates and cranes, area and size of container yards, etc.  

The same can be said for the container stuffing points that are outfitted with new technology and processes as well.  

“We have seen in the trials that the combined network investment of the shippers, service providers, and terminal operators is very small relative to the value generated,” comments Savi’s Mark Nelson.
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Value in the system

The value in the system is in the information that the infrastructure carries, about the contents, locations, and security status of containers in the system. 

SST is currently working with Stanford University and Georgia Tech to assess the value of the information in the system, and so how to charge the various users of it; this will likely depend on whether the user needs just a slice of information or to know about the container’s supply chain journey end-to-end.

If the user has information about the container’s whole journey, this can be used for many purposes other than security, including improved container management, asset utilisation and customer service. 

The aim is that companies using the system will see a return in their investment after nine months. 

The group with the most to gain from this information will be the shippers, who should end up being the main drivers for the system. 

