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Preventing security breaches in onboard communications systems

In his sixth column for Digital Ship, Tristan Wood, Managing Director, Livewire Digital (www.livewire.co.uk), describes how opening up a ship to Internet and email has huge benefits, but can create security issues. However, ship owners can protect their onboard networks cost-effectively, as outlined below.

Network security and unauthorised access are hot topics for many land-based network specialists. While up to now they have not been a great issue in the marine computing industry, the increased accessibility provided by the variety of communications systems has raised awareness that network and IT security is an ever more integral part of the design and specification of ships’ systems.   With a little foresight, effective measures can be implemented to make a security breach very difficult.

Historically, onboard networks and systems have had two qualities that made them more secure.  Firstly, they were relatively isolated systems.  As experience has shown, a networked device can only be immune from attack when unconnected, which used to be true of onboard systems.  Many operational functions, such as navigation, were completely independent systems. However, with the arrival of integrated bridge systems and LANs, onboard systems are now increasingly integrated and connected within the vessel and back to shore.

Secondly, many of the onboard systems were often written to order.  Without insider knowledge of software code and design specifications, it would be nearly impossible to launch an attack.  As the industry has come to realise, these days are now well and truly over.  The cost-effective use of COTS (commercial off-the-shelf) hardware and software, and widely adopted standards like IP (Internet Protocol), can make it easier to access a ship’s network without authorisation, if they are not properly configured and maintained. 

There are several routes into a ship’s system.  It is possible - although difficult - for a third-party attack to be launched directly over a communications system such as the satellite link. However, more common breaches tend to be through the inadvertent introduction of viruses that take advantage of the ‘features’ of the underlying operation system, or common Microsoft Office applications.

There is a trend towards satellite services that rely on the presence and access to the Internet. It is therefore necessary to consider the implications of this trend, and take appropriate measures. Inmarsat service providers include sophisticated firewall features and it is relatively straightforward to adopt an onboard network infrastructure that makes it very difficult for outsiders to gain entry to the system. Most configurations use a dynamic ‘global’ IP address, so that the IP address is only associated with the vessel for the duration of the connection, and will vary from call to call - this again makes it more difficult for outsiders to get visibility of the network with the intent of launching an attack from the Internet.  However, the use of dynamic IP addresses can impose certain restrictions on the operational deployment of applications such as the onboard email systems.

Where a large fleet of vessels is concerned, the implementation of a fleet-wide network topology should be considered. This enables centralisation of the primary security issues at the headquarters, and allows the advantage of having specialist IT staff to hand. This fleet-wide topology can be achieved through the use of ‘tunneling’ technology and Virtual Private Networks (VPN).  The tunnel is established across the Internet, which provides a secure, encrypted link for all data exchanged between the onboard network and the headquarters. The onboard network topology can be made completely independent of the global Internet and also that of the service provider’s infrastructure. Access from and to the global Internet is governed by the policies put in place at the headquarters, while the firewall configuration on the vessel is simple and very secure; the only traffic profile that needs to be considered is for the tunnel itself. 

A far more common form of security breach is one perpetrated by an employee with direct access to the network. This breach may be in the form of active ‘snooping’ or the inadvertent introduction of viruses. 

Snooping can be addressed in a number of ways, the first is to physically segment the on-board network, separating the traffic from different user groups, and thereby making it physically difficult to “eavesdrop”. The second is to implement an on-board network structure that requires a user to log in using a VPN tunnel, whereby all traffic on the Ethernet is encrypted and only visible to those within the trusted group.  Both these approaches can be implemented using features of the Livewire IP Gateway.

In either case, the vessel or fleet should have an IT and communications security policy. This should stress that all crew need to be aware of the importance of keeping log-in and password details confidential, and that any intentional security breach will be dealt with severely.

The advent of email and Internet access on-board for many of the passengers and crew has meant that the threat of downloading viruses and causing unwitting damage has increased.  Many viruses take advantage of the macro scripting languages of popular Microsoft Office software to infect applications, or worse still, the network servers themselves. Email viruses in particular can pose a major inconvenience if they were to cause the mail application to send unsolicited emails over the ship’s expensive satellite link. 

It is strongly recommend that anti-virus software is used onboard and kept up to date. However, it is far better to prevent viruses coming onboard in the first place and a number of Internet service providers offer a scanning service that “washes” the emails prior to delivery. This service can also be used to limit the amount of junk mail received by the vessel. 

IT support staff will need to be aware of some considerations particular to maritime operation.  As a first consideration, the absence of IT support staff onboard, may make it impossible to attend to a compromised system.  Depending on the gravity of the attack, there is a choice of solutions.  For some problems, waiting until the ship has docked might be the only option before the system is repaired. However a more proactive approach would be to train one of the crew in basic PC maintenance as a low-cost precaution. Even if they cannot solve the issue immediately, they will have the knowledge to follow the instructions of the IT support staff onshore. 

The lesson for those involved in marine datacommunications is to proceed with cautious optimism. True, security breaches are possible, but having a security policy, and making sure those on-board are aware of the risks and use the equipment sensibly will mean that the risk will be mitigated, both from intentional and unintentional security breaches. 
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