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When shipboard computers crash 
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How can shipping companies best prepare for shipboard computers crashing? By Michael Johnson, of Management Systems Consulting 

BODY

The data contained on board our vessels is what one could consider the backbone of our operations.  

With almost all shipping companies running some type of information infrastructure, whether this be a commercial marine package or something simply “homegrown”, these packages are what provide the basis for the data used in the office and consequently the knowledge gained from that data.  

It is therefore paramount that we provide appropriate levels of data security and disaster recovery in the likely event that this data stream be interrupted.  

Looking at the possible failures, common practice is to divide these into two basic categories: equipment failure and human failure.

It is not our intention to solve both of these issues in this article, but rather bring them to light, provide examples, as well as discuss the strategies that can be used to deal with these failures once they do happen.  And we stress, they will happen., thus the reason we should be prepared. 
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Equipment failure

Equipment failure is the most common form of failure.  

As we know, the marine environment is much harsher on equipment than a stationary office environment.  

So we’ll see many failures that are related to the additional vibrations induced into the equipment, power surges and spikes, not failing to mention the non-grounded shipboard environment and the derogatory affect that this has on sensitive equipment.  Evidence has shown that even the “marine grade” and “ruggedized” computing equipment still suffers from the same rates of failure.  

By far, the most common equipment failure is the failure of the hard disk.  Why is this?  

With the platters being smaller, the data density being higher, and the heads requiring exact precision, one can only expect that when this is continually subjected to the natural vibration of the hull coupled with the wave induced motions, these items will occasionally fail and the results will be more catastrophic than should something like a power supply fail, as you lose data in this situation.  
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Human Failure

Any one of us who has been in the marine IT field for any length of time has either heard of, or experienced the user who removes vital components from machines to provide adequate space for the latest version of their favorite game.  

Usually in this process, they remove the databases or programs themselves, as they take up the most space on the machines and the seaman figure that we couldn’t possibly need these files.

Other common human induced failures include malicious tampering with systems, unauthorized installation of non-approved programs, and the ever present “tinkering” with systems.  

The common reaction is “not on my vessel”, but from a practical standpoint, we need to consider these when we are planning for a disaster and the subsequent recovery from that disaster. 
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Disaster planning 

The key to recovering from any type of disaster, IT or non-IT related, is proper planning.  

The planning process is a fairly logical process that is used in many other facets of shipping:  what are the likely failures, what are the consequences, and most importantly, how do we recover? 

Easy to state, but harder to implement. Some of the items that we must know or obtain before we go into this process are: 

What is the setup on board the vessel?  Standalone stations?  Coax or CAT5 cabling?  Workgroup or domain configuration?  

Software installed on the various machines.  Fleet management software,? preventative maintenance software? Chart software? Office applications?  Communications software? 

Security configuration on machine, which is dependent upon both the architecture of the network and the operating system in place.  Who has administrative rights?  What are the passwords?  What authorizations do we give shipboard users? 

Copies of all configuration files for specialized software packages
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Standard machines and software

From a planning standpoint, it is much easier to plan a recovery should the machines be somewhat standardized.  

The author is somewhat pragmatic about being able to standardize, as it is realized that the tightest control is desirable, while at the same time not being fully achievable, due to both practical and social concerns with the crew.  

Of course, the use of Windows 2000 or later is the preferred method of standardizing the software configuration on board the vessels.  This is due to the ability to grant users limited privileges, thus aiding us in preventing from the unauthorized addition of software that may have detrimental effects on the flow of information.  

Each ship should be setup as commonly as possible with other vessels in the fleet.  

Outside the obvious advantage of having similar configurations from a maintenance standpoint, it also assists in ensuring that the users are not continually learning new architectures as they go from vessel to vessel.  Of course, this does not fail to show the commitment of the organization to a standardized computing configuration and policies.  
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Backups

Today’s fleet management systems are replicated databases that have a sensitive synchronization mechanism that allows the information to flow from the vessel to the office and vice versa.  

One of the issues with these systems is the sensitivity to backups.  

Should a failure occur with the physical machine itself or with an unrecoverable database error, one of the worst things that you can do to that system is to apply a backup made on a previous day before synchronization, as this violates the fundamental design of the system and causes additional damage to be inflicted.    

This is not to say that backups cannot be used with these systems, it just takes much more advanced computing techniques.  

Unfortunately, most of us don’t have the IT expertise on board that would be required to administer this properly.  

Of course, backups are critical for data that resides locally onboard the vessel, as this information cannot be recreated from the office.  This would follow your standard backup procedures.  

As has been shown, knowing what is on board, setting some security levels with respect to the software configuration and users and putting in place a good backup plan is critical to mitigate the likelihood of a failure as well as to minimize the consequences.  The real question is how does one recover from a failure?  

How much is your data worth?  We’ve all heard this question before, but when disaster strikes, ship operators must ponder this in greater detail. 

As mentioned previously, the ship is the “genesis” of the data and the systems that have been placed on board are there only to keep the ship running and earning revenue, no other reason.  
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Sharing IT expertise

What do we do with unique and expensive spares that occasionally fail?  Shipowners form a parts pool where they can “borrow” parts from each other to keep their ships running, rather than have the ship out of service for two months while a particular part is being found and/or fabricated.  

Another example of these shared assets, which in this example are services, is the case when rapid response groups respond to assist an operator during the time of a ship casualty.   

This same concept can be used for disaster recovery in the marine IT realm.  Is it necessary for shipping companies to keep on hand dedicated IT staff whose only role is to respond to an IT failure.  Is the best allocation of IT resources?  

As shipping is about the bottom line, the answer of course is no.  Each expenditure is calculated and approved based on it’s return value.    
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Disaster recovery plan 

Management Systems Consulting LLC has developed such a service to assist shipowners in responding to these IT disasters.  

We build upon the basic information required to plan for a disaster, such as shipboard architecture inventory, shipboard hardware inventory, software specifications, software configuration inventories.

Knowing these basic items, one is able to develop these disaster recovery plans in concert with the owner and then implement them when necessary and when appropriate.  

Probably more important that simply implementing the plans is the development of them, as this identifies and mitigates the risk that the owner sees with respect to the continued flow of information from the vessel. 

Using outside assistance in this matter allows the shipowner to leverage the knowledge and experiences (both success and failure) of other shipping companies indirectly.  

What does this mean to the shipping company?  Best practices with respect to the art of marine IT, it means that is the response plans are actively being maintained and updated, it also means that should the plan need to be executed, equipment with the appropriate software/hardware specifications is ready to go in a moment’s notice.  

The only rational manner in which this can be executed is by having this capability scattered around the globe in strategic locations.  

his is the beauty of using a third party extension of your IT arm, the resources are available and equipped to carry out the plan as designed.  
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Management Systems Consulting LLC is a marine IT consulting firm specializing in “using technology to manage operations”.  With a broad and varied clientele and experience base , Management Systems Consulting LLC strives to continually evolve and improve the Best Practices Consulting provided to it’s clients.   www.mgmtsysconsult.com
