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What’s  in your mail



2 0 0 6  S p a m  o u tb r e a k s
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2 0 0 7  S p a m  O u tb r e a k s
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W h a t K e e p s  S p a m m e r s  g o in g

 F in a n c ia l g a in

 B o tn e t s  –  C o n t r o l le d  z o m b ie  
m a c h in e s

 C o m p r o m is e d   w e b  s i t e s

 B le n d  o f S p a m  a n d  m a le w a r e
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The botnetThe botnet



ZombiesZombies

 6  –  8  m i l l io n  a c t iv e  a t a n y  o n e  t im e .

 Z o m b ie  a t t a c k s  la s t 2  –  3  h o u r s

 Z o m b ie s  p e r  a t t a c k  1 0 k  –  2 0 0  k  m a c h in e s

 A  b o tn e t c a n  d e l iv e r  1 6 0  M  m e s s a g e s  in  2  –  3  

h o u r s
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V e n d o r s

R e m o te
o f f ic e s

P a r t n e r s

C u s t o m e r s

P r o s p e c t s

The World
9



Assurance 
level

 Control Level 

Avoidance 
Level
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Protecting the enterprise dataProtecting the enterprise data

Layered approach



S afeguard

AssetExposure

Threat 
Agent Threat

Vulnerability

Risk

The S ecurity ProcessThe S ecurity Process
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Recurrent pattern detection
Reputation databases
Zero hour virus  outbreak 
detection
DKIM  (S igned email)
S ender Policy Framework
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DNS  Based Email AuthenticationDNS  Based Email Authentication

DKIMDKIM
S PFS PF
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S MA netS MA net

COMMs COMMs 

RouterRouter

Crew netCrew net

Internet Internet 

MON netMON net

Assets  onboardAssets  onboard
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June 2006 June 2007 Oct
 2007

N um b er  o f  sp am  m essag es  - p er m o n t h 300 450 550

T ex t sp am  m essag e 1 00% 65% 55%

I m ag e sp am  m essag es 0% 35% 1 5%

A p p l i c a t i o n  Sp am 0% 3% 30%

A v e sp am  m essag e si z e 9.2 K B 50K B 35K B

M o n th l y  sp am  v o l u m e @  m b o x 2,700 K B 22,500 K B 1 9,250K B

M i n i -M  @  $1 .40 / m i n  – 2.4 k b p s $21 0 $1 ,750.00 $1 ,497.00

Sat-B  L SD  @  $1 .80/m i n  – 9.6 k b p s $67.50 $562.50 $481 .25

Sat – F  &  Sat B  H SD  @  6.5/m i n  – 64k b p s $37.5 $309.40 $264.70

Cost of  spam transmiss ionCost of  spam transmiss ion
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Open Vs. Closed mailboxOpen Vs. Closed mailbox

C lo s e d  S y s t e m :

 D e p e n d e n t o n  m a n u a l u p d a te s

 V e n e r a b le  to  a s s o c ia t e  s p o o f in g

 F a ls e  s e n s e  o f s e c u r i t y

 C a n  c r e a t e  m o r e  e x p e n s iv e  p r o b le m s .

 W o r k s  ?? 
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 M a n a g in g  c lo s e d  m a i lb o x
 A d d r e s s  b o o k  s y n c h r o n iz a t io n

 W e b  in t e r f a c e  to  v e s s e l m a i lb o x

 S h o r e  s t a f f a c c e s s  to  v e s s e l m a i lb o x

 S e r v ic e  p r o v id e r  c o o p e r a t io n : 
 R e -s e n d  r e je c t e d  m e s s a g e s

 A u to m a te  w h i t e  l is t b u i ld u p

 A s s is t in  w h i t e  l is t in g  h o s t s .
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Open Vs. Closed mailboxOpen Vs. Closed mailbox



Data security with FBBData security with FBB
Legacy S ystems FBB

D ia l u p  c o n n e c t io n   - m in u te s A lw a y s  a v a i la b le  - h o u r s

D ia lu p  P C  c o n n e c t e d O n b o a r d  L A N  e x p o s e d

M P D S  4 0  –  8 0  K b p s B a c k g r o u n d  IP  -  2 0 0  –  4 0 0  K b p s

D ia lu p  c o n n e c t io n  to  c o l le c t m a i l M a i l o v e r  in t e r n e t

M P D S  b r o w s   to  t r u s te d   In t r a n e t B r o w s  th e  in te r n e t

1 8

It takes  only 60 minutes  for a none protected PC to 
become infected on the internet.



S MA netS MA net

COMMs COMMs 

RouterRouter

Crew netCrew net

Internet Internet 

MON netMON net

FBB onboard FBB onboard 
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Partners  in Global Communication
R e fe r e n c e s :  W h it e  p a p e r s  f r o m  IB M , S o p h o s ,  &  C o m m to u c h .

Thank YouThank You


