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2006 Spam outbreaks

Recent Spam Outbreaks - 12 Months View

Data source: Commtouch Software Online Lab
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2007 Spam Outbreaks

Recent Spam Outbreaks - 12 Months View

Data source: Commtouch Software Online Lab
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Recent Spam Outbreaks - 100 Days View

Data source: Commtouch Software Online Lab
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What Keeps Spammers going

-inancial gain

“Botnets — Controlled zom bie

machines
“Compromised web sites

®Blend of Spam and maleware
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-6 — 8 million active atany one time.

®Zombie attacks last2 — 3 hours

®Zombies per attack 10k — 200 k machines

®A botnetcan deliver 160 M messages in 2 — 3
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Protectingrthe’enterphsie data

Avoidance

Control Level

Assurance
level
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Current Detection Methods

Recurrent pattern detection
Reputation databases

Zero hour virus outbreak
detection

DKIM (Signhed email)
Sender Policy Framework
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Clostioisipamtransimisision

Number of spam messages -per month
Text spam message

Image spam m essages

A pplication Spam

Ave spam message size

M onthly spam volume @ mbox
Mini-M @ $1.40 /min — 2.4 kbps
SatB LSD @ $1.80/min — 9.6 kbps

Sat— F & Sat B HSD @ 6.5/min — 64kbps
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June 2006 | June 2007
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“Dependenton manualupdates

Venerable to associate spoofing

False sense of security

Can create more expensive problems.

® Works ?7?

Fy
COMMUNICATIONS



PpPEnYsHElosedimanbox

Managin

"Address book synchronization

® Web interface to vessel mailbox

® Shore staff access to vessel mailbox

® Service provider cooperation:
® Resend rejected messages
® Automate white list buildup

® Assistin white listing hosts.
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Dialup connection -minutes Always available —hours

Dialup PC connected Onboard LAN exposed |
MPDS 40 — 80 Kbps Background IP - 200 — 400 Kbps
Dialup connection to collect m ail Mail over internet

MPDS brows to trusted Intranet Brows the internet

It takes only 60 minutes for a none protected PC to
become infected on the internet.
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