
I T  S e c u r i t y  –  P r o t e c t in g  th e  
o n b o a r d  a s s e t s



W h a t a r e  w e  to  s e c u r e

I d e n t i f y in g  th e  o b je c t iv e s  to  
s e c u r i t y

T h e  s e c u r i t y  p r o c e s s

W h a t a r e  t h e  t h r e a t s

R e a l l i f e  fa c t s  &  C o ld  s t a t is t ic s .
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• K e e p  th r e a t s  a t b a y

• R ig h t p e o p le  h a v e  a c c e s s  to  th e  r ig h t 

a s s e t s

• C o n t in u i t y  o f o p e r a t io n a l p r o c e s s

• R e g u la to r y  c o n fo rm a n c e

• L o n g  te rm  s e c u r i t y  p o l ic ie s

Identifying the objectives
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The S ecurity ProcessThe S ecurity Process
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Avoidance Level

Layered ApproachLayered Approach

Perimeter Defense Perimeter Defense 

FirewallsFirewalls
Anti-VirusAnti-Virus
Intrus ion DetectionIntrus ion Detection
Intrus ion Prevention Intrus ion Prevention 
S ystemsS ystems



Control Level

Layered ApproachLayered Approach

User access  Level User access  Level 

Which usersWhich users
What resourceWhat resource
User requirements  User requirements  
User PrivacyUser Privacy



Assurance Level

Layered ApproachLayered Approach

Compliance Level Compliance Level 

Organization’s  ProcessOrganization’s  Process
Auditing & ReportingAuditing & Reporting
Risk AssessmentRisk Assessment
Event responseEvent response



The Nature of the threatThe Nature of the threat

From sneaker net to botnetsFrom sneaker net to botnets



The botnetThe botnet

The Nature of the threatThe Nature of the threat



The Nature of the threatThe Nature of the threat

2006 Zombie Facts2006 Zombie Facts



The Nature of the threatThe Nature of the threat



The Nature of the threatThe Nature of the threat

S pam outbreaks    10-05 to 09-06S pam outbreaks    10-05 to 09-06



The Nature of the threatThe Nature of the threat

S pam outbreaks   10-06 to 01-07S pam outbreaks   10-06 to 01-07



 S pam is more than  1 in 2 messagesS pam is more than  1 in 2 messages
 Virus by email is 1 in 65 Virus by email is 1 in 65 
 Phishing is 1 in 359Phishing is 1 in 359
 In the Transport sector:In the Transport sector:

 Virus by email is 1 in 65Virus by email is 1 in 65
 S pam is at 48.9%S pam is at 48.9%

 Fleet average @  WLINKFleet average @  WLINK
 1 in 5 is spam or @  20%1 in 5 is spam or @  20%

The Nature of the threatThe Nature of the threat



June 2006 June 2007

N u m b e r  o f s p a m  m e s s a g e s   - p e r  m o n th 3 0 0  4 5 0 

T e x t s p a m  m e s s a g e 1 0 0% 6 5%

Im a g e  s p a m  m e s s a g e s 0% 3 5%

A v e  s p a m  m e s s a g e  s iz e 9 .2  K B 5 0 K B

M o n t h ly  s p a m  v o lu m e  @  m b o x 2 ,7 0 0 K B 2 2 ,5 0 0  K B

M in i-M  @  $ 1 .4 0  / m in  –  2 .4  k b p s $ 2 1 0 $ 1 ,7 5 0 .0 0

S a t-B  L S D  @  $ 1 .8 0 /m in  –  9 .6  k b p s $ 6 7 .5 0 $ 5 6 2 .5 0

S a t –  F  &  S a t B  H S D  @  6 .5 /m in  –  6 4 k b p s $ 3 7 .5 $ 3 0 9 .4 0

The Nature of the threatThe Nature of the threat

Cost of S pam  - From text to imageCost of S pam  - From text to image



Viruses  in the wild:Viruses  in the wild:

115,000  115,000  
and growing exponentially and growing exponentially 

The Nature of the threatThe Nature of the threat
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Onboard Network Onboard Network 
S MA netS MA net

COMMs COMMs 

RouterRouter

Crew netCrew net

Internet Internet 

MON netMON net



Authenticating
 WLINK S AC @  
LES

Secure VPN Connection

WLINK Hub
Boston

The protected AssetsThe protected Assets
Authenticating
 WLINK S AC @  
LES

Authenticating
 WLINK S AC @  
LES



• Reputation - DNS  black lis ts .Reputation - DNS  black lis ts .

• Fingerprinting & S ignatures  (Hourly updates)Fingerprinting & S ignatures  (Hourly updates)

• Heuris tic Analys is .Heuris tic Analys is .

• Bayes ian Probability.Bayes ian Probability.

• Domain Keys.Domain Keys.

• Customer defined rules . Customer defined rules . 

• White lis ts .White lis ts .

Protecting agains t onboard threatsProtecting agains t onboard threats

 At the e-mail gateway:
E-mail S pam & Virus  protection. 



 The threat is  real.The threat is  real.

 Requirement for multi-layered defense Requirement for multi-layered defense 
s trategy.s trategy.

 Frequent review of policies  & S ys tems.Frequent review of policies  & S ys tems.

 Proactive role in provider services .Proactive role in provider services .

I T  S e c u r i t y  –  P r o t e c t in g  th e  
o n b o a r d  a s s e t s
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Partners  in Global Communication
R e fe r e n c e s :  W h i t e  p a p e r s  f r o m  IB M , S o p h o s ,  &  C o m m to u c h .

Thank YouThank You


