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Spam Mail & Spammers J:;’E‘!!
— g

Is electronic mail a critical application to your
company ?

What 1s the cost for converting your outgoing mail
to Faxes or Sat calls For a couple of days ?

What could be the cost of spamming mail on board.



Spoofing & Mail Bombing :;%
———

Spoofing: Can I send a message on your vessels
under your name account ?

Mail Bombing: Lets play a game. How many
thousand of messages can you handle per second ?



eSafe Mail on "mails.marlow.com.cy™
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Intrusion Detection

Firewalls are a must nowadays , but is that all ?

How about content checking, Intrusion
detection ?

What is content security?

Content Security can be likened to the security
functions of an airport. The duties of the firewall
should be considered as your passport or
immigration control, namely concerned with the
question of “who” is authorized to enter or leave
the organization.



Intrusion Detection vs Firewall

Martow Navicanos

v__

However, Content Security in contrast assumes the equally vital role

of the Customs or x-ray scanning function, controlling “What” can

be moved into, out of, and around the organization.

Access Security =
Passport Control

PASSPORT

“Who” enters or
leaves the network

Customs Security =

Customs Control

“What” enters or
leaves the network
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2. marlow.com.

Defence

Configuration

= SMTR
i e Incoming
Elock
Scan
Auction
= Dutgaing
; Block
Scan
Action
P b < SMTP Security
= Anti-zparn
i [=l-- Basic Anti-spam
i Ermail Header Verification
kd ail Server Walidation [REL]
DMHS Lookup
Spam keywords
[=l-o Advanced Snti-spam [Sdd-on Service]
Anti-zparmn Configuration
Spam URL Categories
Honey Pot
----- - Exclusiondlnclusion Lists
Content Filters
Active Content & Cookies
SmartScript Filters
----- < Archives
----- - M5 Office Documents
File Type Spoofing
»ploitStopper
----- = Email Security
----- < Phizhing Prevention
Lizts
WP Email sddresses
SMTF Senders
BElock
Scan
S5MTP Recipients
Block,
Scan
SMTF Domains
Block
i Scan
= File Tunes

@
aues| | SMTP Security

Select a check box to activate the corresponding protective mechanizm. Dezelect a
check box to deactivate that mechanism.

I+ Enable email anti-spoofing List.
[+ Enable anti-relay protection izt
[T Block email according to email server IP address Ligk

ist

v iButhenticate 5k TR conmections
I+ Block inwalid Sk TF email address:
v Anti-bombing [Limits the pozzibility of DoS attacks)

Ihcoming: IED Clutgoing: IEIEI
|1DD
IED

10000

Max. concunent connechions
b ax emailz in spoal
kax. recipients per email

b ax. message size [KB]

o OK | X Cancel I Apply.

<< Back

iF'rs:\at'ti\'-'e Security Engine Active




2. marlow.com.

Configuration

At

SMTP

Incoming

Scan
Auction
Outgoing
Block
Scan
Action
SMTP Security
-zpanm
B azic Anti-zpam
Email Header “erification
kd ail Server Walidation [REL]
DMHS Lookup
Spam keywords
Advanced Anti-spam [Add-on Service]
Anti-zparmn Configuration
Spam URL Categories
Honey Pot
Exclusionslnclusion Lists

Content Filters

Active Content & Cookies
SmartScript Filters
Archives

M5 Office Docurnents
File Type Spoofing
»ploitStopper

Ernail Security

Phizhing Prevention

Lizts

WP Email sddresses
SMTF Senders
BElock
Scan
S5MTP Recipients
SMTF Domains
File Types
Eeywords in lncoming E mail
E.ewwaords in Qutgoing E mail
Ko Wandal File Mames

File= frr Blarckinn

@
Pues!  Incoming SMTF Block Rule
et
—Rule
IBIDc:k zelectively ;I ™ Ezclude WIFs from Blocking Rules Lst

—Block traffic that matches:
+ Atleast one selected list

Al zelected lists

—Ligts uzed to apply the ruls:
v Senders

v Fecipients
Jv* File Tupes

il Diomaits

IFiestric:ted [block, if listed)]

lFIestric:ted [Block. if listed]

IFiestric:ted [block. if listed)]

IFiestric:ted [block. if listed)

L Led L4 L]

C
£l

g
el

C
8

C
o

[~ Ship all attachments

0

K. | X Cancel I Apply

<< Back
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2. marlow.com.

Block Senders

Configuration

E... i

SHMTF
Incoming
Elock
Scan
Auction
Outgoing
Block
Scan
Action
SMTP Security
Anti-zpann
B azic Anti-zpam
Email Header “erification
kd ail Server Walidation [REL]
DMHS Lookup
Spam keywords
Advanced Anti-spam [Add-on Service]
Anti-zparmn Configuration
Spam URL Categories
Honey Pot
Exclusionslnclusion Lists
Content Filters
Active Content & Cookies
SmartScript Filters
Archives
M5 Office Docurnents
File Type Spoofing
»ploitStopper
Ernail Security
Phizhing Prevention
Lizts
WP Email sddresses
SMTF Senders
Block
Scan
S5MTP Recipients
SMTF Domains
File Types
Eeywords in lncoming E mail
E.ewwaords in Qutgoing E mail
Ko Wandal File Mames

File= frr Blarckinn

[l

| SMTP Senders for Blocking

Alloves defining lists of resticted and trusted SM TP email senders fram which 25 afe
willl block traffic. [Depending on the options selected in the related rule, only ane of

the lizts will be used.]

| @ Restricted

| Trusted

e m| w|e|

2l =] v e

& 2Dheden@marlow. com.cy =
¥ admin@marlow, com, oy

7 administratorEmarlow. com oy
& afitisov@mail kubtelecom. i
ﬁ agency@naszchartering.com
g agetrac@nak ayo.leland.bj

7 sliwaldEtaylor ol

&7 amber_454&a0l.com

E andrew{@bytecity. i

£ andrew3@hotmail com

E andyisilavadesign. biz

¥ anides@hotmail. com

7 aomaild. emirates. net.as

7 apmail3 emirates. net ae

E aroel_trade@yahoo. com

€ azchart@nethor ws

¥ azchart@aonline. corm.ua

€ azchart@pachta ws

¥ azchart@szendmail ru

¥ beka@t net

ﬁ biglowvergirl@mail. com

g brokerage@yahoogroups. com
g brokerage-owner@yahoogroups. ci
7 buoyEemirates. net.ae

& o_mercounz@hotmail com

E carsi®@cyhams.org

E cetinsendur@arship. com. tr

& ciemms2 hinetnet

E chartering@baymarship.com _JLI
< [

K. | X Cancel I Apply

<< Back
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2. marlow.com.

Configuration

s SMTP Security

----- ~ Block =] =
..... e i File Types for Blocking {Email)
----- < dction
- Outgaing Allowes defining lists of restricted and trusted file tppes that eSafe will block if found in
----- < Block incaming SMTRAPOPS kattic. [Depending on the optiohs zelected in the related
..... < Scan iule. only one of the lists will be used ]
----- < dction

Restricted

Trusted

= ' .-'-\nti-spa_m _ I £ IEI
[=]- Basgic Anti-gpam - -
----- - Email Header Yerification 2 I Extension il I Extensiol
..... -~ Mail Server Walidation [REL] Panel cpl applicationnd. ms-excel s
- DMNS Lookup kb wbm application/vnd. ms-powerpoint  pptpwz;|
F-- Spam Fepwords R-icon ico application/s-msexcel wlzxlt
[=l Sdwanced Antisspam [Sdd-on Service] L-ig art application/=-zip-compressed zip
----- < Anti-gpam Configuration k-=bitrmap =brm application/zip zip
""" -+ Spam URL Categaries com:vsd:hip: irnage.gif aif
""" ) H-:!ney Pat ) ) iles wbeshsvbe. image/|jpeg IPoipeo;
------ : E:-cc:lu.smn.-"lnc:lusmn Lizts heduler iob imagedpipeg ipa:ifif
= Content Filkers s SvE
Active Content & Cookies o3 323
SmartScript Filters
------ - archives " g
------ - M5 Office Documents i s
------ - File Type Spoafing ||:|tl.|.3t wseEct
e Seploits topper beiewhitnnl hitt
- Email Security ompansnt hie
------ -~ Phizhing Prevention v avi
(=8 Lizts npeg mpg
WP Email Addresses n=video avi
SMTP Senders huicktime qt:mos
Block, do wdo
Scan -la-asf lz:lsf
= SMTF Recipients -mpeg mp2
Elock -mpeg2a mp
4 Scan ) — I t-ms-asf asw;asf
I'i'_ ’ S.MTF'DDITIEI["IS -mz-azf-plugin amy
= File T_I,Jpes_ ) -mevideo avi
=l Incoming Files E : .
B - Black -z gi-movie mowie |
: e - W -
FFI- ~— utaninn Files ;I .—‘-J .—I —LI— -—‘-J I —d
o 0K | X Cancel | Apply. ‘? Help <4 Back
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Block Domains

2.marlow.com. Configuration

Sl SMTP i | ' I
b Incoming H SMTF Domains for Blocking
Block . '
Scan Allows defining lists of restricted and trusted SMTR demains bodfram which 5 ate will
Auction black tratfic. [Depending on the optiohs selected in the related wile, anly one of the
[ Outgoing lists will be vzed. )
g!:;: | = Restricted | Trusted
sk EEE R =] w| e
------ ~ SMTP Security = =
= Anti-zpam ég!'n 002 net :l
=l Basic Anti-zpam 3r=, 100pesos. com
; E rnail Header Verification v, 200.geekpost. com
kd ail Server Walidation [REL] j'!"q 201.geekpozt. com
DMS Lookup g?ﬁ 202 . geekpost. com
Spam keywords ﬁ 203. geekpost. com
[ Bdvanced Anti-zpam [fdd-on Service] ﬁ 205.geekpost. com

Anti-zparmn Configuration
Spam URL Categories

ﬁ 206. geekpost.com
ﬁ 2ndday. com

. IHcfneilF'Dlt S _;ﬁg_2teengirls.com
------ -~ Exclusionlnclusion Lists i, 371 et

[=] Content Filters

- Active Content & Cookies
SmartScript Filters
------ < Archives
------ - M5 Office Documents
File Type Spoofing

i, Foe-7E1d75.ewlZ com
3‘?;;_ Jdz.com.cy

a%;, ddealzanline. com

3%;, E1cygni..ewll.com
ai"—"g, 995teens. com

sploitS topper ;ﬁ'?g.-'l'-.‘l offerstopau. net
Email Security A, abuse net
...... - Phishing Prevention ﬁactiveadvertising.net
=1 Lists sirsg, admanmail com
YIP Email Addreszes g?ﬁ admin, coachrealtors com
SMTF Senders || 5 adplistea7.com

Block ﬁ adult-rnailer.com
Scan ;‘—;"5 adultmailings. net

=l 5MTP Recipients ﬁadvancedemailnetwork.com
Block _ﬂg asiouandy. net
Scan _ ﬁ afebriley.cc
= SMTP Domains A alieddi i
s Bilack Zrw, allieddirectmarketing. com

< Srzan ﬁallrealsavings.com _J;l
[=f--eoo File Tunes vI _i_J I »

o 0K I K Cancel I Apply. 7 Help << Back

|Proactive Security Engine Active
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2. marlow.com.

Configuration

= SMTR
i e Incoming

Elock

Outgoing
Block
Scan
Action
P o BMTP Security
= Anti-zpan
i [=l-- Basic Anti-spam
i Ermail Header Verification
kd ail Server Walidation [REL]
DMHS Lookup
Spam keywords
[=l-o Advanced Snti-spam [Sdd-on Service]
Anti-zparmn Configuration
Spam URL Categories
Honey Pot
----- - Exclusiondlnclusion Lists
Content Filters
Active Content & Cookies
SmartScript Filters
----- < Archives
----- - M5 Office Documents
File Type Spoofing
»ploitStopper
----- = Email Security
----- < Phizhing Prevention
Lizts
WP Email sddresses
SMTF Senders
BElock
Scan
S5MTP Recipients
Block,
Scan
SMTF Domains
Block
Scan

= File Tunes

=]
Actions due to a Scan Violation
=t

Select the action &5 afe will perform wher it encounters malicious code in an
attachrnent. [Far incoming SMTP traffic. it iz also possible bo update zender/mail
domain details to lists that will be uzed for future scanning. ]

=é&etion when malicious code iz detected in an attachrment
" Ship attachrnent.

™ Remove dahigerous content. |f it canmot be removed, strip the attachment.

% Block entire email if it containg a dangerous attachment,

—Auto-update the Bestricted List
i Mo auto-update

i Add SEMDER tathe Flestric:ted Senderz List for Scanning
" Add EMTIRE Mall DOMAIM to the Restricted Domains List for Scanning

o OK | X Cancel I Apply.

<< Back
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Database Scan

2.marlow.com. Configuration

Sl SMTP i
i e Incoming @ Anti-spam Configuration
i Elock
SCE_"" Enable blacking spam emall, select specific anti-spam features, and choose the
Action action &S afe will perform when it detectz zpam email.
ol Du‘%ﬂl'ng v Check for spam in INCOMING emai
ock
Secan [T Check far spam in QUTGOING email
Action
P o BMTP Security
E < Anti-spam —Select methods for checking sparm
= B asic .t'l'-.r'!ti-spam o Iv Srnart zignature matching Iv Meta-heurniztics
Edn;;llsgizifi;;zgftliz:“ﬁq%L] v Test an{z!l_l_,ls_i'x I ITIFEL categaries List
B DMS Lookup v Teut classification v Known zpam URLs
P Server Validation I+ Flowe contral Iv Shucture analpsis
Sender Validation
B~ Spam KE‘I'I!NDrdS —Choose action
Incoming :
e Dubgoing *" Block email
[ #dvanced Anti-sp i Add tag to emall subject IE'DE"ﬂ mail
B . ti-cpar Lration
Spam URL Categaries
Honey Fot
----- -+ Emclusiondnclusion Lists
Content Filters
Active Content & Cookies
SrnartScript Filters
----- - Archives
----- < M5 Office Documents
----- - File Type Spoofing —
E FploitStopper
----- -~ Email Security

< Phizhing Prevention
Lists
WP Email Addresses
SMTF Senders
Elock
Scan
SMTPF Recipients
Block

i : CrAn LI
o 0K | X Cancel I Apply ‘? Help: << Back

iF'rs:\at'ti\'-'e Security Engine Active
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URL Categories

2. marlow.com.

Configuration

Sl SMTP i
e @ URLSs & Categories in Spam Email
Black ' '
icf_"" | Blocked Categories Blocked URLs Unblocked URLs
- clion - - - - -
=~ Outgoing IEEIEI IEIEIC:I IlEIEIC:I
Black Alsahal
i iz:;'n Anonymous Prozies
______ . SMTP Security Auctions / Classified &ds
Sl Anbi-zparn Chat -
B Do ABRaHE Cinema / T elevision
fe Email Header Werification Lrating # Relationships
- Mail Server Validation [REL] Digital Posteards
- DMS Lookup Eratic / Sex
Lo Sarver Walidation Fazhion ¢/ Cosmetics / Jew
+ Sender Walidation Gambling / Lottery
Spam kEepwords Hurnor # Comics
< |lhcoming legal Activities
G Dutgoing legal Crrugs
El- Advanced Anti-spam [Add-on Service] lteeestment Brokers 4 Stocl
peees Anti-zpam Configur_ation b alware
Spam LRL Categaries Phishing URLs
H'j_ne-'" Fot . . Formography
------ -+ Emclusiondnclusion Lists Restaurants / Bars
=l Content Filters £
Active Content & Cookies EE“-H |_3Ip A
SrnartScript Filters LER
Archives opamkIELs
------ < M5 Office Documents Swirnwear / Lingerie
File Type Spoafing || Tebaceo
#*ploitStopper Tops
...... - Ernail Security Wiglence / Extrermne
------ - Phizghing Prexention wiarez /' Hacking # lllegal §
[=l- Ligts wieapons & Military
WP Email Addresses
SMTF Senders
Elock
< Sean
== SMTPF Recipients
Block
':ir::=|r'| ;I .—‘-J —I LI
| X Cancel | Apply. ? Helpr <4 Back

|Proactive Security Engine Active
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2. marlow.com.

Configuration

= SMTR
[=l= Incoming
Elock
Scan
Auction
Outgoing
Block
Scan
Action
------ o BMTP Security
Sl Anbi-zparn
[=]- Basgic Anti-spam
i Ermail Header Verification
kd ail Server Walidation [REL]
< DMNS Lookup
i Server Walidation

+ Sender % alidation
R Spam kEepwords
< |lhcoming
i < Dutgoing
S Advanced Anti-zpam [Add-on Service]
i Anti-zpam Configuration
Spam URL Categaries
B Honey Pot:

------ -+ Emclusiondnclusion Lists
=l Content Filters

-« Active Content & Cookies
SrnartScript Filters
Archives
------ < M5 Office Documents
File Type Spoofing
FploitStopper
------ -~ Email Security

< Phizhing Prevention
[=l- Ligts
WP Email Addresses
SMTF Senders

= @ Honey Pot List

Enables defining a list of emall addrezses [usually inactive addresses] that 5 afe will
zearch far in incoming ermail. IF these addresses match the recipient addresz, eSafe
will conzider the email as spam and perform the selected action.

[+ Enable uze of Haney Pot for incoming email

| Honey Pat Email Addresses
= x| ¢|s|

adrmin{@marlow. com. oy
adminiztrator@marlow, com.cy
alikitEmarlow. corm. oy
azpiewok@marlow. corm.cy
cytechi@marlow. conm.oy
postmazter@marlow. com. oy

Elock ‘Chaose action
Scan N & Block email
SMTPF Recipients .
Black O Add tag to email subject |7 Detected a5 Spam ==
CrAn =
| X Cancel | Apply. “? Help <4 Back

|Proactive Security Engine Active
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2. marlow.com.

Configuration

= SMTR
i e Incoming
Elock
Scan
Auction
Outgoing
Block
Scan
Action
P o BMTP Security
= Anti-zpan
i [=l-- Basic Anti-spam
i Ermail Header Verification
kd ail Server Walidation [REL]
=l DMS Lookup
Lo Server Validation

Sender V alidation
R Spam kEepwords
Incoming
fe Outgaing
S Advanced Anti-zpam [Add-on Service]
i Anti-zpam Configuration
Spam URL Categaries
Honey Fot
----- -+ Emclusiondnclusion Lists
Content Filters
Active Content & Cookies
SrnartScript Filters

JavaScript
Other Scripts
----- - Archives
----- - M5 Office Documents
----- - File Type Spoofing
- =ploitStopper
----- < Email Security
----- -~ Phizhing Prewvention
Lizts
WIF Email Addrezzes
SMTP Senders
Block
Sran

“  ¥BScript Filter

Theze optionz allow pou to define oL YEScrpt pollc_l,l when text/html is mcl‘uded in
the File Tupes for Scannmg liztz. ""Strip all scripts" reroves all VB Soripts. V'Strip
farbidden functions"! stiips anly the forbidden functions or those YEBSoripts that
contain forbidden functions. S ource refers to the Servers for Scanning Lizt far FTR
and HTTF filetranisfers. and the SMTF Senders for Scanning List for email body and
attachrents.

v Ship all scripts IAII Sources =] Lt
[T Snpterbidder funstons I _I Last

Faormdden Functicens:

o s R S

CHM:: -
SShellExentitz|

omd. ase

codebase == 7 amhtm]

CopyFile

CopuFolder

CreateObjsctA00, Stieam

CreateO bject'Shelbdpplication
CreateObject "2 s ADD . Stream
CreateOhbjsot s T2 "Exeel

CraateObjsct el 2! 'O utlook

Createl bject ™= ' PowerPaint
CreateObject =72 'S erpting FileSystemObect!!
CraateObect s 73" W ord

CreateObjsct 72l 2 %W Sorpl, Network!!

Ereatel bject ™= 2 8w Soriph: S hell

DeleteFile

ErelmteFolder

DirecEmimation, PathCantrol
docurment:getElementBul d” [ 77 cieateTestRanoe "z]
document. writelunescape

ElriveType

E spandE reeinariment Stira

FileE rigts

FalderE <ists

GFatE stenzionM ame

GatFile

GetFalder
ES D i SR i i i vI

o 0K | X Cancel I Spply.

<< Back

|Proactive Security Engine Ackive
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2. marlow.com.

Configuration

+

L Dutgaing
Advanced Anti-spam [Add-on Service]
Anti-zparn Configuration
Spam URL Categories
Horney Pot
Exclusionslnclusion Lists
Content Filters
Active Content & Cookies
SmartScript Filters
WEScrpt
JawvaSecrnpt
Other Scripts
Archives
M5 Office Docurnents
File Type Spoafing
#ploitStopper
B Coritent Ex
Ernail Explaoit=
Ernail Security
Phizhing Prevention
Lizts
WP Email sddresses
SMTF Senders
BElock
Scan
S5MTP Recipients
Block,
Scan
SMTF Domains
Block
Scan
File Types
Iicoming Files
Block
i Scan
[z Outgoing Files
< Fepwords in lncoming Email
E.ewwords in Outgoing E mail
Ko Wandal File Mames
Files for Blocking

Adrinistration

LW g Content Exploits

HploitStopper analyzes HTML pages and HTML email and detects abriomal
structures. usually malicious code that exploits zecurity holes.

¥ Elock email containing known HTML explaits

I.-'l'«ll Sources

=

Threat name

E=ploitlIFRAMEBOF

E=ploit JFPEG

E=ploit.JpgDown b

E=ploit. JpgDown.

E mploit. kA5 -04-029.038

E =ploit. k4 5% ord. 01

IFrame E xploit

s EMLE=PLOIT

MIME-Twpe Ex=ploit

Loadlmage AP WYulnerability

HTML Help Activek Exploit (MS05-001]
HuperT erminal Explait (MS04-043)
Eemel and LSASS Exploit [M504-044]
Curzor lcon Farmat Exploit [MS05-002]
DHCP E=ploit [k 504-042]

Indexing Service E=ploit [ 505-003)
WIMS Exploi [MS504-045)

wiordPad E=plait [M504-041]

Object Codebaze Exploit

E=ploit HTML.Objdata

“Win3z.Bagle Wariants

Mozilla Suite and Firefox 'favicons' LINK. Code Execution

A LLOM A exploit

Internet Explarer Rerate Doz [Mermomny Acceszs Wiolation]

hotmail cesddiv exploit
MHTRL exploit

‘windows Help Center Command E secution

Win32.Metzkp. p
WindzZ. Metsky v
Sazzer Worm

Microzaft Outlook Exprezs MHTRL Forced File Execution Wulherability

MHTML.Explait - ITS Protocol Zone Bypaszs Vulnerabilit_l,_l

|

‘More infarmation about Exploit IFRAMEBOFE

o ok |

x Lancel I Apply

<< Back

|Proactive Security Engine Ackive
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External URL Links

2.marlow.com. Configuration
e Outgaing ;I "T;‘
W Email Security

= fAdvanced Anti-zpam [Add-on Service]
[ Aunti-zparn Confiquration
Spam URL Categories
i Horney Pot
ik -~ Exclusiondlnclusion Lists

Content Filters
e Active Content & Cookies
= SmartScript Filters

WEScrpt

JawvaSecrnpt

Other Scripts
----- - archives
----- - M5 Office Documents
----- - File Type Spoafing
= HploitStopper

i Content Exploits

Ernail Explait=

Ernail )
(S -~ Phizhing Prevention
[l Lists
{0 e WP Email Addresses
SMTF Senders
BElock
Scan
S5MTP Recipients
Block,
Scan
SMTF Domains
Block
Scan
File Types
Iicoming Files
Block
i Scan
[z Outgoing Files
Fepwords in lncoming Email
E.ewwords in Outgoing E mail
Ko Wandal File Mames
i Files for Blocking
[ Adrinistration

+

Select those secunty features you want &5 afe to implement when scanning email
ressages.

—HTML-farmatted email
[ Convert HTML email to plain test

I+ RBemove all HTML references to external webisites in email
I Turmratf cliclkeablehyperdintsin emal

[T Hemove webbe aoars: from emar

—Email format standardization

[~ EBlock fragmented email [email divided into multiple email messages]

[ Reconzhuct email according to RFC 15621 and RFC 1522 standard
I Fz|

[T Re-encode binary attachrents

[T Be-encaode S-bit ASCI text to 7-bit

[~ Conwert M5 THEF farmat bo MIME farmat

[T Bemove malformed attachments

o OK | X Cancel I Apply.

<< Back

iF'rs:\at'ti\'-'e Security Engine Active
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Incoming Body

2.marlow.com. Configuration

= SMTP =
§ Eee Incoming @ Spam Keywords - Incoming
i Elock
Sc:e_m =S afe allows inspecting the subject and body of INCOMING email for specific
Action keywaards.
= Outgoing
Block :
Sian [+ Scanemail BODY for spam keywords Lizt
Action ; : ) :
¥ - SMTP Security v Scanemail SUBIECT far spam kewwiords List
= Anti-zpan [ Classify email writter in Foreign bext 52 spam Lkl
i [=l-- Basic Anti-spam
i Ermail Header Verification e e
kd ail Server Walidation [REL] . .
B DNS Lookup + Block ermail
P Server Validation 1 Add tag to email subject |
Sender V alidation
e Spam keywords

Incoming
fe Outgaing
S Advanced Anti-zpam [Add-on Service]
i Anti-zpam Configuration
Spam URL Categaries
Honey Fot
----- -+ Emclusiondnclusion Lists
Content Filters
Active Content & Cookies
SrnartScript Filters
----- - Archives
----- < M5 Office Documents
----- - File Type Spoofing —
E FploitStopper
----- -~ Email Security
< Phizhing Prevention
Lists
WP Email Addresses
SMTF Senders
Elock
Scan
SMTPF Recipients
Block

CrAn LI

o OK | X Cancel I Apply.

iF'rs:\at'ti\'-'e Security Engineg Ackive
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2. marlow.com.

Configuration

Anti-zparm Configuration
Spam URL Categories
i Haorey Pot
i - Erclusiondlnclusion Lists
Content Filters
fees Active Content & Cookies
= SmartScript Filters
WBSeaript
JdavaScpt
Other Scrnpts
----- - archives
----- ~ M5 Office Documents
----- - File Type Spoafing
= ploitStopper
; Content Explaits
Email Exploitz
----- < Email Security
----- < Phizhing Prevention
Lizts
WIP Email Sddreszes
SMTF Senders
Block,
Scan
S5MTP Recipients
Block
Scan
SMTF Domains
Elock
Scan
= File Types
=l lneoming Files
; Block
Scan
Outgoing Files
E.ewmards in lncoming E mail

Subject

E.ewwords in Outgoing E mail
----- < Frnown Yandal File Mames

P - Filez for Blocking

Gl Administration

[1]

[l

| Spam Keywords in Email Body

Allowes defining a list of spam keywards that 25 ate will search for in the body of
incaming email. IF 25 afe encounters one of these kewwords, the email will be
blocked or tagged [depending on the Action selected),

| e Spam Keyword List

il m| @]

]

3‘35 alloquesti. com
*_&Amateur Chicls
j':'f—‘i.-'-‘-.mateur Chicks! _|
j':g;!i.-'-‘-.mateur Girls

j':f&.-'-‘-.mateur Girls!

3}? arnateur sluts

:"? amatuer teen

3‘2’? amazing hudes

3‘35 ambiquous deselect

3‘? arnerican Dream!

jﬁj.&mericans have the longest sex

3‘? amaunt of pour sperm

3'-‘? an opt-out request

’F anal penetrated

’"_?i anal sex

3‘}’5 anal sew:

3‘}!‘ analzex

3@* andaszerale.com

3‘_3"'—‘5 andaloztony

j':?@.-'-‘n.nna Fournikowva

j':fﬁ.-'-‘-.nother Great Offer Brought to wou by

’}ﬁ anti-aging

j':'?.-'-‘mtorell?

3‘3’5 arschficker

3‘35 arschkarte

3‘? arschloch

3‘3’-5 artistoferi. com

3@5 az an opt-in subscriber

D‘I’E assholes -
4 | b

DOptions—————

I Matchcase

I whole ward only

o 0K | x Cancel I

Apply

<< Back
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2. marlow.com.

Configuration

= SMTR
i e Incoming

Elock

Scan

Auction
Outgoing

Block

Scan

Action
P o BMTP Security
= Anti-zpan
i [=l-- Basic Anti-spam
i Ermail Header Verification
kd ail Server Walidation [REL]
=l DMS Lookup
£ Semer Yalidation
Sender V alidation
prp Spam kEepwords
=l advanced Snti-spam [Sdd-on Service]
; Anti-zpam Configuration
Spam URL Categories
Haoney Pot
----- - Exclusiondlnclusion Lists

Content Filters
Active Content & Cookies
SmartScript Filters
----- - Archives
----- - M5 Office Documents
File Type Spoofing
HploitStopper
----- = Email Security
----- -~ Phizhing Prewvention
Lizts

foe WP Email Addresses
- SMTP Senders

Block

Scan
SMTPF Recipients

Block

Scan
SMTF Domains
Fiiao Bl

@ Server Yalidation

Alloves checking the validity of the mail server against the DMS recard for inconing

and outgoing ermail.

I Check walidity of mail server against the DMNS record for IMCOMING email

v Check walidity of rail zerver against the DMS record far UUTGDING' ernail

—Choose action
=
" &dd tag to email subject

IMaIIDw Sarvel Validation

o OK | X Cancel I Apply.

o

I

<< Back
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2. marlow.com.

Configuration

File Type Spoafing
HploitStopper

Cantent Explaits

Email E=ploitz
Ermail Security
Phizhing Prevention
oo Lisks
e WP Email Addresses
= SMTP Senders

Block,

Scan
SMTP Recipients

Elock

Scan
SMTP Domainz

Elock,

Scan
File Types

Incoming Files

Elock
Scan

Outgoing Files
E.ewwords in lncoming E mail

Body

Subject
E.eywords in Outgoing E mail
Ko Vandal File Mames
i Files for Elocking
=l Administration
i Mizcelaneous Parameters
Alerts

Ewvents

Alert Recipients
“warning Meszages

Irzomitg Email

Ot
E rnail Quarantine
Updates
b il Settings

g’?‘n Ywarnings to Recipient {Incoming)

™ Add scan results to clean email [only if contains attachment]

Heading to precede the scan rezultz joptional]

* Marlows Sate Mail searmed this emal for malicious _ Vinds centent
“IMPORTAMNT: Do nol opef-attachments fiom unrecognized senders =

[T Add zcan results o modified email

Heading to precede the scan results [optional]

=wfarning: Marlow Safe Mail detected a hoztile contant in thiz email and removed it =

[T Send email natification when email is blocked

[1]

Heading to precede the blocked email details [optional]

* Marlows Sate Mail blocked the following email that wasz sant to pou

o 0K | x Cancel I

Apply

o

IT

<< Back

|Proactive Security Engine Ackive
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2. marlow.com.

Configuration

= SHMTF e
T @ Exclusion/inclusion Lists
Elock
SCE_"" Drefine a list of source and destination email addrezses that &5 afe will MOT check
Action for zpann.
= Outgoing
BElock Specific email addresses that will HOT be checked for zpam
Scan 4
Action I I EI EIC:I
...... - SMTF Security gac:ﬁ:ordship.net =
= Arti-spamn agile-cy. com
B Basic Anti-spam @amosconnect.com
; E il Header Verificati @baltarmerica. spb.
mail Header Verification Ehaltimes, pl
kd ail Server Walidation [REL] Ebdigital com
-~ DS Lookup @herenberg.de
—o Server Walidation @bremerlandesbank. de
+ Sender % alidation Shuss-giuppe.de
=l Spam Eepwords @coship.com
- Incoming Bcombinedmar. com —
i Ot Ecarnrea-zpain.com
P i + Dutgaing ) Bicosine com.cy
= i Advanced Anti-epam [Add-on Service] Sicrewserve, corm.ph
; Anti-zpam Configuration BIcsc-cy.ong
Spam URL Categaries Boytanet. com.cy
Honey Pot @idanzhip. az
@demetriades. com
& Edemstargroup. com
: . ®erg-legal. com
Active D:lnnter.'nt % Cookies {Sership,com
Smar_tS cript Filters agalant. com. ph
Archives @galant. com. ph
------ < M5 Office Documents @gl-group. com
File Type Spoafing —| @alobeemail. com
#ploitStopper @g:eﬂrﬁybe.lt
------ < Email Security thatships: Bon
Fhishing F " @hanzeatic. com. cy
"""" . ERNEIEL e @hongyangshipping. com
= Lists @hsh-nordbank. com
WP Email Addresses @HWE. de
SMTF Senders BEincelaw. com
Elock @intelizcape. com
Scan Eintermnaut, com, oy
SMTP Recipients %}32223?‘25553
E!?:: :I ?Fronosholid?ys.com ;I
| X Cancel | Apply. “? Help <4 Back

|Proactive Security Engine Active
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2. marlow.com.

Configuration

Quarantine

Ernail Security
Phishing Prevention
Lizts
WP Email Asddresses
SMTF Senders
Block
Scan
SMTPF Recipients
BElock
Scan
SMTP Domains
Block
Scan
= File Types
=l Incoming Files
; Block
Scan
Outgaing Files
E.eywords in lncoming E mail
Body
Subject
Eewwords in Outgoing Email
----- < Krown Wandal File Mames
PR - Files for Blocking
[l Adrminiztration
e - Mizcellaneous Parameters
= Alerts
Ewents
Alert Becipients
[ ‘W arning Meszages
=l lheoming Email
; To Senders

Ta Recipients
B Outgoing E mail

=1 Email Quarantine
Quarantine for Wiruges
Wiz Feport

Cluaran

Spam Report [&dd-on Service)
----- - Updates

- Mail Settings

UE'H Quarantine for Spam

Drefine conditions for placing email containing spam in Quarantine.

—Defing when to quarantine email:
" Do not quarantine

7+ Quaranting if email is blocked due to zpam

£ Bluarantine all spar email ([Blocked or tagged)

—[iefine where to zawve quarantine files:

i~ Send to specified guarantine email addresss I

f* Store in local quarantine folder

Prefis for thie subject of email released from Quarantine:

Avtomatically delete itemsz from Quarantine after I5 days,

Apply

o 0K | x Cancel I

<< Back
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L2) Q) L) =)

Query [IAGEGEGGG——————  -ction |

=

Quarantine Report - Spam (799 Lines)

Quarantine Logs

LI Walue I

| b ail zubject

| Source

| Diegtination

Can you help me?

Geron's plan iz to treat people that have acute spinal inju...

the top of. And Azsic his disciples. of the

High quality Soft C1 aliz

princes of Ornan grant vou be; an iron). And the sons may

= go churchren

cozmopaolitan tripod

All warnen drearn of it
elongated forsook
Undercharge for the best drugs!
thark,

based on what you're zaping about the current zeason, | ...

Woith or prejudicial

EP& azziztant administrator for air and wastemanagement. ..

obszequious onlooker
Fie: EDcircunjacen
ab o quintillion

SHOW ADVISORY IM EFFECT FROM 3 PR AST TUES..

blotched looking glass
Be happy with it!
Fower iz everything!
At an basswood

Or az profundity

Huook shot about b,
Be all that you can be
do or uppercut

Flx wOur Johnzon at once and farewverl
at incredible

He in coroboree

mymagicrikefhguli@ 7 7g. com
ozzrnrisigzgres. com
lacuErnarlow, cormn. cy
KristiGwwanadoo. fr
laou@marlow. com. oy
npebuttercup@londongoldexschange. com
cpoulost@american-publizhing. com
qQueerkpisa] 23 com
waezbxiBizubsanjoze. com
washedrepulsioni@indianemail. com
prhvlpe@merciabusiness. com
wrmBcosmichear. ws
peespansible@designcrovwed. com
pRinl@nls. niedersachsen.de
cpapapost@halcor. vionet. gr
karneafuai@candyete. com
haexploration@Simages. com
sfplEcormunedipositano. it
ztetzenko@adb.org

Sam'zk cEuffey'sEgorillas. ws
Gaetanoi@mctherapy. com
iezagacitpE@fktean. com
gleumenides{®becomeagiant. com
andrew@inordresources. com
Larmyongi@netideainc.ca
qotwellbeingi®jeepee. biz
Festrepoi@ijfventertainment. com
mplaint@microl 00tool. com
qexemnplifpEias. ro

mahillea@marlow. com.cy
jandresen@marlow. com. cy
lacuErnarlowe, cormn. cy
atsiakouriz@marlow. com. oy
laou@rnarlowe, com. oy
yrokatenko@marlow, comm.cy
cpoullizi@marlaw. con. oy
avonderhoshi@marlow, con. oy
a.mefrem@marlove. com. oy
ginannouErmnarlow. com. cy
JbronnikovEmarlow, com.cy
askewIgallo@rmarlowe. com. cy
wist@marlow. com. oy
gbuzerman@marlow. com. oy
cpapanicolaouEmarlow. com. oy
gbuzerani@rmarlow. com. oy
yizd@rarlow. com. oy
wizirapErnarlow. conm. oy
zstetzangan@marlow. com. oy
ggarizEmarlow. com. cy
gnagelErarlow. conm. cy
iotoudEimarlow, com. cy
wiotouddEmarlow. com, oy
medeni@marlow, com. oy
godatE@marlaw, camm. oy
yizt@marlow. com. oy
gntjoLanit@rmarkow. com. oy
rarlov@marlow. com. oy
wizdi@rnarlow. com. cy

E*TRADE Financial reminder: please update pour data customersupport-12817012154040f«@etra... michele@marlow, com.cy
SMOW ADWVISORY IM EFFECT UMTIL BEPM AST THIS .. Igih@deltal09.0rg ahebEligivdtohaZvasaaaaa@marlow. com. cy

do pazzenger wpoisonE@milski. com ibrornikow@rnarlowe, com. cy.iki@marlow. com. oy isErmarlow, comn. oy isEmarlow. com. cyisEmarlow. c
[24]: T8Tod Saffiioddon dachid ia aieseiifol i&id3e48a.. shellevvinay@barbourville. com rarlawirmarlaw, com, oy

taur eebijf@justiceblind. com raymondSchani@marlow, com. oy

To frames gzemester@dinner. conn rnarkyriak ou@rnarlow. cor. oy, markyriak ou@rarlow. com. oy, marlow@narlow. com. cy, marlow@marlc
A do raund kwwmartzi=oobrne. comn rnarkyriak ouE@rnarlow. con. oy, markyriak ou@rnarlow. com. oy, marlow@rarlow. com. oy, marlow@nmarlc
On go chance zzhipmate@imegsinet. com lamial@rmarlow. com. oy

| am of the opinion that the real anti-aging technologies o, wliknb@nibl.org lodiusEmarlow, com. oy

Orn my courtesy rnwolfEbausch. com edidura@marlow. com. ey ediduratsmarlow. com. ey ediduro@rmarlow. com. oy esfrermi@marlow. com. o
OF az capley jresplanade&nel 1. com anayizEimarlow. com. cy

Ee round Iprotein@webmails. com ibrornikowv@rarlowe, com. ey iki@marlow. com. cy.is@Ermarlow. comn. ey isEmarlow. com. cyisEmarlow. c
inch qof@heleon.nl ibronnikosw@marlows, com. oy

Wohat the TS lacks in flazh, it makes up for at least partly i, fres@imla. sirn.com

lim Rad Crmes ki@t zek cidenmline arn

enaven@marlow, com. oy
_I rollineArhndessrairmarlos carm e _lLI
4 »
) :)I 1of1 I Bl Lines per page: |2DDD Report date: |1a"24-"2|:||:|? ;I
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2. marlow.com.

Configuration

Lizts
WIP Email sddresses
S5MTF Senders
BElock

< Scan
= SMTP Recipients
Block
Scan
- SMTP Domains

-~ Block
< Secan
[=f-- File Types
Iicoming Files

-« Block
Scan
Outgoing Files
[=l- Eewwards in Incoming Email
Bady
-~ Subject
K.ewwards in Dutgoing Email
------ < Krown YYandal File Mames
------ - Files for Blocking
=] Adrminiztration
i Mizcelaneous Farameters

Alerts
Ewents

<o Alert Recipients
= W arning Messages
Inzoming Email
To Senders
To Recipients

< Outgoing Email

=l Email Quarantine
Quarantine for Wiruges
Wiz Report
Cluarantine for Spam

< Spam Report [&dd-on Service]
------ - Updates
=l Mail Settings

e SMTP Mail Belay

SMTF Internal Domains

UE\'D SMTF Internal Domains

Drefine a list of domains for which eSafe iz allowed to receive email, and the
carresponding internal IP addreszes of the SMTR servers to which 25 afe will fopward
email f_rﬁi‘r'l the specified domains.

| Internal dqmains-and SMTF Mail Servers

|| x|

Internet domain name | Intemal SMTE mail server P

f‘g = marlons, con. oy 2123 115.217:25
f—"g, = marlowflest com 2123111521725
3?5, rnarlow. com. oy 2123 115217285
e madowiest com. 2123 11521725

[1]

& 0K | X Cancel |

Apply.

<< Back
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Eile  Wisw Ophions

LRI,

eSa fe Proactive Content Security )

Ir Allovwed Clean b odified
Frogress Hiocead [not scanned) [zcanned) [or deleted) Span TFotal
B Incoming SMTP 0 21339 2 34682 23413 557038 583880
AIF product and registration informs. “-:s _ o) x|
b Outgoing SMTF 18 5396 Product Information - 1 u] 13893
eSafe Gateway version 52807 L
Tokal 18 : 2735 Operating system Cifaik [ppliance) Fan0 53705 112773
; i : ; Updated an 23dan-07 04:07:23 P
Ereakdown of all filez pazsing through the Content Redirector. Breakd | C e 50 o5
Wiruz table & scan engine version  EV132-5W283 I
Currently installed haothiefes]
Rules update version 221339
T T URL filker version Mot installed b T
. = ! ! URL filter updated on Hasz not occurred J | W SMTP I
I | | Advanced Anti-spam version w3.9173 | O sSmTP ouT

PR e~ ———c—=—fm—mne==d

Advarnced Anti-zpam updated. on

Feaistration |nfarmation

Produst 10

Serial number
Company

Uszer name
License started an
License expires on
eSafe machine |P address
Mumber of users
Type of icenze
e5afe product ype
Mumber of Cl=

24-Jan-07 07:20:50 A

EM

1M 7E12

b arlow M avigation
Manaoz b anali

29-Dec-2006

29-Dec-2007
212.31.115.202
2580 :
Registration

=]

]

F . a@PRP
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