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JensD alsgaard N ielsen

* EmployedatA abog Un¥ersity - AAU (1984 -..)
* Insdtuteof ElectonicSystEm s
* D eparm entof ControlEngheering -www controlaaidk

* A rmwasof nterest
* Contiol Sysems
*  Field busses / distributed system s
* Realtine systams
* failedlince
* Automation

*  Ship autom aton
* ATOM OS A dvanced Technolgy forO ptim Izing M anpower Onboard Ships)
* DBC,PBCES,M TS,...
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DN tday

* Autnomous sysem s
¢ satellites (sudentsatAAU,ESA)
¢ agriailumlautonom ousvehicks
e chip boikrs

' - *  Tnfia souctre Convergence
] ¢ CTIF - Ceater brTek Infia Stmcture
¢ QoSi ..
* Integated Sewices
* Real tin e properties
* Fail esilience

* Embedded sygem s
e linux,#ai,...
° Hp,.

* Nework phnning
Justrmow buiding on a40 nodes routig testbendh (linux)

DN /AAU Nordtp Osb jne 2006

UHIYERSITET

Computers and N ebworks In Ship C ontiol

* Toappearasa hom ogeneous robustcantrolsystam s
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Computers and N ebworks In Ship C ontiol

* To appear asa ham ogeneous robustcontrolsystem s
*  Intellgentm achies/(sub)system s
* Tobeableto operate i1 degraded m ode €)

* network fiilire

* node failire

e IV failire

* machinery failire
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Computers and N etworks in Ship Contiol

* To appear asa ham ogeneous robustcontrolsystem s
*  tellgentm achies/(sub)system s
* Tobeableto operate n degradedm ode )

* network fiilire

* node faiire
e I0 faiire
* machinery failire
* No expertsaround
* To expectseveraldaysof*“degraded” operation
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Computers and N ebworks In Ship C ontiol

shoul be asnaturalas ...
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A foomote: The legal suff

Rules“rules”
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A foomote: The legal suff

* Ruls“mles”
* whithmls?
¢ 100% com parabk?

DN /AAU Norghp Osb june 2006

UHIYERSITET

A foomote: The legal stuff

*  Ruls“mules”

e whichmls?

* 100% com parable?

* bopholks? -notmy business today ;-)
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Computers and Safety

*  High (est) degree og safety/robusness isa bcalphenam ena

*  High (est) safetycan be on systan level due to use of redundancy orother techn iques
e Stllatom i iem isa campu terfiode

*  basic argum en t: if anythings fails the singl controllers sillruns
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Computers and Safety

*  High (est) degreeog safety/robustness isa bcalphenam ena

*  High (est) safetycan be on systan level due to use of redundancy orother techn ques

¢ Stllatom i item isa campu teriode

*  basic argum en t if anythings fails the shglk controller sillruns

* System can have hgher quality than the singlecam ponen tsor theopposite !!!
depending on yourdesin...
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Safety and quality considerations

HW

¢ A llstendad elecricalsuff, EM C, IP65, ...
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A commentup front

W E areaw areof:

The functional seandaid for describing and “verifying” your system

+ IEC 61 508 functonal safety

e SIL 1..4 (Safety Integrity Levell .4 )

¢ SIL-1:1badenorevery 11 4 year

¢ SIL-4:1bad enorevery < 1142 yearorbetter ...
e 7 chepters hcluding ranng, SW ...
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A commentup front

W E areaw areof:

The functional sendaid for describing and “verifying” your system

* IEC 61 508 funddonal safety

+ SIL 1..4 (Safty ntegrity Levell .4 )

* SIL-l1:1badenorevery 11 4 year

* SIL-4:1bad enorevery < 1142 yearorbetter ...
* 7 chapters cluding trahing, SW ...

W ethink itis neardy necessary

DN /AAU Nordip Osb jne 2006




UHIYERSITET

A commentup front

W E areaw areof:

The functional seandaid for describing and “verifying” your system

+ IEC 61 508 functonal safety
e SIL 1..4 (Safety Integrity Levell .4 )
¢ SIL-1:1badenorevery 11 4 year
¢ SIL-4:1bad enorevery < 1142 yearorbetter ...
e 7 chepters hcluding ranng, SW ...
e SIL 3canbemadeon SIL 2 components
* and theotherw ay aomnd - itisup to you - and yourm oney

W ethink itis nearly necessary
D oesnot say anything abouthow - i isa functionalsandaxd

Fieldbus sandards, O perating systan s, ... is sdllneeded
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Safety and quality considerations

HW -amodel

TR R R T
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HW - shott (neslide)

M em ory
¢ Enordetection / enrorconection ECM )

CPU
¢ Enordetection

¢ watchdog
¢ redundancy in spaceand time

Storage
* M echanicaldevice :-( really no comments
¢ hamh environm ents

OUTSDE
* W ehaveto ollow thew orld preciseely (kesp up spesd)

DN /AAU Nordtp Osb jne 2006

UHIYERSITET

Some figures - orillustation

Raw speed M hz,M IPS,...)
* 6->3000M hz

M em ory
* 4->1000000kB

0
e AD,DA,DD,PW M, ..1 - 400 Inbut,up o ssveral kv ,...
¢ r1=232485,...
e fiedbus1234,...
¢ general new ork
* Human hterfac

O peratig System
e fiom 200B t©2.000.000 B ormore I size
¢ many goproaches
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Some figures - orillusoation IT

Raw gpeed M hz,M IPS,...)
¢ 6->3000M hz

| Memowy
* 4 ->1.000.000%kB

Pow erconsum pticn
¢ 02?->100W attormore

10
e AD,DA,DD,PW M, ..“0” = 400
*  1=R32485,...
e fiekdbus1234,...
¢ general new ork

IT ISVERY DIFFICULT TO GENERALIZE

UHIYERSITET

Sin ple M odeling A pproach I

C ode execution
* Threaded code
e Cyclickvent
* sin pk/com pkx measurbk)

.
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Code executon
¢ Threaded code
e Cyclicevent
e sin pk/com pkx (measurbk)
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C ode execution
¢ Threaded code
e Cyclicevent
*  sin plk/om pkx measurblk)

idle Q
intr
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Sin ple M cdeling A pproach I

Code executon
¢ Threaded code
e Cyclicevent
*  sin pk/com pkx (measurbk)

ide 1 o)
ntr
1
: JI_J—I—l
3 =
o R —

T '

Com pletion tim e forP2 ?...
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C ode execution
¢ Threaded code
e Cyclicevent
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Sin ple M cdeling A pproach I

Code executon
¢ Threaded code
e Cyclicevent
*  sin pk/com pkx (measurbk)

ide 1 o)
ntr
1
: JI_J—I—l
3 =
o R —

T '

Com pletion tim e forP2 ? -deadlhem isw=d ? - system unstable ?
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Sin pleM odeling A pproach IT

C ode execution
¢ Threaded code
e Cyclicevent
* gin plk/com pkx measurbk)

idle t Q
intr
1
2
3 =
o — — .. — .. — .. e

et

Com pletion tim e forp2 ? -deadlhem &sed ? -
system unstebk ? ... thiswasjustavery smallexampk
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idle

P2

Code executon

Sin ple M cdeling A pproach I

Threaded code
Cyclicevent
sin ple/com pkx ([ easuEbk)

T '

H undred of such system s orboard shps !

DN /AAU Nordtp Osb jne 2006

idle

C ode execution

UHIYERSITET

Sin pleM odeling A pproach IT

Threaded code
Cyclicevent
sin pl/com pkx ([ easurbk)




UHIYERSITET

Sin ple M cdeling A pproach I

Code executon
¢ Threaded code
e Cyclicevent
*  sin pk/com pkx (measurbk)

idle

P2

H undred of such system s orboard shps !
AND THEY W ORKSVERY W ELL 24/7/365 :-)
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Sin ple M odeling A pproach IIT
Code/finctonalm odelling

Cycliccode fpropertieslke)
* perod ofexecution, exeaution tine
¢ delybordedes,...
* communication
¢ mutualexclusions
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Sin pleM odeling A pproach IIT
Code/fimctonalm odelling

Cyclic code ppropertieslike)
* period ofexecution, exeauton tine
¢  delby bordedes,...
* communication
*  mutualexclusions

Calculationscan bem ade for
¢ minmaxm eandelays
* properties fulfilled ornot
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Sin ple M odeling A pproach IIT
Code/finctonalm odelling

Cycliccode fpropertieslke)
* perod ofexecution, exeaution tine
¢ delybordedes,...
* communication

¢ mutualexclusions

Calculationscan bem ade for
¢ minmaxm ean delays
* properties fulfilled ornot

Scheduling m ethads t© be s=lected

e satc priority bassd etc
e dynami deadlne goproaches
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Sin ple M odeling A pproach IV
Code/functionalm odelling IT

Events (intermipts)ion periodi code
¢ behavibrpr“definitibon” often unknown
* Youm ustassume
* worstaase (o of i terrupts/mterval)
¢ Youm ustknow
* Tine kngth of hteruptservice aode
e ifitisiterruptibleornot

Intermuptschem e
e pririty based / fiat /dynam i Atatic priority
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Some an allcalculations

Intermupt
¢ Internupthtency 5-25 usec“not’ CPU dependent
* no by difference betveen 40 M hz(@m ) and 2000 M hz(PC )!!!
¢ Lagerdelhy up to “user spacs”
¢ 100 usec foran nteruptgvesM AX 10.000 interupts pr second
¢ Modelabk?
* Veifiable ???
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Some an allcalculatons

Interrupt
*  Intenupthtency 5-25 usec“not’ CPU dependent
* no by difference between 40 M hz(am ) and 2000 M hz(PC )!!!
*  Lagerdelhy up to “user spacs”
¢ 100 usec foran nteruptgivesM AX 10.000 interupts pr second
* M odelabke?
* Veifabke 2??

Internupt IT
* Prirtized oregual
* Staticordynam ic
¢ Inside BR blckhg times
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Some an allcalculatons IT

A midphn

* An htermptcan bedelbyed by other nterupts
e 1 isrof Q0 usec + 40 useccode)

§ ¢ Systam alland kick to userspace: 20 usec

] ¢  Influence from scheduling

¢ Influence from HW likeposition of harddisk 600 usec- ...)
¢ Influencefrom (PC) chipset???
A queston
* Doyourally wat to have tim eof period Jess than 1 m sac 22?72

¢ TestyourPC :

e Lifeai'talways“happy days’
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How doyouget

Evidence for functiona lity ?

ooe
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How doyouget

Evidence for fiinctiona lity ?

Askyour becaldeakr ;-)
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KISS
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1 KISS

Q uality of verifica tion /aim ul tion /calcu k ting is dependentof
* M odelquality of codefystem
* HW m odelqualty
* M easurem ents

[}
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NETW ORKING

DN /AAU Nordip Osb jne 2006




UHIYERSITET

NETW ORKING
T o intercannect com pu ting devices
Som e characteristics

L ¢ 5©5000m kngth
I ¢ 9600 t© 1.000.000.000 bitsgec
* 81t 9000B userdatefram e
¢ 2 -???nrofnodes

T opology
* bus/ring /sar
¢ gow irhed ornot

A coess protocol:
*  abitary with collision detection/Avoddance (cmafcd,a} )
¢ token sbotted
¢ tmebased
¢ (non)prioritized
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M odeling netw ork
Som e prerequisites

¢ Technobgy
* Topobgy

L ¢ A aesspwotomls
; * H gherlayerprotocols (if they arem odel abk)

AND
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M odeling netw ork

Som e prerequ isites
¢ Technolgy
* Topobgy

* A @esspwotomls
* H pherlayerprotocols (if they arem odel k)

* SystEm topobgy
* M odelof trafficpatems
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Anexanpl - canbus

= Fln

=
a

Moo 1

W 2

¢ Node2 hashighestprioriy
* Node2 can take the bus orever
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Anexan pl - canbus

[l ] L | b | AN
Gegtan 1 Glshen 2 Sleimn 4 Gleizn 4

|llhﬂ'ﬂl L‘lbﬁ"w Lﬂﬂm

W

i

] e | | e |

bt I s T

¢ CANBUS hasmaltimebehavir:-)
¢ and very shortaabling
¢ Scheduling theory can beused :-)
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Anexanpl - canbus

CANBUS has realtin e behavbr
e forthehih (est) prorities
¢ andveryshortcablng
* Scheduling theory can be used

Schedulingof tra ffic
¢ hyoutH ghestpririty telegram s
o next2™d priority where there are gpace

.

In many waysegualto ratem onoton icschedu le

High prb

M ed prio _— —
—_ —_— —_—

Low prb
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canbus

D eterm nistic:
¢ Collsibn awidanceon a padketpriority paradigm

¢ Every node an transm tone package ateach token parsing
* A package isup to 8 B + head& il
¢ Max delay = 2?7

* Dependent of all the other packet priorities
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D eterm nistic:
¢ Collision avoidance on a packetpriority paradigm

¢ Every node can transm itone package ateach token parsing
¢ A package isup to 8 B + head& il
¢ Max delay = ?7

¢ Dependent of all the other packet priorities

*  Queuing theory isapplicable
* Results can bedismussed w hen packettin ing is close to netw ork tin ing.
* Esay to sinulate
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D eterm nistic:
¢ Collisibon avoidance on a packetpriority paradigm

¢ Every node an transm tone package ateach token parsing
* A package isup to 8 B + head& il
¢ Max delay = 2?7

* Dependent of all the other packet priorities
*  Queuing theory isappliabk
¢ Resultsan bedisussed w hen packettin ing is close to netw ork tin ing.

¢ Esay to sinulate

¢  Qualiy rely on traffic description qualiy
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canbus

D eterm nistic:
¢ Collision avoidance on a packetpriority paradigm

¢ Every node can transm itone package ateach token parsing
¢ A package isup to 8 B + head& il
¢ Max delay = ?7

¢ Dependent of all the other packet priorities

*  Queuing theory isapplicable
* Results can bedismussed w hen packettin ing is close to netw ork tin ing.
* Esay to sinulate

*  Qualiy rely on traffic description qualiy
¢ DO YOU KNOW YOUR TRAFFIC SCHEDULE ?
¢ DO YOU KNOW YOU RUN PLAN FOR YOUR CODE ?
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canbus — tw 0 com ments

Agriculuralworld:

Functbnalstandards like ISO 11783 descrbing

* Cam muniation betw een my tractor and peripherals
R ¢ * Functbnalprofiles of equ jm ent

¢ ConPrmancechsses

whichm eansa John D eer tractor can m anage a Kongskille item withou tany
“reprogramm ing” ...

SIL woxld : SIL level 3 !!
« CANO pen safetyprotocol by CAN chip CSC 01
¢ 20msec safety gycle
* 2msec bresafely applicatn f§ourcode)
¢ Code size < a Ew kB)
* A prim itive but very safe systan  h tip:/fan-cia orgfsc)
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Tokenbased Systam s

D eterm nistic:
*  Token ttavelng parmdigm iswell known
+ IBM token ring 16 M bit
¢ ARCNETO1 ..4Mbi
e =485 sw hw inplkments

Taffic scheme
* Token circulbte on equal basis
* A nodeisoblged to send 1 package each token passing
¢ wowstas tine o wai:a token wotation
* Routig kills the system realtin ebehavior

M odelng
* Easy
* W ostcase estin ate very negative
* Routihg is jastcom biation of ndependentsystem s Mo RT)
¢ M akov chals, ... -noti scope for today

DN /AAU Nordip Osb jne 2006




UHIYERSITET

Ethemet

LOW ER LAYERS:

Stochastic
¢ 10 M bitbusbased

D eterm inistic
e 100/1000 M bitP2P fAwitch based

W ireless

O therm edias
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Ethemet

D ifficult o be general due to large span in param eters

Busbased Ethemet Hrcontrol: nope

W relessE themetforacontrol: nope

Sw itch based E themet (100 M b/1000M b) :YE S

e 100 to 1000 higherbit rate than fied buses

* Several 1000 packages prnode pr sscond

* Switching technobgy “elin inate” rejaction

* Easy queuemodeling fn arkovchains)

* Routng efficient

* Failresilient systam s (Likke<1 sec spanning tree)
* Redundantsystan savailablke
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