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LESSONS FROM SMUGGLING AND ANTI-COUNTERFEIT OPERATIONS
At first glance the two topics would appear to be unconnected; smuggling is bringing something into a country illegally, whilst counterfeiting is copying someone else’s work. However I hope by the end of the talk you will see that both are very much linked and that they both have an impact on security, more specifically how these two operations give an opening for terrorists to exploit.
I shall look at smuggling first.

If one takes a look at the lists of crime over the past centuries smuggling appears very prominent among the list. From the moment that the very first person imposed a tax or a charge or a custom duty or in some way inhibited the free flow of goods from one location to another smuggling operations began. In pursuit of profit smugglers gladly overcame xenophobic tendencies and would trade with whoever would take the goods. During the Napoleonic wars whilst shouting about defeating the perfidious French wealthy merchants in England were happily selling overcoats to the Grande Army for its Russian campaign and importing brandy and wine back to the UK.
That was not the start point for smuggling in the UK. It is easily traceable at least back to the 12th century. In those days the government had imposed a restriction on the export of wool, so that the merchants who owned the weaving factories would be protected. Thus whilst the weavers benefited from a surplus of cheap wool in the UK, the wool merchants struggled with the extremely low price forcing many out of business. They were faced with two options; either sell their wool illegally to overseas buyers or to go out of business. Not surprisingly many of them began smuggling wool out of the country mainly to Flanders.
In 1272 Edward the 1st introduced a “customs” system to help finance the wars against France. However it was not until about 1421 that a more formal system to try and prevent the avoidance of dues was introduced. 

As new duties were levied on tobacco, tea, brandy, rum, silks, salt etc they all became targets for the smuggler. The import duties on these products were so high that smugglers cold charge well below the official price and still make a handsome profit. In the 1770’s a four gallon tub of brandy brought in France for £1 could be sold on in England for £4. A pound of tea would cost 3 pence and could be sold for 25 pence. Many smugglers whilst making handsome profits also felt that they were actually providing a public service.
Adam Smith the economist defined a smuggler as “ a person who no doubt is highly blameable for violating the laws of his country but is frequently incapable of violating those of natural justice.

Smuggling in parts of the UK became almost a national pastime, and smuggling runs became highly organised and at times involved large gangs of people. Finance came from wealthy and respected members of the community and help was received from many quarters. Farmers would leave their barn and stable doors open for the smugglers to use horse and carts. Farm labourers would help manhandle the product to earn money of the side. Timing and secrecy were crucial to avoid ambush by the “revenue men”. When caught smugglers were often let off with a fine, a punishment that was far less severe than those given to thieves. After all many of the magistrates also benefited from this free trade.

The fight against smuggling took a big step forward in 1815 when huge resources became available at the end of the Napoleonic wars. Unemployed naval ships and soldiers were used in the fight against the smugglers. At first the increased rewards because of the scarcity of goods made the risks worthwhile and the smugglers became ever more devious in their methods. However in 1831 the taxes on many imported goods were abolished and the need for smuggling dramatically diminished. 

One can draw many similarities between the smugglers of yesteryear with those of today. The current British day tripper heads to the continent and buys up huge quantities of cheap booze and cigarettes. The allowances are now very big but many still see the chance to make extra money. For example a 50 gram pack of rolling tobacco can be bought for about £2 in Belgium whilst the UK price is about £8. In 2001 it is estimated that some 5,000 tons of rolling tobacco was smuggled into the UK. In 1998 the UK is estimated to have lost £375 million in lost revenue. That is £55 from beer, £180 million in wine, £50 million in spirits and £85 million in tobacco.

The parallels from the past 800 years are repeating themselves. The resources required to stop even this low level of smuggling are not available. Customs do stop some of this smuggling but vast quantities still get through. Whether it is tobacco and booze to the UK or illegal immigrants into Spain it is a relatively small business. A small investment is all that is needed, and reasonable profits can be made. The chances of capture are small and even if caught the chances of any major punishment are limited. It is estimated that one in five of the gangs involved in smuggling tobacco and alcohol into Britain are also involved in smuggling Class A drugs.
It should be born in mind that out of little acorns grow Oak Trees. Pablo Escobar started off life as a petty criminal. His first criminal acts were stealing the brass plates off gravestones and reselling them having removed the original writing. From there he went on to be probably the most famous drug dealer in the world.
Methods of smuggling are as many and varied as the smuggler has imagination to dream up.
They use:


Concealment: Hiding the smuggled goods in another product. 


Quantity: If enough of a particular product is smuggled then realistically some will get through. This is particularly viable for people; there is no punishment for trying to get into a country. Drugs – very high profits and so on. It is said that on some flights from the West Indies and South America up to 10% of the passengers are actually drug carriers!


Bribery: get officials to turn the wrong way by paying them.


Threats: Get officials to turn the other way or else.


Subterfuge: Bring the product in away from the eyes of the officials.


Cover: Get someone, like a diplomat to bring the goods in under their own cover.

Much more needs to be done to tackle the lower levels of smuggling. That would reduce the effort wasted by customs officials on stopping the man with ½ litre of spirits too much, and focus on the real problems.

The following also needs to be done:

Culturally changes need to be made to change attitudes. In countries like Spain, Italy and Eastern Europe where the taxes on products like tobacco are relatively low there is still a very high acceptance of the culture of street selling.

Governments must be urged to normalise their tax regimes.

A realistic view must be taken over soft drugs.

People caught smuggling should face massive penalties.

Extensive use of the military should be made to counter the smuggling problem.

These are the tasks of government and the UN. The UN produces protocols and nations put a lot of effort into anti smuggling operations. But they are failing and failing badly. Last year in the UK customs detected just 2 of the 30 tons of cocaine smuggled into the UK. 
COUNTERFEITING

Hundreds of millions of dollars worth of counterfeit goods are made and sold each year costing the original designer or producer vast amounts of money in lost income. Providing the sale price is much greater than the product cost then it will be ripe for being copied. A list of some of the items that are counterfeited is as follows:

Drink and tobacco are eagerly counterfeited as they double the profits; the counterfeiters making money on both the product and the tax.
Generally counterfeiters identify their target product and determine where they are going to make the items and then where they will sell the finished goods. They operate in closely controlled gangs or organised Criminal Networks. In 1997 an EC report determined there were more than 50 organised crime syndicates operating in Western Europe. Those that were the most effective were those that were based or backed up from countries where corruption was high and there was a lack of control by the authorities; Pakistan, Nigeria, Russia, China, Ukraine and Colombia spring readily to mind.

The gangs will obtain the necessary raw material and transport it to areas where it can be converted into a finished copied product, or employ people to reproduce the product but without the same degree of control over the contents, the finish, or work ethics. For example a popular drug for counterfeiters is Viagara. Highly priced to enable Pfizer to recoup the development costs, but copied extensively throughout the world. The problem is from time to time the counterfeit product has some very dubious contents that would only raise the hairs on the back of your head if you knew what was actually in it. However these are very easy to smuggle.

In some cases the factory that has been contracted to produce an item, particularly in the clothing business is also producing copies and selling them through the back door. 

Having made the product the gang must then move it to an area where it can maximise the profit. Here is where the links for smuggling come into play. If it is a product like Viagra then move it any of the ways I have already covered. If it is much larger like tobacco then you need to shift it by the container load to make it worthwhile.

Container loads of product should in theory be easy to track. However many companies, not surprisingly are very reluctant to release information on where containers are or what containers are loaded on their ships. Containers do go missing, either by accident for example by falling off at sea or by design with lost paperwork. 
Several methods employed include moving the container and its contents through a rapid number of companies so that in the end the audit trail just gets so complicated it would take too long to unravel. Alternatively you could just lose the paperwork at a port or marshalling yard. Sometimes the container contents are bought and sold whilst in transit. By the time the container arrives its owner is buried behind a mountainous paper trail. Let me give you an example:
Counterfeiting tobacco is extremely big business. Just over a year ago we ran a case to track cigarettes being made in China. It went like this. The tobacco was grown in central and Eastern Africa and then exported by sea to China where it was being made into brand name products, Marlboro being the most popular of the counterfeit cigarette range. Everything about the product is done correctly including putting tax paid labels and health warnings on the packages in accordance with the country it will be sold in. 

We had been alerted by a source in China that a full container load of cigarettes was being shipped from China via Dubai to Port Said. From there it would go on, probably via several ports to Bulgaria for subsequent distribution to Western Europe.

Another source of ours in Dubai confirmed that a delivery was expected and obtained full details of the container contents. In fact in this instance, which is unusual, he managed to gain access to the container and took a sample away. This was analysed by the tobacco company and confirmed as counterfeit.

We had to try and get this confirmation. In two previous occasions another IP company, working for a different tobacco company had arranged for containers to be seized at docks in Malta and on both those occasions the goods were found to be legal. 

The container arrived in Port Said and another source confirmed he had seen it on the dockside. This source obtained a copy of the bill of lading and confirmed that it was scheduled to go to Bulgaria by way of Malta and Istanbul. We knew that the container was to be moved within 24-48 hours of us receiving the information and a decision was taken to let the product run. We felt confident that despite the difficulties the Maltese authorities would be much more amenable and secure than those in Port Said. 

The next message received was that container had been loaded onto a ship, however a review of databases showed it was still in Port Said. After some frantic activity further investigation showed that it was actually on the ship which as predicted was bound for Malta. The discrepancy was subsequently traced to the shipping agent who had deliberately withheld the shipping manifest. Our impression was that he was going to hold the manifest long enough for it to be lost in all the other manifest until the container had been moved on several times.
On arrival in Malta the container was seized, not without some difficulties, caused as a result of the previous two false alarms. When it was opened it contained 723 master cartons of cigarettes containing a total of 7,230,000 cigarettes. Or in financial terms a shipload with a street value of around £1 million depending on the distribution system.
This was a very carefully run project that had the full support of the tobacco company, we had excellent sources in place and we made full use of a dedicated legal team to provide the support to having the container seized. Ultimately it also came down to having a direct relationship with a senior member of the Maltese police.
The gangs who operated this and other counterfeit smuggling ring are not keen on giving up their product and to take on these gangs requires a very comprehensive set up. An all encompassing system that identifies counterfeit products, follows this back through the various suppliers hopefully leading through to the counterfeiters themselves and culminates in the seizure of the goods, the closure of the factory and where possible the arrest and conviction of the perpetrators. Tracing the counterfeiters is often a long, difficult and sometimes dangerous process. Unlike the low level smuggler it is large gangs that run the operations and they are not going to give up without a fight. Getting too close as some investigators have found can cost them their lives. 
That is all easier said than done. It is not cheap to run an operation over two or three continents. To impound product requires legal teams in the country you want to operate in, sources need to be paid. Closing down a factory will require legal support as well as extremely close cooperation between the justice system, and police or military. It requires a unique combination of assets and resources and the company itself must be aware that there are many requirements of it. The company really must be able to see the need to stop the counterfeiters. Whilst most companies can see that saving losses of £1,000,000 with the expenditure of £200,000 makes good commercial sense particularly as that may also deter future attempts. They must also be prepared that not every counterfeit operation will be successful.  
To provide a service to our customers we have over 150 employees who are constantly on the lookout for counterfeit product. These people operate mainly in the Far East where the efforts to hide the counterfeit operations are token gestures. Once a counterfeit product is identified a whole system kicks into gear. We will require everyone working in very close cooperation with each other.
However the main thrust of this is to try and identify what lessons can the shipping industry learn from our anti-counterfeiting operations?

I believe there are a number of factors:

Intelligence:

1. At all points in the supply route a network of sources and needs to be in place
2. Companies should consider establishing “whistle blowing” systems to allow intelligence to be passed.
3. Develop and maintain strong links and liaison with police and security service to ensure information is passed in timely fashion.

Control

1. No longer will it be acceptable to operate a reactive system, there will be a need to be proactive.
2. Grading of distribution networks so that extra vigilance can be applied to those products moving through weaker networks. 

3. Enhanced control need to be exercised over storage areas, warehouses, dockyards etc.

Co-Operation

1. Customers cannot rely on the shippers and vice-versa to ensure that the security regulations and requirements are being met.
2.  Closer co-operation between all the agencies involved. Often incidents will happen but as they do not directly concern one group a blind eye is turned.
3. Closer scrutiny on container movements is needed to ensure that one container cannot be in two places at the same time.

Coordination

1. Everyone in the supply chain from manufacturer to distributor will need to be able to confirm that their product and processes are as clean as possible. 
2. It also vital that nations themselves fully support the efforts to eradicate the problem. We would not try and stop a shipment in Port Said because 24 hours after the seizure someone would have been bribed to release the cargo again. We did not try and shut down the factory in China because it was in an area where the authorities receive backhanders from the producers.
3. Common instructions produced on what to do if smuggling of legal or counterfeit products is detected should be produced and available.
4. Links with local and international police forces so that rapid responses can be achieved.
Checks

1. Personnel involved in all aspects of storage, handling, control should be vetted to varying levels dependent on their responsibilities.

2. Ensure due diligence is carried out on all personnel in the supply chain.

3. Make sure site surveys are undertaken in manufacture and distribution points and random checks made to ensure that standards are being maintained.
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